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SECTION 512 OF TITLE 17 


THURSDAY, MARCH 13, 2014 

House of Representatives 

Subcommittee on Courts, Intellectual Property, 
AND THE Internet 

Committee on the Judiciary 

Washington, DC. 


The Subcommittee met, pursuant to call, at 9:31 a.m., in room 
2141, Rayburn Office Building, the Honorable Howard Coble, 
(Chairman of the Subcommittee) presiding. 

Present: Representatives Coble, Goodlatte, Marino, Smith of 
Texas, Chabot, Issa, Poe, Chaffetz, Farenthold, Collins, DeSantis, 
Smith of Missouri, Nadler, Conyers, Chu, Deutch, Richmond, 
DelBene, Jeffries, Cicilline, Lofgren, and Jackson Lee. 

Staff Present: (Majority) Joe Keeley, Chief Counsel; Olivia Lee, 
Clerk; (Minority) Heather Sawyer, Minority Counsel; Jason Ever- 
ett, Counsel; and Stephanie Moore, Counsel. 

Mr. Coble. The Subcommittee on Courts, Intellectual Property, 
and the Internet will come to order. 

Without objection, the Chair is authorized to declare recesses of 
the Subcommittee at any time. 

We welcome all of our witnesses today. Thank you all for appear- 
ing before the Subcommittee for this important part of our copy- 
right system, the notice and takedown provisions of Section 512. 

Online piracy continues to grow to scale, harming the ability of 
individual artists and companies to add to our Nation’s economy. 
The notice and takedown provisions of Section 512 are designed to 
help copyright owners protect their works from online infringement 
while enabling good-faith ISPs to avoid potential liability for the 
actions of their users. 

A review of the written testimony shows disagreement about the 
proper role and action of an ISP in independently identifying and 
responding to infringing content. While no one seems to be sug- 
gesting that the ISPs routinely seek out infringing files, it does 
seem unreasonable that once an ISP has received thousands of no- 
tices for the same content from the same copyright owner, it then 
acts at least somewhat differently than it would after receiving the 
first notice. 

A growing flood of notices is not necessarily a sign of success ei- 
ther, except perhaps by pirates who deprive the copyright owners 
of any income for the work that they have produced. 

( 1 ) 
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In other legislation recently passed by the House, this Sub- 
committee has targeted those who have abused the patent system 
from their own ends. It appears that some are also abusing the no- 
tice and takedown system in order to remove speech from the 
Internet they don’t like or the website of a business with whom 
they compete. Actions such as these leaves a negative impact upon 
the copyright system as a whole, and it needs to be stopped, in my 
opinion. 

I appreciate all your willingness to appear before our Sub- 
committee today, and I will now recognize — well, first of all, let me 
officially welcome the gentleman from New York, Mr. Nadler. Jerry 
has fulfilled the vacancy created when Congressman Watt re- 
signed. 

It is good to have you as Ranking Member, Jerry, and I recognize 
you for your opening statement. 

Mr. Nadler. Well, thank you, Mr. Chairman. 

This is my first hearing as the new Ranking Member of this Sub- 
committee. I am honored to succeed our former colleague, Mel 
Watt, who is now serving as Director of the Federal Housing Fi- 
nance Agency, and I look forward to working closely with you, Mr. 
Chairman, with the full Committee Chairman, Mr. Goodlatte, with 
Ranking Member Conyers and all of my colleagues as we continue 
the Subcommittee’s important work. 

Today’s hearing is part of our comprehensive review of the Na- 
tion’s copyright laws to explore how our copyright system is faring 
in the digital age. Section 512 of the Digital Millennium Copyright 
Act is a critical piece of this puzzle. 

Section 512 limits the liability of online service providers for 
copyright infringement by their users. Enacted in 1998 when 
YouTube, Facebook, Google Search, Bing, and many other plat- 
forms and applications that we enjoy today were still on the hori- 
zon, Section 512 sought to balance the concerns and interests of 
rights owners and online service providers by creating a collabo- 
rative framework for addressing online infringement. 

The mechanism established by Section 512 was intended to pro- 
vide meaningful protection to rights holders who, understandably 
concerned with the increasing ease and speed with which copyright 
works could be disseminated to thousands of users, would other- 
wise have been reluctant to make their creative works available 
over the Internet. 

At the same time. Section 512 was also intended to address serv- 
ice providers’ concerns that misconduct by users might subject 
them to liability. To find shelter in Section 512, providers cannot 
know about infringing material or activity, cannot receive financial 
benefit from such infringement, and must implement procedures 
that allow them to “expeditiously” take down infringing content 
when they know about it or are notified by the need to do so by 
rights holders. 

Although Section 512 does not condition protection on a provider 
affirmatively monitoring infringement, except to the extent con- 
sistent with standard technical measures, providers must, among 
other things, remove material when there is actual knowledge of 
infringement or when infringing activity is apparent — in other 
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words, when the provider has red-flagged knowledge of infringe- 
ment. 

More than 15 years have passed since the DMCA’s enactment, 
and new technologies have fundamentally changed the Internet, 
bringing many new benefits but also new problems that were not 
foreseen in 1998. Among other things, it is now possible for users 
to share vast amounts of high-quality content with thousands of 
others, and largely on their own terms. As a result of this and 
other innovations, online infringement has skyrocketed. 

Last year, for example, Google received notices requesting re- 
moval of approximately 230 million items. This volume is stag- 
gering, even for large companies sending or receiving these notices. 
For smaller artists, musicians and businesses, it is a practical and 
financial nightmare. 

Maria Schneider, a Grammy Award-winning musician and one of 
my constituents, who is here to testify today, has been unable to 
stop online infringement of her works. The resulting loss of income, 
combined with the cost of monitoring the Internet and sending 
takedown notices, threatens her ability to continue creating her 
award-winning music. 

As we will hear today, when infringing activity is identified and 
the notice is sent, users simply too often re-post the material that 
has been taken down using a different URL. As in the arcade game 
Whack-a-Mole, the copyright holder succeeds in having the mate- 
rial taken down, only to have it pop back up almost immediately, 
requiring an endless stream of notifications relating to the same 
content. 

To deal with this problem. Section 512(c)(3) allows the sending 
of a representative list of copyrighted works and information “rea- 
sonably sufficient provided to locate infringing material.” I am in- 
terested in hearing from our witnesses whether these statutory 
guidelines have proven sufficient and how best to address this key 
problem. 

Some providers have also expressed concern about potential mis- 
use of the notice process to take down non-infringing content. Such 
claims appear to be a small portion of the millions of infringement 
notices that are sent. For example, Google reports that it removed 
97 percent of the search results specified in takedown requests be- 
tween July and December 2011. Nonetheless, Congress sought to 
minimize the abuse by penalizing anyone who knowingly misrepre- 
sents that material is infringing, and Section 512(g) provides users 
with the opportunity to challenge the removal of content by filing 
a counter-notification. But are these protections proving sufficient? 

These are examples of some of the challenges that have arisen 
under Section 512. I am also interested in hearing how courts have 
interpreted the statute and whether key stakeholders have come 
together to develop standard technical measures for identifying and 
protecting copyrighted works, as is required in Section 512(i). 

As we undertake this review, however, we should also keep in 
mind that along with its challenges, there have been many Section 
512 successes as well. The notice and takedown system has re- 
sulted in the quick removal of infringing content on countless occa- 
sions. Some stakeholders have come together to develop best prac- 
tices and have entered into voluntary agreements to help identify 
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and address online infringement in a timely and effective manner, 
and Internet innovation has continued to thrive, allowing and in- 
spiring greater collaboration and commerce. 

Artists and musicians from superstars to startups now use var- 
ious Internet technologies to make, market, and sell their creative 
works. Our goal now, just as it was in 1998, is to preserve incen- 
tives for service providers and copyright holders to work together 
to address online infringement in a manner that provides real pro- 
tection for creators as the Internet continues to grow and thrive. 

Our witnesses today provide a diversity of perspectives and a 
wide range of experience with Section 512, and I look forward to 
hearing from them. With that, I yield back the balance of my time. 

Mr. Coble. I thank the gentleman. 

The Chair now recognizes the distinguished gentleman from Vir- 
ginia, the Chairman of the full Committee, Mr. Goodlatte, for his 
opening statement. 

Mr. Goodlatte. Well, thank you, Mr. Chairman. It is a pleasure 
to be here, a pleasure to welcome this great panel of witnesses, and 
it is also a pleasure to welcome the gentleman from New York, Mr. 
Nadler, as the new Ranking Member on what I think is a great 
Subcommittee that I have had the opportunity to Chair in the past, 
and I look forward to our work together on issues related to intel- 
lectual property and our courts and the Internet. 

Enacted in 1998 at a time when bulletin boards were still a pop- 
ular destination for many Americans, Section 512 was designed to 
achieve two important policy goals that were crucial to the success 
of the Internet: first, enabling good-faith online service providers to 
operate without risk of liability for the actions of their users; and 
second, enabling copyright owners to quickly remove infringing on- 
line content without flooding the courts with litigation. 

These two goals have mostly been met with the rapid growth of 
the online economy. However, like all legislation related to tech- 
nology, issues have arisen that were not anticipated during the 
drafting and enactment of Section 512. These issues have posed 
challenges that have led some to call for updates to 512. As the 
Committee undertakes its review of copyright law, the time is right 
to consider these issues and proposed solutions to them. 

Our witnesses today will mention issues of interest to them, and 
I am interested in delving into three issues in particular. The first 
is referred to as the whack-a-mole game by copyright owners. By 
most accounts, good-faith service providers have acted expedi- 
tiously in responding to Section 512 notices by removing or dis- 
abling links to infringing content. 

However, copyright owners are increasingly facing a scenario 
that simply wasn’t anticipated during the enactment of 512, the 
need of copyright owners to send a voluminous amount of notices 
seeking removal of infringing content, followed by the almost im- 
mediate reappearance of the same infringing content. In an inter- 
esting twist, different groups point to the same statistics showing 
the mammoth amount of notices being sent today as proof of either 
the system working as designed or the system not working as de- 
signed. 

A second issue that has been raised is the quality of the notices 
and the impact upon other important legal doctrines such as fair 
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use and the First Amendment. While there is little disagreement 
over the need to expeditiously remove clearly infringing content, 
how Section 512 intersects with these other legal doctrines is sub- 
ject to court cases still underway. 

Finally, some have begun to engage in behavior that abuses the 
rationale for Section 512 by sending outright fraudulent notices 
with little risk for penalties being imposed upon them for their ac- 
tions. Although the number of such cases appears to be low per- 
centage-wise, this Committee should consider ways to reduce such 
blatant abuse. 

Section 512 was the product of balancing a number of interests 
to resolve various issues to improve the copyright system for all. 
As the Committee conducts its review of our copyright system, we 
should keep this consensus model in mind while examining chal- 
lenges and potential solutions. 

I appreciate the willingness of the witnesses to testify this morn- 
ing and look forward to hearing from them. 

Mr. Coble. I thank the Chairman. 

The Chair now recognizes the gentleman from Michigan, the 
Ranking Member of the full Committee, for his opening statement. 

Mr. Conyers. Thank you, Mr. Chairman. 

I welcome the witnesses as well and congratulate Jerry Nadler 
for his long continuing interest in copyright law and suggest that 
the hearings today provide an important opportunity for us to ex- 
amine online service provider liability and the effectiveness of Sec- 
tion 512 of Title 17 of the Code. 

Section 512 creates a mechanism that immunizes certain service 
providers from liability as long as they don’t derive financial ben- 
efit from infringing activity and take down infringing material that 
they know about or are notified about by rights holders through a 
notice and takedown process. That process allows copyright owners, 
without having to go to court, to request that certain types of serv- 
ice providers remove infringing material. 

So as we examine Section 512 today, there are several factors to 
be kept in mind. To begin with, although much has happened since 
512 was enacted in 1998, part of the Digital Millennium Copyright 
Act, especially with respect to the Internet and the online land- 
scape, many of the same concerns that led to the enactment of this 
law still remain. 

Fifteen years ago, the Internet was in an early stage of develop- 
ment and extremely different from the way it is today. For exam- 
ple, there were very few blogs and search engines, and social media 
services such as Facebook and Twitter simply didn’t exist. Even 
then, however, copyright owners were legitimately worried that 
Internet users could spread near-perfect copies of copyrighted 
works instantly around the world without first securing permission 
to use the works. 

At the same time, Internet service providers worried that they 
would be held liable for actions of their users even if the service 
providers themselves were not directly infringing. 

In the 15 years since Section 512’s enactment, advances in tech- 
nology and the globalization of the Internet have presented numer- 
ous challenges for those seeking to apply Section 512 to the new 
and evolving digital distribution systems. So it is important today 
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that we assess how the law has kept up with the technology. I am 
concerned that some courts interpreting Section 512 have done so 
in a way that may be more restrictive than we intended when the 
statute was enacted. The law as interpreted by some of these 
courts imposes significant burdens on copyright owners to monitor 
the Internet and specifically identify sometimes millions of infring- 
ing files. At the same time, courts have narrowly interpreted the 
circumstances under which providers will be deemed to have suffi- 
cient red-flag knowledge of infringement to trigger the duty to take 
material down. 

In addition, Section 512 has also generated a large amount of 
litigation, particularly with respect to issues presented by new 
technologies such as cyber lockers and peer-to-peer file sharing. 
These advances in particular have facilitated copyright infringe- 
ment in a manner that we in Congress did not fully envision when 
we enacted the Section 512 safe harbors in 1998. And as a result, 
the statute has proven largely, frankly, ineffective in combatting 
the massive amounts of infringement that occurs using these tech- 
nologies. 

We must continue to work to decrease the amount of infringing 
content on the Internet. There continues to be an increase in the 
number of sites that provide access to infringing copies of movies, 
television shows, music, and other content. Further, we must con- 
sider how we can improve the process for identifying and handling 
repeat infringers. 

When takedowns occur, copies of the same works often are put 
up immediately elsewhere, resulting in the whack-a-mole scenario 
that forces rights holders into a never-ending cycle of takedown re- 
quests. While some content owners use automatic systems to locate 
huge quantities of online infringement, this generally produces a 
large number of notices that may include repeat requests con- 
cerning the same infringing file. 

We should also consider whether search engines can somehow 
prioritize results that don’t contain infringed material. In today’s 
environment, search engines have initiated practices to demote or 
alter search results in other contexts, for example, where users at- 
tempt to manipulate their rank or to address allegations that 
search results that prioritize a service provider’s own products over 
those of its rivals is anti-competitive. Today, however, there has 
been a resistance to do so for copyright holders. We here should ex- 
plore whether these practices are suitable in this context as well. 

So finally, I want to encourage all stakeholders to continue to de- 
velop voluntary initiatives to fulfill the DMCA’s goals to limit copy- 
right infringement. Copyright owners, online service providers and 
users are in the best position to assess practices with respect to on- 
line copyright material, and to that end, the 2013 Copyright Alert 
System provides a useful model. 

This system is an agreement between major media corporations 
and large Internet service providers to monitor peer-to-peer net- 
works for copyright infringement and to target subscribers who 
may be infringing copyright materials. We are listening carefully 
for other suggestions that may come from you that may be helpful 
in this area and look forward to your testimony, and I join in con- 
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gratulating our witness, the Grammy-winning composer, Maria 
Schneider. 

I yield back my time and apologize for taking more than should 
have been allotted me. 

Mr. Coble. I thank the gentleman from Michigan. 

Without objection, opening statements from other Members will 
be made a part of the record. 

Prior to introducing our distinguished panel of witnesses, I would 
like to swear them in, so I would ask you all to rise, please, and 
I will administer the oath to you. 

[Witnesses sworn.] 

Mr. Coble. Let the record show all witnesses responded in the 
affirmative. 

Professor O’Connor, I believe, Ms. DelBene, is your constituent, 
so I think you would like to introduce him to the Committee. 

Ms. DelBene. Thank you, Mr. Chairman. It is my pleasure to 
welcome a fellow Huskie to our hearing today. Sean O’Connor is 
Professor of Law and Founding Director of the Entrepreneurial 
Law Clinic at the University of Washington School of Law in Se- 
attle, just outside of my district. His research focuses on how legal 
structures and strategies facilitate innovation, and his teaching 
and law practice specialize in transactions and the role of the gen- 
eral counsel in startup companies. 

Professor O’Connor received his law degree from Stanford Law 
School, a Master’s degree in Philosophy from Arizona State Univer- 
sity, and a Bachelor’s degree in History from the University of 
Massachusetts. 

Prior to law school, he was a professional musician and a song- 
writer for 12 years, and I understand that he still performs now 
and then at IP conferences around the country in a rock band 
called Denovo. So we can hear about that more later, too, possibly. 

Thank you very much for being here today. 

And, Mr. Chair, I yield back. 

Mr. Coble. I thank the lady. 

Professor O’Connor, do you also do bluegrass? I am a bluegrass 
advocate. [Laughter.] 

Mr. O’Connor. I try to be very careful with that. 

Mr. Coble. Good to have you. 

Mr. Conyers. What about jazz? [Laughter.] 

Mr. Coble. Good to have a fellow Huskie with us. 

When you mention Huskie, Ms. DelBene, my mind synonymously 
thinks of Norm Dicks, and we miss Norm. He was here for a long, 
long time. I hope he is doing well. 

Ms. DelBene. Yes, he will always be remembered as a Huskie. 

Mr. Coble. Pardon? 

Ms. DelBene. I said he will always be remembered as a Huskie. 

Mr. Coble. Oh, yes. Thank you. 

I will be introducing the remaining panel. 

Our second witness is Annemarie Bridy, Professor of Law at the 
University of Idaho College of Law. Professor Bridy teaches courses 
at the college’s Intellectual Property and Technology Law Program. 
Professor Bridy received her J.D. from Temple University School of 
Law and her Ph.D. and M.A. from the University of California- 
Irvine, and B.A. from Boston University. 
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Professor, good to have you with us. 

Our third witness is Mr. Paul Doda, Global Litigation Counsel at 
Elsevier, Inc. In his position, Mr. Doda is responsible for legislation 
and copyright enforcement. Mr. Doda received his J.D. from the 
Philadelphia University School of Law and his B.A. from Montclair 
State College. 

Professor, good to have you with us. 

If I appear to be reluctant as I am introducing you, I am having 
difficulty with my spectacles. I have to get them changed, but bear 
with me as I stumble along today. 

Our fourth witness is Ms. Katherine Oyama, Senior Copyright 
Policy Counsel of Google, where she focuses on copyright, creativity 
and policy. From 2009 to 2011, she served as Associate Counsel 
and Deputy Counsel to Vice President Biden. Ms. Oyama is a grad- 
uate of Smith College and the University of California Berkeley 
School of Law. 

Professor, good to have you with us, as well. 

Ms. Schneider, good to see you again. I visited with you briefly 
yesterday. 

Our fifth witness is Ms. Maria Schneider, an American composer 
and big-band leader. 

No such luck it would be bluegrass, Ms. Schneider. I am not 
going to let this die. [Laughter.] 

Mr. Coble. She is also a Grammy Award-winning composer and 
member of the Recording Academy’s New York chapter. Ms. 
Schneider received her Master’s in Music from the Eastman School 
of Music and studied music theory and composition at the Univer- 
sity of Minnesota. 

Ms. Schneider, good to have you with us. 

Our sixth and final witness is Mr. Paul Sieminski, General 
Counsel for Automattic, Inc., best known as the company behind 
World Press. Mr. Sieminski received his J.D. from the University 
of Virginia School of Law and his B.S. from Georgetown University. 

Professor, good to have you with us. 

Folks, you will notice there are two timers on your desk. They 
go from green to amber to red. When the amber light appears, that 
indicates that you have a minute to go. So if you can wrap up your 
testimony in about 5 minutes, we would be appreciative to you. I 
will keep a sharp lookout on that. You won’t be keel-hauled if you 
violate the agreement, but try to stay within that timeframe if you 
can. 

Let’s start with the gentleman, the Huskie from the University 
of Washington. 

Mr. O’Connor, good to have you with us. 

TESTIMONY OF SEAN M. O’CONNOR, PROFESSOR OF LAW AND 

FOUNDING DIRECTOR, ENTREPRENEURIAL LAW CLINIC, 

UNIVERSITY OF WASHINGTON (SEATTLE) 

Mr. O’Connor. Thank you. Chairman Goodlatte, Chairman 
Coble, Ranking Members Nadler and Conyers, Members of the 
Subcommittee. Thank you for having me in here today to speak 
about Section 512. I have already been introduced, so I will dis- 
pense with some of my remarks except to just make clear, of 
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course, that I am speaking on my own behalf and not on behalf of 
any of the organizations or clients that I represent. 

I sit at the intersection of artists, copyright owners and tech- 
nology entrepreneurs, and this is where Section 512 has really 
come to a peak of interest. For example, I have two clients I have 
represented over the years, Rhizome.org, which is a non-profit set 
up to foster digital arts around the world, and Kolidr.com, which 
is a social media platform that allows people to put together multi- 
media collages to express themselves using various content that 
they can put together. 

The interesting thing about both of these companies is that they 
were started by artists who respect copyrights and want to help 
and make sure that those are respected among their fellow artists, 
but who also want to make content widely available. So they are 
sitting at the intersection, as I am. 

So I would like to make one point, which is that we are often try- 
ing to divide the tech world from the content world, and at least 
where I am, working with smaller artists and startups, there is 
often quite a lot of overlap there. 

Section 512 was an excellent solution to problems in the 1990’s, 
and there was much mention already in the introductions of the 
problems today about what was being addressed at that point. But 
over time, it has had some unintended consequences, and I think 
it has accidentally helped to foster a culture of copyright contempt, 
oddly enough, even though that was not its intent. 

Why? Well, because what I see, working with clients and the 
kind of advice that they are given when they are doing a website 
startup, is that they should not be monitoring for content for poten- 
tial infringement. Why? Well, there is no upside for them. They 
can. Section 512 allows them to. But there is no upside. They get 
the safe harbor regardless of whether they monitor and check. 

On the flip side, there are a lot of downsides for taking a look 
and trying to monitor. Why? Well, as was mentioned about the red 
flags, if they start looking at any of their content that their users 
are posting, then they may have actual knowledge of an infringing 
post, or they will have awareness. If they have either of those, they 
have to proactively take down the content even though there has 
not been a takedown notice submitted. So why should they look? 
That is not the intention of the law but, again, this is the unin- 
tended consequence. 

I believe there is a lack of monitoring that has led to the situa- 
tion we have now where, as was mentioned, there are takedown no- 
tices now filed on millions of posts every month. That is clearly 
unsustainable. 

What I wanted to focus on is not trying to take care of the entire 
problem but taking care of what I call the relentless repostings of 
clearly infringing works. So these are not the potential trans- 
formative use cases. These are not remixes, mashups and things 
like that. These are situations where it is just the book, the movie, 
the song in its entirety put up with no pretense of there being a 
transformative use. That, I think, is a large chunk of the postings 
that we could try to reduce. 

Since we don’t enforce right now and people are told not to look, 
that has emboldened, I think, the bad actors. They know that they 
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can just repost this stuff and that the websites, even the ones that 
want to do the right thing, are encouraged to not look. 

So what we would like to do is get the volume down. We won’t 
eradicate it entirely. There will still be a fairly high volume of 
takedown notices. But if we can take care, again, of what has been 
described as the whack-a-mole problem for the infringing works 
that are not even attempting to be transformative, I think we can 
help out our startups and our artists. 

Let’s step back for a moment and talk about 512 and how it came 
about. It was summarized, but I want to home in again on the com- 
mon carrier doctrine. The most pressing concern in the 1990’s was 
that we wanted access to the Internet. We didn’t want the digital 
divide to get worse, so we needed to be able to allow everyone, 
through the telecomm companies, to get access to the Internet. 
Those companies, quite rightly, were concerned that they would be 
liable for things being sent through their system. 

Let me give a couple of proposals as I am running short of time. 
The first one is that there should be notice and stay-down. This 
would happen in two stages. First, it would be voluntary practices 
among the stakeholders to come together to come up with a system 
to stop the repostings, again for the clearly infringing works, and 
make some of these tools like Content ID available to the smaller 
OSPs that can’t afford them. Google has done a fantastic job in get- 
ting a lot of web-based tools. On my own blog I use Google Ana- 
lytics. So there could be a way, then, to help the smaller OSPs get 
those. 

But stage two, if no agreement is reached in a reasonable time, 
we could amend the DMCA to add the duty to remove these re- 
posted works or to lose the safe harbor. This would not be much 
different from terminating repeat infringer accounts. 

The second proposal is to codify willful blindness. Just like the 
safe harbor in some ways, with Congress setting policy after the 
Netcomm case. Congress could step in and set policy around willful 
blindness that now is being set by the courts in a confused array, 
as many of you have mentioned. What would happen, then, is that 
a website that had policies against monitoring and had a high vol- 
ume of notices would lose the safe harbor. 

In conclusion, I think that these changes could reduce the vol- 
ume of takedown notices to a manageable level, would relieve pres- 
sure on both artists and websites, and would help to change the 
culture of copyright contempt. No one wants a post-copyright 
world. OSPs and artists have valuable IP interests that they need 
to protect. 

Thank you for your time. 

[The prepared statement of Mr. O’Connor follows:] 

Prepared Statement of Sean M. O’Connor, Professor of Law and Founding 
Director, Entrepreneurial Law Clinic, University of Washington (Seattle) 

Chairman Goodlatte, Chairman Coble, Ranking Member Nadler, Members of the 
Subcommittee, thank you for the opportunity to testify today about the current state 
of notice and takedown provisions under the DMCA. 

I am a law professor at the University of Washington in Seattle and the Founding 
Director of its Entrepreneurial Law Clinic. We deliver a full range of corporate, IP, 
and tcix services, focusing on business planning and transactions, to start-ups, art- 
ists, and nonprofits. I have also served as Director of UW Law School’s Law, Tech- 
nology & Arts Group and its Law, Business & Entrepreneurship Program. I cur- 
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rently also serve on the Academic Advisory Board of the Copyright Alliance. Before 
academia, I was a full time attorney at major law firms in New York and Boston. 
I have continued an active private legal practice, with current social media clients 
such as Kolidr, and was General Counsel to Rhizome.org, a nonprofit arts organiza- 
tion for the digital and net art community. Before law school I was a professional 
musician and songwriter for 12 years, receiving airplay on college and commercial 
stations in the Northeast. Because of my multiple affiliations, it is especially impor- 
tant to state that my views here are my own and do not necessarily represent the 
views of any of the organizations I am or have heen affiliated with. 

INTRODUCTION 

The current litigation over the Innocence of Muslims video provides a timeliness 
to the hearing today, as the dispute started with a takedown notice from the ac- 
tress, Cindy Garcia, to YouTuhe demanding that it remove the infamous video from 
its site.i Putting aside the more complicated issues in that case, one of the defenses 
offered hy Google (the owner of YouTuhe) was quite telling. Google asserted that 
taking down the video from YouTube would provide little relief to Ms. Garcia be- 
cause it was so widely available on the Internet. Whatever the practical truth of 
this contention, Google’s claim that relief from infringing online content is essen- 
tially impossible reflects a common, disturbing narrative that we live in a post-copy- 
right world where everything is available everywhere and there is nothing we can 
really do about it. 

This attitude is both a cause and a result of the main failure of the notice and 
takedown system that I want to address today: the relentless reposting of blatantly 
infringing material. This is not material that the poster believes he has rights to, 
either by ownership, license, or transformative fair use. It is simply posted as an 
end run around copyright law for fun or profit. This end run is largely made pos- 
sible by notice and takedown and the safe harbor for online service providers. 

1. The Notice and Takedown system is not working for artists, copyright owners, or 
companies in the innovation and creative industries 

The current notice and takedown system under §512 of the Digital Millennium 
Copyright Act^ is not working for any of its intended beneficiaries: artists, copyright 
owners, or online service providers. For artists and copyright owners, the time-hon- 
ored analogy of a whack-a-mole game sums up the situation. No sooner does an art- 
ist or owner get an infringing copy of their work taken down than other copies get 
reposted to the same site as well as other sites. It would be one thing if these were 
copies that at least purported to be transformative. And there are some of those. 
But holding them to the side, for many artists and owners the majority of postings 
are simply straight-on non-transformative copies seeking to evade copyright.^ This 
is the flagrant infringement facilitated by mirror sites and endless links. To give a 
sense of the scope, a recent report showed that mainstream copyright owners send 
takedown notices for more than 6.5 million infringing files to over 30,000 sites each 
month."^ 

If this infringement were restricted to “pirate” sites and others who are posi- 
tioning themselves outside the legal system anyway, then this would be a different 
concern. That is a problem of combatting piracy and not specifically a problem with 
notice and takedown. But many of the infringing posts I refer to are on legitimate 
online service provider websites. These sites at least nominally claim to want to be 
in compliance. And many of them are truly sincere in this. I have counseled web 
start-ups that very much want to do the right thing. But there are challenges pre- 
sented by notice and takedown that make this difficult. 


1 Cindy Lee Garcia v. Google, Inc., Slip. Op. No. 12-57302 (9th Cir., Feb. 26, 2014). 

2 17 U.S.C. §512. 

2 For example, one can find the original recording of pretty much any popular commercially 
released music title posted to SoundCloud (www.soundcloud.com). This is not SoundCloud’s 
doing or fault necessarily. SoundCloud is a legitimate and useful service for musicians looking 
to post their own material. 

See Bruce Boyden, The Failure of the DMCA Notice and Takedown System: A Twentieth Cen- 
tury Solution to a Twenty-First Century Problem (Center for the Protection of Intellectual Prop- 
erty, George Mason Univ. School of Law, Dec. 2013), at http://cpip.gmu.edu/wp-content/uploads/ 
2013/08/Bruce-Boyden-The-Failure-of-the-DMCA-Notice-and-Takedown-Systeml.pdf (citing 
Transparency Report: Copyright Owners, GOOGLE (Sept. 8, 2013) http://www.google.com/ 
transparencyreport/removals/copyright/owners/?r=last-month). The Report also notes that print- 
ing out the list of sites for which Google received takedown notices in just one week ran to 393 
pages. Further, for the six-month period ending last August, member companies of the Motion 
Picture Association of America sent takedown notices for nearly 12 million files to search en- 
gines, and over 13 million directly to site operators. 
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Entrepreneurs starting web businesses that allow user generated content are gen- 
erally told two things by attorneys: i) put strong terms of service agreements and 
the §512 copyright information page on your site,® and ii) do not monitor content.® 
Those who know the details of §512 may find the second piece of advice curious. 
There is nothing in the law that prevents a service provider from monitoring con- 
tent for copyright infringement. Further, doing so will not push the service provider 
outside the crucial safe harbor provided for in §512. But the start-up IP lawyer’s 
perspective is that there is no upside, and some serious potential downside, for the 
service provider to monitor content. Because the service provider is shielded from 
infringement liability regardless of whether it monitors, then there are only costs 
associated with monitoring and no extra benefits. But even worse, given the “red 
flag” provisions under § 512(c)(1)(A), any service provider who monitors may well 
have actual knowledge of infringement or an awareness of facts or circumstances 
from which infringing activity is apparent. When this occurs (and this may he hard 
to determine), the service provider must expeditiously remove or disable access to 
the relevant infringing material, or else lose the safe harbor. Monitoring content is 
a pretty sure way to get actual knowledge or awareness of facts and circumstances. 
And then the service provider must act, even without having received a takedown 
notice, to preserve the safe harbor. Thus, the advice is “don’t monitor,” and don’t 
even look.'^ 

At the same time, websites that want to do the right thing fear the “chump” fac- 
tor. If everyone else is playing fast and loose with copyright — and making money 
or getting attention for doing so — why should they walk the straight and narrow 
path (losing eyeballs and money along the way)? Further, in an environment glam- 
orizing “piracy” and adhering to the updated credo “everything wants to be free,”® 
then the copyright compliant website might look decidedly uncool. 

Related to this, because copyright infringement is so rampant, and so many 
websites are facilitating it, entrepreneurs question their attorneys’ credibility on the 
law. I cannot tell you how many times a web entrepreneur has asked me and other 
internet attorneys I know “are you sure about that?” The follow-up to our affirma- 
tive answer on the point of copyright law is “but [famous company *] is doing it; 
their lawyers must think it is OK.” I am now old enough to remember this line of 
questioning from my start-up clients when “famous company x” was Napster, and 
then Grokster. And we all know how that ended. 

Equally important is that web businesses want to focus on business, not medi- 
ating notice and counter notices. Many entrepreneurs are shocked when I put to- 
gether the basic legal documents they need for their site. In particular, they chafe 
at the formality of the “DMCA copyright page” as we call it. They are also concerned 
about the flood of notices that will likely come their way if they host user generated 
content, and the requirement to register an agent with the Copyright Office. The 
natural response is to want to monitor the site, but this brings its own costs and 
downsides as mentioned earlier. 

Accordingly, no one seems to be happy with notice and takedown. Service pro- 
viders are certainly thankful for the safe harbor. But the burden it creates on them 
is significant, especially for small to medium service providers that cannot afford a 
compliance staff. At the same time, artists, content owners, and others in the cre- 
ative industries are burdened with the seemingly impossible task of protecting their 
lifeblood works through endless takedown notices. Most problematic is the unin- 
tended consequences: the current state of safe harbors may be contributing to the 
free-for-all attitude among service providers as there is little downside for turning 
a blind eye and a lot of upside. 


®And set up your registered agent with the Copyright Office. Privacy policies are rec- 
ommended too, although this gets more complicated as to form and content. 

®The exception is for offensive or obscene material (unless of course that is the point of the 
site). 

"^This is similar to a certain strain of advice from patent attorneys for patent applicants who 
want to do a “prior art” search to see what is out there that might affect the patentability of 
their invention. Because of the duty of candor to the U.S. Patent and Trademark Office 
(USPTO) for patentees and their patent agents/attomeys, the applicant must disclose to the 
USPTO any relevant prior art that it is aware of. But it is under no duty to undertake a prior 
art search. Thus, for some patent agents/attorneys, the less they and their clients know about 
the prior art, the better. There is no upside for disclosing, while there is significant downside 
risk that the very thing you disclose will be the art the examiner rejects your application on. 
The attitude is “let the examiner do the prior art search.” 

® This is of course a play on the “information wants to be free” ethic. 
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2. Original purpose of the Safe Harbors versus current online service provider protec- 
tions 

For context and potential solutions, it is important to recall where this all started. 
The safe harbors were carefully negotiated compromises among different interest 
groups solving specific Internet issues of the 1990s. But, as Bruce Boyden notes, 
that makes them a “twentieth century solution to a twenty-first century problem.”® 
In particular, there were two kinds of internet service providers that sought a safe 
harbor: telecommunications companies that provided access to the Internet, and 
websites that “distributed” content by hosting it on their servers. The former argu- 
ably had the stronger claim to a safe harbor. Both are discussed in the following 
sections. 

A. The common carrier doctrine and Internet open access 

In the earliest days of public access to the Internet, users’ access was somewhat 
limited. I remember having my first email and Internet access as a grad student 
in the early 1990s, which was a typical starting point for Internet users in those 
days. Those affiliated with universities, the military or government, and some large 
businesses, had reasonably easy (and free or low cost) access. Others had to find 
relatively obscure Internet service providers. Users were few, and the online com- 
munity was small. 

As commercial providers such as America Online became more widespread, how- 
ever, there was a question of who they would, and should, accept as customers. The 
government started calling for open access (similar to requirements for access in the 
earlier telecommunications revolution of widespread telephone service). Indeed, open 
access to any pa 3 dng member of the public seemed ideal for both business and the 
growth of the Internet. However, service providers balked at one implication of open 
access: If they could not choose their subscribers, they had limited avenues for en- 
suring good behavior online, and thus feared liability for that bad behavior. 

The solution to this concern was an update on the common carrier doctrine that 
had served reasonably well in transportation and other regulated industries. If ac- 
cess to a carrier must be open to all, then the carrier should not have liability for 
the potential bad acts of those granted access. But this was generally held to apply 
only where the carrier was not directly involved in the activities and instead merely 
provided the conduit or vehicle. 

This concept led to the safe harbors under the DMCA for Internet access providers 
under §§512 (a)-(b). These providers would not have material residing on their serv- 
ers or on websites they hosted. Rather, they provided access to the pipeline through 
which subscribers would send and receive materials to/from other points on the 
Internet. Thus, the materials would be transitory through the providers’ servers, 
routers, and networks. The safe harbor for this activity is under §512 (a). Caching 
of frequently sent/received materials at nodes could speed up access and functioning 
of the Internet, and so this kind of temporary storage of materials solely for the 
caching function also was granted a safe harbor under § 512 (b). 

B. Online service providers and content distributors 

The common carrier logic did not apply as well to those providing websites hosting 
other people’s content. First, there was no call for these firms or individuals to allow 
everyone to use their sites. In fact, from the earliest days until now there have been 
many limited access sites protected by passwords and/or firewalls. Second, the con- 
tent on these sites was not just passing through on its way from Point A to Point 
B. It was staying there either directly visible through a browser or downloadable 
from an FTP directory. 

Notwithstanding this, following the discussion of Internet bulletin board services’ 
liability for user’s postings in Religious Technology Center v. Netcom On-Line Com- 
munication Services, Inc.,^° website operators who allowed users to post and 
download content argued that they were acting more as content distributors than 
publishers. Accordingly, even though they were not providing access to the Internet, 
they argued that they were still a kind of conduit on the Internet and should like- 
wise enjoy a safe harbor. While this is a less compelling argument, in my opinion, 
a safe harbor was nonetheless included for service providers who stored content at 
users’ direction and did not participate in decisions to post the content. Given the 
far lower speeds on Internet connections and smaller capacity of storage on users’ 
computers, there was not much concern that users would be able to routinely post 
high quality digital images, much less audio or video back then. Therefore, it may 
have seemed a safer compromise from the artists’ and content owners’ perspective 


® Boyden, supra Note 4. 

10 907 F.Supp. 1361 (N.D. CA 1995). 
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to allow a safe harbor even for these online service providers who were not per- 
forming a critical Internet access function. Nonetheless, the common carrier ration- 
ale still did not apply, and so there was less of the quid pro quo that justified the 
safe harbors for access providers. 

But the safe harbor for hosted materials was not a free pass to allow flagrant 
copyright infringement on one’s site just because a user had posted it without the 
operator’s participation. Instead, part and parcel with the safe harbor was the notice 
and takedown system so that copyright owners could let website operators know 
that infringing material had been posted. As the responsible party and ultimate con- 
troller of what could reside on the website, the operator was a natural party for 
such notice. Further, with the incidence of infringing posts assumed to be relatively 
low, this was not envisioned to be a frequently used procedure. 

Today, by contrast, we have a number of tools to post large content files easily, 
whether we have rights to them or not.^^ This has resulted in a mind-boggling array 
of posts. Within these exist millions of clearly infringing content items. Notice and 
takedown, as a somewhat time-consuming task are not made for this kind of volume 
of infringement.'^^ But the lesson we should learn from this problem is not that 
copyright is too expansive or that we should simply roll back notice and takedown 
to make service providers’ jobs easier. Instead, the lesson we should take is that we 
need to find a way to reduce the amount of infringing posts. We do not live in a 
post-copyright world, and such a world would not be beneficial to service providers. 
It is easy to dismiss the importance of someone else’s intellectual property, but one’s 
own is a different matter. Innovative Internet start-ups hold intellectual property 
as core assets just as much as do creative industries firms. Accordingly, a solution 
to the overwhelmed notice and takedown system is in everyone’s interest. 

3. Proposed solutions 

Radical solutions to the notice and takedown problem could include revisiting the 
whole safe harbor construct and/or eliminating notice and takedown altogether. 
However, those could have far-reaching and unintended consequences. Instead, we 
should focus on solutions that simply return some semblance of sanity to notice and 
takedown. I propose two solutions. 

A. Proposal 1: “Notice and Stay -down” 

The highest volume of notices seem to be for reposted works, i.e., ones that have 
already been taken down on notice, yet reappear within hours often on the same 
site. Further, many of these do not even purport to be transformative or non- 
infringing. They are not mash-ups, remixes, covers, etc. They are simply the original 
work reposted repeatedly by unauthorized persons. That the posters do not seem to 
believe they have any real rights to the works seems supported by the surprisingly 
low number of counter notices submitted (relative to the enormous number of take- 
down notices). 

My first proposal has two stages. In the first stage, service providers should estab- 
lish voluntary best practices to monitor for, and immediately remove, reposted 
works. We know that Content ID and other systems are reasonably effective at iden- 
tif 3 dng copyright works generally. They could be even more effective when used to 
identify works that have been taken down under notice. The service provider knows 
what the work is now — because it has taken it down — and so it can add the work 
to the filter’s catalog. Such a system could then automate a “notice and stay down” 
regime. This would have benefits for all parties as it would likely result in a dra- 
matic downturn in infringing postings and, concomitantly, in notices sent. The time 
and money savings for all parties could allow them to focus more on the difficult 
situations where arguably some transformative use has occurred and fair use might 
apply. 

The second stage would take place if service providers cannot agree to or imple- 
ment a meaningful private ordering notice and stay-down system. Congress should 
then consider amending the DMCA to add an affirmative duty for online service pro- 
viders to monitor for, and remove, reposted works that they had already received 
notice on. In fact, there is already an analog to this in the DMCA requiring termi- 
nation of users’ accounts that have been repeat infringers under §512 (i)(l)(A). In 
other words, while we might allow more leeway for first time infringers, and first 
posts of infringing works, repeats should not require repeated notices from copyright 
owners. In its strongest version, the proposal would also have Congress amend the 
DMCA so that service providers who do not implement a system to remove reposted 


"Note that the innovation that made YouTuhe famous was an easy to use solution to this 
exact problem. Users could effortlessly post relatively large video files that they could not before. 
^^See Boyden, supra Note 4. 
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works would be taken outside the safe harbor for any reposting of already noticed 
works. 

B. Proposal 2: Reassert or strengthen “red flag” provisions 

The “don’t monitor” advice and glamorization of a piracy culture means that many 
websites are in fact turning a blind eye to extensive infringement on their sites. 
Courts have grappled with whether the common law concept of “willful blindness” 
as a kind of constructive knowledge is consistent with, or abrogated by, the DMCA 
red flag provisions. The Court of Appeals for the Second Circuit recently found 
that the DMCA limited, but did not abrogate, the applicability of willful blindness 
to online service providers, The district court on remand failed to find willful 
blindness or actual knowledge even where there was an extremely high volume of 
apparently infringing works on the defendant’s site (YouTube). Other courts have 
failed to find actual knowledge or awareness of facts and circumstances indicating 
infringing activity even in situations where significant infringement was occur- 
ring, 

My second proposal, then, is that Congress consider amending the red flag provi- 
sions to codify a stronger version of willful blindness than courts are currently 
using. Willful blindness could be defined to include any institutionalized policy pro- 
hibiting monitoring of content or consistent discouraging of employee monitoring or 
investigation of content posts. Evidence could be internal memos, emails, or other 
communications establishing a de facto “do not look” culture or policy in the case 
where the service provider’s site has already significant takedown notices. 

CONCLUSION 

The notice and takedown system is not working for anyone — except possibly those 
who are posting flagrantly infringing works for their own purposes. Start-up online 
service providers are hit particularly hard as they cannot afford significant compli- 
ance staff. Similarly, independent artists cannot begin to keep up with the volume 
of takedown notices they would need to send to keep infringing versions of their 
work off the Internet. Returning to the origins of the DMCA safe harbors reminds 
us that a major initial justification was the common carrier doctrine: if we wanted 
open access to the Internet, then we had to immunize access providers from the had 
actions of their subscribers. But this perfectly good notion does not stretch to online 
service providers who are not obligated to give open access to their sites, and at any 
rate are not providing access to the Internet itself. Accordingly, two solutions were 
recommended. First, notice and takedown should mean notice and stay-down in 
which service providers must take steps to limit the flagrant reposting of works al- 
ready taken down under notice. Second, the red flag provisions should be strength- 
ened by codifying a strong version of the willful blindness doctrine. Together, these 
solutions should reduce the enormous volume of takedown notices, while strength- 
ening copyright enforcement. This could help reverse the “post-copyright” mentality 
permeating the innovation industry ecosystem and help artists earn the money they 
deserve for their works. The value of both our innovation and creative industries 
is too important to allow them to continue in conflict over a system neither of them 
support (in its current form). We can fix this, and we should. 


Mr. Coble. Thank you, Professor. 

Professor Bridy? 

TESTIMONY OF ANNEMARIE BRIDY, ALAN G. SHEPARD PRO- 
FESSOR OF LAW, UNIVERSITY OF IDAHO COLLEGE OF LAW 

Ms. Bridy. Mr. Chairman and Members of the Subcommittee, 
thank you for the opportunity to appear before you today. I appre- 
ciate the opportunity to address the effectiveness of Section 512 of 
Title 17. I would like to make two points about Section 512 that 
I believe are important to bear in mind as the Committee con- 


13 See Viacom Int’l Inc. v. YouTube, Inc., 679 F.3d 19 (2d Cir. 2012). 

11 /d. 

e.g., UMG Recordings, Inc. v. Shelter Capital Partners, LLC, 667 F.3d 1022 (9th Cir. 

2011 ). 
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templates the scope and shape of what Register Pallante has called 
the Next Great Copyright Act. 

My first point is that the balancing of interests struck in Section 
512 is both sound copyright policy and sound innovation policy. 
Section 512 has three groups of beneficiaries: owners of copyrights 
in digital content, users of copyrighted digital content, and online 
intermediaries that act as conduits and repositories for that con- 
tent. Over the years, all three groups have been well served by the 
nuanced enforcement framework embodied in Section 512. 

The second point I will make and one that I think may not be 
shared by some in the room is that Section 512 has proven to be 
resilient in the face of the Internet’s evolving culture and tech- 
nology. No one doubts that the scale of copyright infringement on- 
line is massive or that willful infringers online are adept evaders 
of enforcement. But perfect copyright enforcement online is a chi- 
mera. It is technically impossible and economically infeasible. 

I think what Section 512 facilitates is not perfect enforcement 
but fair and workable enforcement. The notice and takedown re- 
gime in Section 512(c) has scaled well for enforcing copyrights in 
the voluminous content hosted by online service providers. Cor- 
porate copyright owners and OSPs have cooperated to automate 
the notice-and-takedown process to the greatest extent possible, 
thereby lowering the significant costs associated with enforcement 
for both groups. 

For copyright owners who can’t afford automated systems, many 
of the larger online user-generated content platforms provide 
fillable forms that can be electronically submitted. I think it would 
be a good idea for this to be expanded beyond the larger online 
UGC platforms. It is true that Section 512 has scaled less well for 
enforcing copyrights over peer-to-peer networks. Statistics show re- 
cently, however, that usage of such networks has been declining as 
legal download and streaming services expand for both music and 
video. 

Under the division of labor created in Section 512, copyright 
owners are responsible for investigating and identifying specific in- 
stances of infringement, and online service providers are respon- 
sible for removing or disabling access to infringing material when 
they know about it. The framework imposes significant costs and 
responsibilities on both parties, in recognition of the fact that on- 
line enforcement must be collaborative if it is to be effective. 

The legislative history of the DMCA frames the statute as a 
means of ensuring the continued global growth of the Internet. If 
growth of the Internet is a metric by which we can gauge the suc- 
cess of Section 512, then Section 512 has been successful. Fifteen 
years after the DMCA’s enactment, there are over 2.4 billion Inter- 
net users worldwide, a growth rate of over 550 percent between 
2000 and 2012. 

As the Internet has grown and thrived, so too have the copyright 
industries, which have successfully adapted their business models 
to meet robust consumer demand for music and films distributed 
online at reasonable prices in digital formats. 

According to the IFPI, global revenue from digital music sales 
was $5.8 billion in 2012, which represented growth of 8 percent 
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over the previous year. There were 4.3 billion paid downloads, a 12 
percent global increase. 

If the music industry stumbled in its initial transition to online 
distribution, it has since returned to a very secure footing. Thanks 
in no small part to the workable balancing of interests accom- 
plished by Section 512, copyright owners, OSPs, and the American 
public are all sharing in the fruits of the Internet’s cultural and 
commercial flourishing. 

Thank you. 

[The prepared statement of Ms. Bridy follows:] 
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Tiui Enduring Soundness of Sec tion 512 


Introduction 

Committee Chairman Goodlatte, Subcommittee Chairman Coble, Ranking Member 
Conyers, and members of the subcommittee, thank you for the opportunity to appear before you 
today. I am Annemarie Bridy, the Alan G. Shepard Professor of Law at the University of Idaho 
College of Law. I have a doctorate in English literature and a law degree, and I have taught 
copyright and Internet law since entering the legal academy seven years ago. 

I appreciate the opportunity to address the effectiveness of § 5 12 of Title 17, which was 
enacted as Title IT of the Digital Millennium Copyright Act of 1998 (DMCA). I would like to 
make two points about Section 5 12 that I believe are important to bear in mind as the Committee 
contemplates the scope and shape of what Register Pallante has called the Next Great Copyright 
Act. The first point is that the balancing of interests struck in Section 512 remains both sound 
copyright policy and sound innovation policy. Section 5 12 has three groups of beneficiaries: 
owners of copyrights in digital content, users of copyrighted digital content, and online 
intermediaries that act as conduits and repositories for that content. Over the years, all three 
groups have been well served by the nuanced enforcement framework embodied in § 512. 

The second point is that Section 512 has proven to be remarkably resilient in the face of 
the Intemef s evolving culture and technology. No one doubts that the scale of copyright 
infringement online is massive or that willful infringers online are adept evaders of enforcement. 
Perfect copyright enforcement online is a chimera, however; it is technically impossible and 
economically infeasible. What § 512 facilitates is not perfect enforcement but fair and workable 
enforcement. The notice-and-takedown regime in § 512(c) has scaled well for enforcing 
copyrights in the voluminous content hosted by online service providers (OSPs). Corporate 
copyright owners and OSPs have cooperated to automate the notice-and-takedown process to the 
greatest extent possible, thereby lowering the significant costs associated with enforcement for 
both groups. For copyright owners who cannot afford automated systems, many of the larger 
online user-generated content platforms provide tillable fonns that can be electronically 
submitted. Section 5 12 has scaled less well for enforcing copyrights over peer-to-peer (P2P) 
networks, but usage of such networks has been declining significantly as legal download and 
streaming services expand for both music and video.' 

Under the division of labor created in § 512, copyright owners are responsible for 
investigating and identifying specific instances of infringement, and OSPs are responsible for 
removing or disabling access to infringing material when they receive notice of it. The 


' Sl'l' Angela Moscaritolo. Illegal Music File-Sharing "‘Declinctl Signi/lcanlly’’ in 2012, PC M.TG, Feb. 26, 2013, 
liHp://vvvv\v. pcmag.com/arlicle2/0,28 17,24 15896,00.asp. 
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framework imposes significant costs and responsibilities on both parties, in recognition of the 
fact that online enforcement must be collaborative if it is to be effective. To the extent that the 
costs of enforcement fall more heavily on copyright owners, the allocation is a reasonable one, 
particularly when the OSPs in question are, as they very often are, startups with very limited 
resources. Imposing on Internet startups a larger share of the enforcement burden than § 5 12 now 
does would erect a potentially insurmountable barrier to entry. 

The legislative history of the DMCA frames the statute as a means of ensuring the 
continued global growth of the Internet.' If growth of the Internet is a metric by which we can 
gauge the success of § 512, then § 512 has been wildly successful. Fifteen years after the 
DMCA’s enactment, there are over 2.4 billion Internet users worldwide, a growth rate of over 
550% between 2000 and 20 1 2.^ As the Internet has grown and thrived, so, too, have the 
copyright industries, which have successfully adapted their business models to meet robust 
consumer demand for music and films distributed online in digital formats. According to the 
International Federation for the Phonographic Industry (IFPI), global revenue from digital music 
sales was $5.8 billion in 2012, which represented growth of 8% over the previous year.' There 
were 4.3 billion paid downloads, a 12% global increase.' If the music industry stumbled in its 
initial transition to online distribution, it has since returned to a very sure footing. Thanks in no 
small part to the workable balancing of interests accomplished by § 5 1 2, copyright owners, 

OSPs, and the American public are all sharing in the fruits of the Internet’s cultural and 
commercial flourishing. 

Discussion 

I. Section 5 12 Is Born Sound ConiucuT PoLiCi AND Sound Ii^NOv.moN Policy. 


In the “Online Copyright Infringement Liability Limitation Acf’ (Title II of the Digital 
Millennium Copyright Act (the “DMCA”), now codified at 17 U.S.C. § 512), Congress 
attempted to strike a balance among the rights and obligations of three separate constituencies, 
each holding substantial, and often conflicting, interests in regard to the distribution of 
copyrighted works on the Internet: Copyright owners, fearing massive infringement of their 
protected works;'’ OSPs, concerned with uncertain and potentially astronomical liability under 
ordinary principles of direct and secondary copyright infringement;’ and Internet users, seeking 


' See S. Rep. No.i05-i90, at t-2 (1998) (“The ‘Digital Millcimium Copyright Act of t998‘ is designed to facilitate 
the robust developuieut aud world-wide expansion of electronic coimner<^, communications, research, development, 
and educalion in ihe digilal age.'’). 

^ See Internet World Stats: Usage and Population Statistics, a^'ailable at 
littp;//w'A''w.mtcnictwoiidstats.coiii/stats.litm. 

^ See IFPI Facls and Slats, available al hLtp://vv\v\v.irpi.org/racts-and-slals.php. 

' Id. 

See S. Rep. No. 105-190 (1998), at 8. 

See id. (‘'‘[WJithout clarification of their liability, service providers may hesitate to make the uecessaiy investment 
in the expansion of llie speed and capacity of ihe Inlemel"). 
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to participate in a growing Internet containing content “as diverse as human thought,”* a rich 
array of entertainment, information, goods, services, and ideas that was becoming, as the 
Supreme Court described it at the time, “a unique and wholly new medium of worldwide human 
communication.”* 

Over the last fifteen years, the scheme that Congress implemented in the DMCA, as 
interpreted by the federal courts in a number of significant and high-profile cases, has been 
resoundingly successful at forging an equitable balance among these conflicting interests. OSPs 
have a clear and straightforward set of ground rules to follow, allowing them to conform their 
operations to the law and, thereby, to avoid the specter of potentially crushing liability. At the 
same time, copyright owners, through the notice-and-takedown process spelled out in § 512(c), 
have simple and cost-effective means to curtail large numbers of unauthorized and infringing 
uses of their protected expression. 

The benefits that Internet users - /.e., the public - have reaped from this compromise 
have been profound. Along with its companion provision in federal law, 47 U.S.C. § 230,'° 
which similarly provides OSPs with a safe harbor from claims arising from their users’ activities, 
the DMCA has fueled extraordinary and unprecedented growth in innovative Internet services 
based entirely on user expression. This explosion of participatory (often referred to as “user- 
generated content,” or “Web 2.0”) online services has, in turn, fueled the growth and evolution 
of the Internet itself as a truly global communications platform, one that has become, as news 
headlines continue to remind us, a powerful tool for grass roots democratic movements around 
the world." Thousands of Internet businesses, many of which are now household names across 
the globe - e.g., Facebook, Twitter, YouTube, Blogger, Craigslist, Pinterest, Tumblr, Flickr, and 
many, many others - have emerged over the past fifteen years sharing one common 
characteristic: they provide virtually no content of their own (copyrightable or otherwise), but 
rely instead entirely on their users to make their sites valuable, engaging, and attractive for other 
users. Internet users have responded to the Web 2.0 phenomenon in truly breathtaking numbers." 


* Reno V. American Civil Liberties Union, 521 U.S. 844, 870 (1997). 

*J<i. at 850. 

'° 47 U.S.C. ^ 230(c)(1) protects “providerfs] fof| interactive computer ser\.'ice(s)” against claims arising from “any 
iiifonnatioii provided by another information content pro\idcr," and lias been applied to iimniiiiizc service providers 
against a wide range of federal and slate law claims. See, e.g., Zeran v. /hnevica Online, Inc., 1 29 F.-ld 327 (4lh Cir. 
1997); Chicago Lawyers ' Committee for Civil Rights Under Law, Inc., v. Craigslist, Inc.. 319 F.3d 666 (7'^' Cir. 
2008). By its express terms, however, § 230 does not encompass any intellectual property* claims, .sec 47 U.S.C. § 
230(d)(2) - precisely ihe gap Ural Congress filled in 1998 in Title 11 of the DMCA. 

See, e.g., Jennifer Preston, While Facebook Plavs a Star Role in the Revolts, Its Executives Stay Offstage. NY 
Times, Feb. 15, 2011. at AlO (describing role of Facebook and other “socLal media" websites in the 2011 uprising in 
Egypt). 

For example, recent estimates put the volume of user uploads to the video-sharing site YouTube at 100 hours of 
video per minute. See YouTube Statistics, http://ww'w .youtube.com/yt/press/statistics.html. Tlie photo sliaring site 
Fhcki lias an average of 3,000 photos uploaded by users per minute. See Statistic Brain, 

http;//w"wvv. statisticbrain.com/social-netvvorking-statistics/. And Facebook users shaie 70 billion pieces of content 
per month. .See id. 
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It is difficult, if not impossible, to imagine this development in the absence of strong 
DMCA safe harbors. It is no coincidence that all of the service providers listed in the preceding 
paragraph are based here in the United States, where Congress had the foresight in the early days 
of the Internet to understand that unlimited or uncertain service provider liability for third-party 
conduct would have drastic, negative consequences for the realization of the Internet’s full 
economic and cultural potential. Without the limitations on liability provided by the DMCA’s 
safe harbors, the legal exposure for a service provider relying upon legions of users freely 
sharing content with one another would be unmanageable;"* a business built on such a foundation 
could hardly have attracted financing in any rational marketplace, given the scope of the 
potential liability. 

At the same time, the DMCA safe harbors provide copyright owners with a direct, 
efficient, and effective remedy against infringing conduct on the massive scale made possible by 
participatory media platforms. Through the notice-and-takedown procedures set forth in § 

5 12(c), millions of infringing works have been quickly removed from circulation over the 
Internet through a process that avoids costly and time-consuming adjudication while 
simultaneously providing due consideration of the interests of all parties involved.'** 

The DMCA also protects Internet users, whose expressive rights could be compromised 
by over-enforcement. Sections 1 2(f) and (g) indicate deep Congressional concern with the 
implications of the notice-and-takedown system for ordinary Internet users, who could easily 
find themselves caught between overly-assertive copyright owners on the one hand and overly- 
risk-averse OSPs on the other. Section 512(g) protects OSPs against claims arising from their 
“good faith disabling of access to, or removal of, material or activity claimed to be infringing.”'* 
In the case of removals pursuant to the notice-and-takedown procedures, this protection applies 
only if the OSP has both provided notice of the removal to the users responsible for posting the 
material” and afforded those users an opportunity to provide a “counter notification” stating their 
“good faith belief that the material was removed or disabled as a result of mistake or 
misidentification.”'* If the OSP receives such a counter notification, it can invoke the safe harbor 


'* See S. Rep. No. 105-190 (1998), al 40 (nolmg lhal the "liability of online sendee providers and Internet access 
providers for copyright infringements that take place in llie online enviromiient lias been a controversial issue." and 
tliat the Title II of the DMCA was designed to “provide! 1 greater certainty to service providers concerning their 
legal exposure for hifiiiigcnicnts tliat may occur in the course of tlicir activ ities' ). 

' ' A copvrighl holder is entitled to "an award of statutory damages for all infringements [ofj any one work, ... in a 
sum of not less tlian S750 or more tlvan S3t),tKK) as the eourt considers just," vvliichcanbe increased at the cotirt’s 
discretion to $ 150,000 in cases involving "willful infringement." See 17 U.S.C. § 504(c)(1) and (2). At the scale and 
volume al vvliich many user-generated content websites are operating, the potential infringement liability for even a 
day's worth of activity can mount into the millions orbilhons of dollars. 

See Viacom Inti Inc. v YouTiibe, Inc.. 718 F. Supp. 2d 514, 524 (S.D.N.Y. 2010) (noting that "the present case 
show's tliat the DMCA notification regime w'orks efficiently': when Viacom over a period of montlis accumulated 
some 100,000 videos and then sent one mass takedown notice on February 2, 2007, by the next business day 
YouTube liad removed virtually all of them"), ajf d in pan and vacated in part. G16 F.3d 19 (2d Cir. 2012). 

'* 17 U.S.C. § 512(g)(1). 

*’ I7U.S.C.§ 512(g)(2)(A). 

"* 17 U.S.C. S 512(g)(3)(C). 
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only if it (a) “promptly provides ... a copy of the counter notification” to “the person who 
provided the [takedown] notification”'® (Le., the copyright holder who initiated the takedown), 
and (b) “replaces the removed material and ceases disabling access to it not less than 10, nor 
more than 1 4, business days following receipt of the counter notice,”™ unless, in that intervening 
period, the copyright holder has informed the OSP that it has “filed an action seeking a court 
order to restrain the subscriber from engaging in infringing activity relating to the material on the 
service provider's system or network.”'* Finally, § 512(g) provides that OSPs that replace 
infringing material in compliance with the counter notice, like those that remove infringing 
material in compliance with the original takedown notice, are not liable for any claims arising 
from that action.®® 

Section 5 12(f), for its part, helps to ensure that ail of the information being provided in 
this complex notice-and-counter-notice scheme is accurate and reliable. It imposes liability on 
anyone who “knowingly materially misrepresents. . . that material or activity is infringing” (in the 
copyright holder’s takedown notice) or that “material or activity was removed or disabled by 
mistake or misidentification” (in the user’s counter-notice).®® 

The scheme is carefully wrought and finely balanced. It contemplates a world in which 
copyright owners initiate infringement remediation through § 512(c)(1)(C) takedown notices, 
knowing that they will be responsible for any material misrepresentations contained therein.®’ 
OSPs, relying on the information provided in the takedown notice, may remove the material so 
identified and inform the users responsible for uploading the material that they have done so. If 
the OSP receives a counter-notice from a user (who is likewise subject to the § 5 12(f) prohibition 
on material misrepresentations) informing the OSP that the user has a good faith belief that the 
material is nor infringing, the OSP informs the copyright holder of the counter-notice and 
restores the material in question, unless the copyright holder chooses to file suit to protect its 
rights. In that case, the OSP leaves the disputed material off-line. 

The goal Congress was pursuing in §§ 5 12(t) and (g) is clear: Infringing material should 
be rapidly and permanently removed, but wm-infringing material should remain available and 
accessible. Users and copyright owners are charged with acting in good faith in declaring works 
to be in one category or the other. If OSPs respond to notices and counter-notices within the 
parameters laid out by the statute, they are effectively insulated from having to adjudicate what 
are, in the end, disputes between copyright owners and users. By carrying out their duties, OSPs 

"* 17 U.S.C. § 512(g)(2)(B). 

®"17U.S.C. §S12(g)(2)(C). 

See 17 U.S.C. § 512(g)(4) (A serv ice provider's compliance with llie nolificalion and counler-nolificalion 
procedures set forth in § 5 12(g)(2) “sliall not subject the seixdce provider to liability for copyriglit infringement with 
respect to the material identified in the [takedown] notice provided uiKJcr [§ 512(c)(1)(C)] .’'). 

17 U.S.C. § 512(f). 

■ ' See Lenz v. Universal Music Group^ 572 F. Supp. 2d 1 150. 1 154-55 (N.D. Cal. 2008). 
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can be assured of protection against claims that they are infringing copyright (when they replace 
material that has been removed) and against claims that they are violating the contractual rights 
of their users (when they remove material at the direction of copyright owners). 

Section 512 thus balances the competing interests of copyright owners, users, and OSPs 
in a nuanced enforcement regime that requires each group to make a proportional investment of 
time and resources to ensure that unlawful content is removed from circulation and lawful 
content remains available online. While § 512 does not guarantee perfect enforcement, it has 
successfully protected the interests of copyright owners through their difficult transition from 
brick-and-mortar to online distribution, and it has successfully protected user-generated content 
platforms in the early stages of their development, when success is uncertain and resources are 
scarce. 


2. Section 512 Has Been Resiuentintiie Face or AX Evouwa Internet. 


To facilitate the goal of ensuring the continued growth of the Internet, the DMCA was 
crafted to minimize obstacles to growth for both copyright owners, who would not expand the 
digital distribution of their works without assurances that they w ould be protected from “massive 
piracy,” and OSPs,^^ who would not expand their sites and networks without assurances that they 
would be protected from massive liability for copyright infringement,^^ In light of the legislative 
history’s focus on promoting Internet growth, the DMCA can be understood as a mechanism for 
simultaneously scaling up online copyright enforcement and scaling back online copyright 
liability — a unified solution designed to give rights owners the security necessary to expand 
content distribution and OSPs the security necessary to expand applications and network 
infrastructure. 

The DMCA scales up enforcement while scaling back liability through provisions in Title 
1 that prohibit circumvention of technological protection measures’' and provisions in Title 11 
that create safe harbors for service providers, conditioned on their assisting rights owners in the 
expeditious resolution of online copyright infringement disputes. “ There are two provisions from 
Title II on which copyright owners have relied heavily in their efforts to make enforcement scale 


In the statute, the lenn ''service provider” is defined broadly to include both providers of Inlemel access (ISPs) 
and providers of online services. See 17 U.S.C. § 512(k). 

See S. Rkp. No. 105-190, at 8 ("Due to the ease with which digital works can be copied and distributed worldwide 
virtually instantaneously, copyright owners will hesitate to make their works readily available on the Internet 
without reasonable assurance tlial they will be protected against massive piracy. ... At tlie same time, without 
clarification of tlieir liabiliU', sendee providers nii^’ hesitate to make the necessary investment in tlie expansion of 
the speed and capacin of the Internet. '). 

I See M V.S.C. ^ 1201. 

^ See 17 U.S.C. § 512(a)-(d). As Edward Lee lias noted. Title I c?q)ands copyright liability’, wMe Title II contracts 
it. Edward Lee, Decoding' the DMCA Safe Harbors, 32 Coi.t.'Xf. J.L. & ARTS 233, 233 (2009). 
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for the digital environment: § 5 12(c), which establishes the notice-and-takedown framework,’’ 
and § 512(h), which allows rights owners to serve subpoenas on service providers outside of 
litigation to obtain the identities of alleged infringers.* Tacitly premised on the reality that 
litigation is not an efficient means of resolving the voluminous infringement claims that arise in 
the context of online services, § 512(c) and § 512(h) require service providers to act 
cooperatively with rights owners, without intervention from a court, to remove allegedly 
infringing content from their services and to identify those ostensibly responsible for its 
distribution. 


Despite initial resistance from both groups, OSPs and rights owners have adapted quite 
well over the last fifteen years to doing business within the parameters defined by the DMCA’s 
notice-and-takedown system.” On YouTube, for example, the § 512(c) notice process can be 
initiated with the click of a mouse following completion of a simple, f liable online form.* 
Facebook, Scribd, and Pinterest also offer standardized online notice forms that can be submitted 
electronically.* The forms are structured to comply with the requirements of § 512(c)(3)(A), so 
that even copyright owners lacking counsel or legal sophistication can easily seek redress. On the 
Internet’s most popular content-sharing sites, the notice-and-takedown system has come to 
operate as a well-oiled, always-on copyright enforcement machine. 


Notwithstanding this fact, corporate rights owners have argued since the DMCA’s 
enactment, and more loudly since the dawn of Web 2.0, that the notice-and-takedown machinery 
in the DMCA is inadequate to protect their rights.* Viacom, for example, has pressed this 
argument in ongoing litigation against YouTube, now on appeal for the second time in the 
Second Circuit.* In its initial opinion granting YouTube’s motion for summary judgment based 


^ Sec 17 U.S.C. § 512(c); see also Jemufer M, Uit)nn& Laura Quilter, Efficient Process or "Chilling Effects"? 
TakeJoM’H Notices under Section 512 of the Digital Millennium Copyright Act, 22 S.ANTA COMPUTER & 

Hi(m Tfuh. L.J, 621, 624-31 (2006) (giving a delailed explanalion of llie mechanics of notice and takedown under 
the DMCA), 

See 17 U,S,C, § 512(h) (“A copyright owner or a person aiitlionzcd to act on the owner's belialf may request the 
clerk of any United States district court to issue a subprocna to a scit'icc provider for identification of an alleged 
iiifriiigci , , , , The request may be made by filing with the clerk , , , a copy of a notification described in subsection 
(c)(3)(A); a proposed subpoena; and a sworn declaration to the efTecl that the purpose for which the subpoena is 
sought is to obtain the identitv of an alleged infrii^er and that such information will onlv be used for tlie purpose of 
protecting rights imder this title,”), 

■ ^ See Jerome H. Rciclunan, Graeme B. Diiiwoodic, & Pamela Samuclson, A Reverse Notice and Takedown Regime 
to Knahte Public Interest ILses of '/'ecimicallv Protected Copyrighted Works, 22 Bkkkki.KY Tkch. L.J. 981, 994 
(2007) (concluding that "the past decade of experience with llie DMCA notice and takedow n regime suggests that a 
relatively balanced and w^orkablc solution to this particular dual -use tcclmolog}' problem has been found,”). 

■” See YouTube Copyright Infringement Notification, https://wTvwv.yontubc.coni/copyright_coniplaint_fonn. 

See, e.g., Pinterest Copyright Infringement Notification, hUp;//\v\vw.pinleresl.com/aboul/cop\ right/dmca/. 

See, e.g. Anthony Bruno, RIAA to Google: Help Us Fight Piracy, BillbO/YRD.BIZ, Aug. 19. 2010, 
http;//wTvwv.billboard.biz/bbbiz/contcut_dispIay/mdustiy/e3if6a7faa5026473498f596f5a73238fa5 (reproducing the 
text of a letter from the RIAA and other indusliy' groups to Google CEO Eric Schmidt, in which the senders stale 
that ''[t]hc cuTTcnt legal and rcgulatoiy regime is not wwkingfor America's creators "); Declan McCullagh, Rl.A.4: 
U.S. Copyright ! .aw ‘Isn't Working, ' CNET Nkw'S (Aug. 23, 2010), hllp;//news.cnet.com/83()l-1.3578_3-20()14468- 
38.htnil (quoting RIAA president Cart- Sherman). 

See Viacom, 940 F. Siipp. 2d 110, 113 (S.D.N.Y. 2013) (giauting suimnaiX' judgment to YouTube on remand foim 
the Second Circuit). In its complaint, Viacom accused Google of ■■shift[ing] the burden entirely onto copyright 
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on the company’ s consistent compliance with the terms of the DMCA’ s safe harbor provisions, 
the district court rejected Viacom’s contention that the notice-and-takedown system is an 
enforcement failure.’'’ On the contrary, the court concluded, evidence in the record suggested that 
the system is both functional and efficient: “Indeed, the present case shows that the DMCA 
notification regime works efficiently: When Viacom over a period of months accumulated some 
100,000 videos and then sent one mass take-down notice on February 2, 2007, by the next 
business day YouTube had removed virtually all of them.”” 

Viacom’s power to eliminate 1 00,000 instances of alleged infringement overnight, with a 
single notice, is a testament to the DMCA’s success in making online enforcement scalable 
without creating growth-inhibiting burdens for online services whose business models are 
founded on content sharing. Although copyright owners continue to advocate interpretations of 
the DMCA that would require OSPs to be more proactive in their efforts to enforce third-party 
copyrights, the DMCA is quite clear that active monitoring for infringing content is not a burden 
that Congress saw fit to allocate to service providers when it balanced the need to make the 
Internet safe for copyright owners against the need to promote growth and innovation in online 
services. That allocative choice was reasonable in 1998, and it remains reasonable in 2014. 

It is not the end of the story, however, to say that the DMCA’s enforcement machinery 
has proven to be scalable with respect to service providers that host content for users. The 
DMCA has not scaled well for enforcing copyrights infringed by means of P2P file-sharing 
networks, because the statute was designed primarily to address infringements that occur when 
users upload copyrighted material to a provider’s servers or link to infringing content posted by 
others.’® When it enacted the DMCA, Congress did not anticipate the distributed nature of P2P 
networks or the correspondingly distributed nature of the infringement they would enable. High- 
volume infringement is relatively easy to detect and combat when the content in question is fixed 
on the servers of easily identifiable intermediaries with duly designated DMCA agents;” it 
becomes much harder to detect and combat when that content is in transit across a distributed 
network whose membership is anonymous and dynamic. 


owners Lo monilor the YouTube site on a daily or hourly basis lo delect infringing videos and send notices to 
YouTube deinanding tliat it ‘take down’ the infringing works.” Complaint for Declaratory’ and Injunctive Relief and 
Damages at | 6, Viacom, 718 F. Supp. 2d 514 (No. 1:07CV02103). In reality, the law puts tliat burden squarely on 
rights ow’ners like Viacom; the DMCA expressly does not condition eligibility for safe liaibor ou a serv’ice 
provider's monitoring its scivicc for infiingiiig content. See 17 U.S.C. § 512(m) (2006) (“Nothing in this section 
shall be construed lo condition the applicability of subsections (a) through (d) on a sen ice provider monitoring its 
sendee or affirmatively seeking facts indicating infrin ging activity . . . 

Viacom. 718 F. Supp. 2d at 524. 

- hi 

See Niva Elkin-Koren, Making Technolof^’ Visible: TAahilily of InlefTiei Service Providers for Peer-lo-Peer 
Traffic, 9 N.Y.U. J. LfXtIS. & Pub. Poi; y 15, 41 (2(K)6) (“|The DMCA| was designed Lo address a mainly 
centralized arcliitecture .... Peer-to-peer arcliitecture, by contrast, is decentralized and allow s users to search for 
files stored in the libraries of other users.”). 

See 17 U.S.C. § 512(c)(2) (requiring designation of an agent to receive notifications of claimed infringement). 
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The safe harbor provisions of § 512 cover four types of service provider functions: 
transitory digital network communications (i.e., routing and transmission), system caching, 
storage on behalf of users, and information location. ’^ Service providers performing each of these 
functions, with the significant exception of routing and transmission, are required to comply with 
the notice-and-takedown framework in § 512(c)/’ The DMCA’s primary focus on user-uploaded 
material residing on the systems of OSPs reflects the then-current state of the art in network 
architecture. Before P2P file-sharing applications came onto the scene, the most copyright- 
relevant function an online service provider performed was storage on behalf of users — the 
function covered by the safe harbor in § 51 2(c). In P2P networks, however, files are not 
uploaded to a provider’s serv'er; they remain instead on the users’ own systems, from which other 
users directly retrieve them.‘’''ln this architecture, the most copyright-relevant functions a service 
provider performs are routing and transmission — ^the functions covered by the safe harbor in § 

51 2(a). Because the DMCA was designed to deal with providers serving a centralized file- 
storage function, it has proven a poor fit in cases involving P2P, where the service provider 
functions only as a pass-through or conduit for the transfer of infringing material.^' 

The DMCA’s exemption of providers of routing and transmission services (a.k.a. ‘'mere 
conduits”) from the notice-and-takedown requirements in § 5 1 2(c) is entirely consistent with the 
fact that such providers do not store or control user content. Nevertheless, the exemption has 
operated in the context of P2P file-sharing to negate the scalable enforcement mechanism that 
notice and takedown provides. Inasmuch as P2P file-sharing shifts the locus of infringing activity 
from the storage function to the transmission function, it places such activity beyond the 
knowledge and control of the OSP and thus beyond the reach of the enforcement scheme created 
by §512(c).^* 


See id. § 5 1 2(a)-(d). 

For providers of svslem caching, ihe requirenienl is found al ^ 512(b)(2)(E). For providers of storage on behalf of 
users, tlie requirement is fomid at § 512(c)(1)(C). For providers of iiiformation location tools, the requirement is 
found at § 512(d)(3). There is no coiTcsponding rcquircinciit for providers of routing and tiaiismission services. 

See Elkin-Koren, supra note 38, at 4 1 . 

See Amiemarie Bridv. Graduated Response and the Turn to Private Ordering in Online Copyright Enforcement, 
89 Or. L. Rev. 81, 97 (2010). 

Id. (citing A&M Records. Inc. v. Napster, Inc.. 239 F.3d 1004. 10 1 1 (9th Cir. 200 1) (explaining how a P2P 
sv stem works)). 

hi 

Id. 

^ See Recording Indus. Assoc, of Am. v. Clrarler Commc'ns, Inc.. 393 F.3d 771. 776 (8lh Cir. 2005) (e.xplaiiitng 
tliat the absence of tlie notification and remove-or-disable-access provisions from § 5 12(a) 'iiiakes sense where an 
ISP merely acts as a conduit for infringing material . . . because tire ISP lias no ability to remove the infringing 
material from its system or disable access to the infringing maleriar')- 

Although in-nelwork fillering and blocking technologies have greatly evolved since the passage of the DMCA, 
and broadband providers actively manage network traffic in ways that were not tlien possible, the statute 
presupposes a passive transit model; § 5 12(a) requires that material be transmitted tluougli the qualifying provider s 
svstcni “tluougli an automatic tccluiical process and without selection of the material bv the service provider.’' 17 
U.S.C. § 512(a)(2). 
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As a consequence of the exemption of conduit providers from the notice and takedown 
requirements of § 5 1 2(c), the expedited subpoena provision in the DMCA — § 5 1 2(h) — has also 
been held inapplicable to these providers.” This is because the application for a subpoena under 
§ 512(h) must include a copy of the notice described in § 512(c)(3)(A).“ The notice described in 
§ 5 12(c)(3)(A) must identify, among other things, “the material that is claimed to be 
infringing . . . and that is to be removed or access to which is to be disabled” by the service 
provider.'' In reaching the conclusion that the subpoena power in § 5 12(h) cannot be held to 
extend to providers covered by § 5 1 2(a), the Courts of Appeals for the D.C. and Eighth Circuits 
found it dispositive that § 5l2(c)’s nolice-and-takedown requirements do not apply on the face of 
the statute to providers that act simply as conduits for information.'' After all, how can § 5 1 2(h), 
which expressly requires an applicant to submit a copy of a notice compliant with § 5 12(c), 
apply to providers that are not subject to § 512(c) in the first place?" It makes more sense to 
conclude, as these Circuits did, that the references to § 512(c) in § 512(h) restrict the 
applicability of § 5 12(h) to providers that are able to remove or disable access to specific 
material.'^ In short, courts have held, there is an assumption underlying § 512(h) that a subpoena 
recipient will actually be in a position to take down material identified as infringing. 

It is possible, perhaps even probable, that § 5 1 2(h) would have been drafted differently if 
P2P technology had existed at the time." In light of that possibility, rights owners have 
persuaded some judges that the subpoena provision should be held to apply to service providers 
covered by §5 12(a), despite the assumption underlying § 5 12(h) that subpoena recipients can 
remove or disable access to specific material. “ In the face of unanticipated technological 
developments, these judges look past the letter of the DMCA to make it scale for P2P file- 
sharing. Such recuperative acts are plainly beyond the judiciary’s competence, however, as the 
D.C. Circuit said la Recordmg Industry AssodcUicm of America, Inc. v. Verizon Internet Service.^". 


” Sec Charter Commc ’m, Inc., .39.1 F..3d at 777; Recording Indus. Ass’n of Am., Inc. v. Veri/.on Internet Sen's., .351 
F.3d 1229. 1238 (D.C. Cir. 2003). 

" See 17 U.S.C. § 512(h)(2)(A). 

'* 17 U.S.C. S 512(c)(3)(A). 

'".See Charter Commc 'ns, Inc., 393 F.3d at 776 (explauung that each safe liarbor tliat covers a ftinclion allowing the 
ISP to remove or disable access to infringing material (i.c., storage, system cacliing, or linking) contains a remove- 
or-disable access provision); Verizon Internet Servs., Inc.. 351 F.3d at 1236-37 f'We agree that the presence in § 
512(h) of Ibiee separate references to ^ 512(c) and the absence of any reference to ^ 512(a) suggests the subpoena 
power of ^ 512(h) applies only to ISPs engaged in storing copyrighted material and not to those engaged solely irr 
transmitting it on belialf of others.”). 

Verizon Internet Sen\^., Inc., 351 F.3d at 1236—37. I have argued elsewhere that judicial interpretations of § 

512(1) — the DMCA’s repeat infringer provision, wliich applies to all ty'pes of providers seeking safe liarbor imder ^ 

5 1 2 — have potentially created a “back door” requirement for conduit providers to liave in place a system for 
receiving and responding to notices of infringement sent by riglits owners. See Bridy, supra note 4X at 98. 

■ ' .S't’c Charter Commc fi.s, Inc., 393 F.3d 771; Verizon Internet Setvs.. 351 F.3d 1229. Hut see LaleefMLima, Whom 
the Goth Would De.strov: Why Congress Prioritized Copyright Protection Over internet Privoev in Passing the 
Digital Millennium Copyright Act. 61 Rtn'GliKSL. Rev. 627, 673 (2009). 

See Verizon Iniernel Servs., 351 F.3d at 1238 ("Had the Congress been aw^arc of P2P technology, or anticipated its 
development, ^ 5 1 2(h) might have been drafted more generally.”). 

See Charter Commc 'ns. Inc.. 393 F.3d at 778 (Murphy% J., dissenting) (asserting tliat § 512(li) should apply to 
conduit providers); Recording Indus. Ass'n of Am. v. Verizon Internet Servs., 240 F. Siipp. 2d 24, 30 (D.D.C. 2003) 
(holding that § 5 12(h) applies to conduit providers seeking safe harbor under § 512(a)), rev 'cl 351 F.3d 1229. 
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It is not the province of the courts ... to rewrite the DMCA in order to make it fit 
a new and unfor[e]seen [IJntemet architecture, no matter how damaging that 
development has been to the music industry or threatens being to the motion 
picture and software industries. The plight of copyright holders must be addressed 
in the first instance by the Congress ....’’ 

In the absence of Congressional action to bring P2P file-sharing and the providers whose 
networks are used for it within the scope of §§ 5 12(c) and (h) of the DMCA, rights owners have 
been unable to avail themselves of the statute’s mechanisms for making online copyright 
enforcement scalable by allowing it to operate outside of litigation.* 

Fortunately, however, effective non-statutory mechanisms have been created to fill the 
vacuum in the P2P context. Conduit OSPs - § 512(a) providers of broadband Internet access - 
have cooperated with copyright owners outside the express framework of § 512. One solution 
they have jointly embraced is the Copyright Alert System (CAS).”In CAS, monitoring agents 
working for copyright owners identify and report in bulk to broadband providers the Internet 
Protocol addresses of alleged P2P file-sharers. The broadband providers then match the flagged 
addresses to customer accounts and send notices (“copyright alerts") to the account owners. If 
repeated notices prompt no change in behavior, the broadband provider eventually imposes a 
sanction. On many college and university campus networks, a similar, scalable solution has been 
implemented; information technology personnel have adopted the Automated Content 
Notification System (ACNS), which was developed by NBC Universal and Universal Music 
Group to facilitate and expedite the handling of P2P copyright infringement notices.® CAS and 
ACNS represent non-statutory solutions to the problem of infringement over P2P networks. 
Although Congress in § 512(h) did not anticipate (and, indeed, could not have anticipated) P2P 
technology, copyright owners and OSPs have collaborated in the broader spirit of § 5 12 to work 
around the limitation. Moreover, as usage of P2P networks for illegal file-sharing recedes in 
favor of legal download and streaming services, the file-sharing problem is also receding. 

It is virtually impossible for any law, no matter how well crafted, to keep pace with rapid 
changes in computer and telecommunications technology. The growth of the Internet has 
disrupted the copyright system in ways that are still being revealed. Time has shown, however, 
that the equitable balancing of interests established in § 512 remains viable. Copyright owners, 

^ Verizon Internet Servs.. 351 F.3d at 1238; see also Recording Indus. Ass'n of Ani. v. Uiiiv. of N.C. at Chapel Hill 
367 F. Supp. 2d 945, 953 (M.D.N.C. 2005) ( 'Wliilc the RIAA’s argument at first blush is tempting, the Court rejects 
it because it would necessarily amount to the Tcwnritiiig of the statute. "). 

See Anneniaiie Bridy, Is Online Copyright Enforcement Scalable., 13 Vand. J. Em'. &Tech. L. 695. 719-25 
(2011) (explaining tliat some copyright owners fell back on mass John Doe litigation to ti^- to identify’ and seek 
settlements fiom alleged P2P infringers). 

■' .S't’c Annemaiie Bridy, Graduated Response American Style: "Six Strikes" Measured Against Five Forms, 23 
Fordh.\m Intell. Prop., Medl\ & Ent. L.J. 1 (2012). 

** See ACNS, ACNS Specifications, http://ww'w'.aciis.nct/spcc.html (stating tliat ‘ ACNS can be used to deliver 
notices for vaiious environments, including P2P, cj'berlockei’s, UGC sites, link sites, Usenet, and other 
enviromnents”). 
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OSPs, and users continue to evolve in their attitudes and practices with respect to online 
copyrighted content. Online piracy is waning with the expansion of innovative service offerings 
from copyright owners, who have come to embrace online distribution as a revenue opportunity 
instead of fearing it as an existential threat. Section 512 has provided a crucial foundation for the 
growth of the Internet and the development of innovative services for Internet users. It has 
allowed Web 2.0 startups to flourish, and it has spurred incumbent corporate copyright owners to 
imagine new ways of reaching audiences that are willing to pay in ever-increasing numbers for 
lawful, professionally developed content. 
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Mr. Coble. Thank you, Professor Bridy. 

Mr. Doda? 

Mr. Doda, I think your mic is not activated. 

TESTIMONY OF PAUL F. DODA, GLOBAL LITIGATION COUNSEL, 

ELSEVIER INC. 

Mr. Doda. Thank you. Chairman Goodlatte, Chairman Cohle, 
Ranking Member Conyers, Ranking Member Nadler, and Members 
of the Subcommittee. I appreciate this opportunity to address the 
Committee on Elsevier’s behalf. 

Elsevier is a 130-year-old publisher of books and journals. We 
also create technology-driven products that allow researchers to le- 
verage massive amounts of data to pursue science and medical 
breakthroughs. 

I have been a lawyer for 23 years, the past 7 at Elsevier. During 
that time, I have become familiar with the challenges that Elsevier 
faces addressing online infringements under the DMCA. There are 
many challenges for a company like Elsevier. With global content 
and a large portfolio of works to cover, we can’t possibly search for 
all of our content all over the Internet. We focus on sites with the 
most Elsevier content. 

The main challenges we face with these sites are a growing vol- 
ume despite having issued notices for years, the need to repeatedly 
send notices for the same infringing works, and the speed at which 
infringing copies are re-uploaded. It has truly become impossible 
for Elsevier to keep pace. 

Elsevier issued over 240,000 takedown notices for book infringe- 
ments in 2013, with zero counter-notifications. That is because we 
take our DMCA responsibilities seriously. We take three steps to 
verify that entire copies of our books are being offered before 
issuing notices, but there is a cost for playing by the rules. It 
makes it more difficult to keep pace with the infringements. 

Here are some examples from 2013. The main sites that comply 
with takedowns continue to have 500 to 1,000 infringements 
monthly without any significant drop-off. Many of these infringe- 
ments are for the same books re-uploaded to the same sites. On a 
site called 4shared, we found a book re-uploaded 571 times, and 
another book 384 times. On a site called Uploaded, we found a 
book re-uploaded 231 times and another book 112 times. It takes, 
on average, seven to 9 days to have books taken down. During that 
time, the books are exposed to millions of users for download. 

I have one final example beyond book piracy. It shows the dam- 
aging ripple effect that can occur from piracy. Elsevier publishes 
confidential exams used to prepare nursing students for national li- 
censing requirements. In some instances, the exams have been sto- 
len from schools and offered on the Internet. We have issued take- 
down notices to certain sites with little effect. We have not been 
able to prevent the stolen exams from being sold by the same sell- 
ers because takedowns have not been uniformly honored and re- 
peat infringer policies have not been adequately enforced. 

When stolen nursing exams are shared freely, it hurts not only 
Elsevier; it undermines the academic process itself. It also affects 
the quality of nurses trusted with patient care. 
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We think these examples show that the system is out of balance 
and breaking down. But the question, of course, is how can we 
make improvements to address these challenges without going too 
far, without stifling creativity and freedom of expression. We think 
the answer is in reasonable technical measures like filtering, which 
is not a new idea but one that we think should be revisited ur- 
gently by all good-faith stakeholders. 

The most successful filtering solutions have resulted from col- 
laboration between rights holders and sites with significant user- 
uploaded content. In the book publishing industry, we think the 
website Scribd is a good example of how targeted filtering can be 
applied in good faith and work in a fair and effective manner. 
Scribd uses fingerprinting that involves the creation of a digital 
reference database containing unique characteristics of copyrighted 
books. User uploads are checked for matches against the reference 
database. The fingerprint system uses best practices that we en- 
dorse. It only catches matches, and users are promptly notified so 
that they can dispute the rejection of their uploaded content. 

But while Scribd is a good example of what works, we need more 
examples of collaboration in the publishing industry. That is why 
we would urge Congress to help bring together all relevant stake- 
holders to work on standard measures to reduce online infringe- 
ment. Without that intervention and oversight, there are not suffi- 
cient incentives for the parties to come together in a timely way. 

Elsevier remains concerned, however, that notwithstanding a 
government-mandated process to create voluntary measures, some 
sites that need them the most will drag their feet. If these sites 
refuse to consider reasonable measures that peer companies are 
adopting, it may be necessary for Congress and the courts to step 
in to provide remedies to copyright owners. 

Today, Elsevier sends hundreds of notices to the same sites for 
the same books year after year. It does so in good faith in compli- 
ance with the DMCA as it exists today. If these sites will not meet 
us halfway, in fairness, we should not be left without a remedy. 

Thank you for the opportunity to testify today. 

[The prepared statement of Mr. Doda follows:] 
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Thank you Chairman Goodlatte, Chairman Coble, Ranking Member Conyers, Ranking 
Member Nadler and members of the Committee. My name is Paul Doda. I am the Global 
Litigation Counsel at Elsevier Inc. With our parent company, we have almost 15,000 US 
employees and Elsevier has major offices in New York, Pennsylvania, Missouri, California and 
Massachusetts. I appreciate this opportunity to provide the Committee with the perspective of 
a company that is both a 130-year old publisher of copyrighted content and a company that 
embraces the power of technology to fuel innovation. In addition to creating and publishing 
world class medical books, reference works and Journals, Elsevier uses technology to create 
products that allow researchers and clinicians to leverage massive amounts of information to 
pursue science and medical breakthroughs. 

Elsevier's statement will provide examples of the challenges it faces in relying on DMCA 
Section 512 to address the unauthorized distribution of its copyrighted works online and will 
urge actions under the current statute that can improve copyright protection without 
unreasonably burdening legitimate web sites, service providers and internet users. 

Introduction 


Since Congress enacted the Digital Millennium Copyright Act ("DMCA") in 1998, major 
technological advances - like the ability to connect billions of people around the world to 
information on the internet at increasingly faster speeds - have had a positive impact on society 
and have opened a world of future possibilities for the internet. Technology has paved the way 
for new sites and service providers that did not exist fifteen plus years ago, many of them crucial 
to how we live today. 

An unfortunate byproduct of these positive developments is that the unauthorized 
sharing of copyrighted works has grown exponentially. The notice and takedown system has 
become overtaxed by an explosion of sites and services globally and the increased speeds and 
methods by which they can allow copyrighted works to be shared. As a consequence, 
companies like Elsevier must send more notices to more sites globally, for the same infringing 
files, the same infringing works, and the same infringing users, in what has become a largely 
futile attempt to keep pace. The system is imposing increasing costs in time, resources and 
money for both conscientious "senders" and "receivers" of notices alike, but resulting in little to 
no effective protection of copyrighted works. 

The problem is made worse by certain sites that do, in effect, harbor infringement. 

Some sites exploit weaknesses in the takedown system to profit from persistently uploaded and 
re-uploaded infringements. They rely on desirable copyrighted content to draw users to their 
sites (to whom they serve ads or charge premiums for faster downloads), with takedowns at 
best only temporary disruptions before unauthorized copyrighted works reappear or get 
replaced by other infringing material. As to these sites, copyright owners like Elsevier often 
provide notices concerning a particular work only to see a new unauthorized copy or link to the 
same work reappear on the same site right after it is taken down. 
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Elsevier's Snecific Experiences with DMCA Takedowns 

Specific details and examples from Elsevier's 2013 takedown program for infringing 
copies of books illustrate these challenges. 

• Like most large publishers and other global distributors of copyrighted works, Elsevier 
employs a third party specialist to search for infringements and issue its takedown 
notices. In 2013, Elsevier issued an average of 20,537 takedown notices a month, a total 
of 246.441 notices. While this is a relatively large volume fora publisher, it is likely only 
a fraction of the infringements of Elsevier's works available on the internet because not 
all sites can be readily searched and there are limits to Elsevier's and its vendor's 
resources. It is also just a fraction of the tens of millions of notices sent to sites and 
service providers each month. ^ 

• Month over month, the same sites with high volumes of Elsevier works that respond to 
takedowns have 500 to 1,000 infringements, suggesting that takedown notices, even 
when honored, have little to no effect on the steady overall volume of infringing works 
on the sites. 

• The same books are repeatedly re-uploaded on the same sites hundreds of times after 
being taken down, such as 

a Genetics book 571 times on www.4shared.com : 

a Human Anatomy book 384 times from on www.4shared .c om : 

an Ophthalmology book 298 times on www.4shared.com : 

a Physiology book 281 times on www.4shared.com : 

an Embryology book 245 times on www.4shared.com: 

a Psychiatry book 231 times on www.u plo aded.ne t: 

a Neurology book 112 times on www.uploaded.net : 

a Psychiatry book 373 times on www.share-online.biz : and 

6 other book tities removed over 100 times each from many other sites. 

• Even the sites that are the most responsive to takedowns take on average 7 days to 
remove works, with ail others taking on average 9 days, and this does not account for 
the time it takes Elsevier's agent to discover and verify the infringements. During this 
time, the books can be and are being downloaded by millions of users, again raising the 
question of whether takedowns have any meaningful remedial effect at ail. 


r Google alone receives over 20,000,000 takedown notices a month. See 
http://www.BooKie.com/tran sp arencvreport/r e mQval5/coDvrieht/ . 
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• Over a 3-month period in early 2013, one site removed 6,195 infringing links in response 
to takedown notices, but later re-enabied 6,024 of the links that were previously 
removed (without cause or valid counter-notice) f www.nakido.com l. 

• Another site with among the highest volume of infringements simply did not respond to 
approximately 8,500 notices sent to the site in 2013 ( www.rus.ee ). 

• Finally, Elsevier publishes confidential nursing exams for proctored use by professional 
nursing schools to prepare students for national licensing requirements. Despite 
notifying several sites that such exams can never be offered for sale legally and that 
offers for them should be removed, many sites have not complied or have not invoked 
their repeat infringer policies, allowing the same anonymous sellers to continue to offer 
the stolen exams. This problem not only hurts Elsevier and other publishers of 
confidential exams that are meant to be administered and used strictly by educators, 
but also subverts the academic process itself and the quality and qualifications of 
students later entrusted with providing health care to patients. 

An enormous number of takedown notices are sent every day by companies in the 
content industries and independently by authors, artists and musicians, but mistakenly issued 
notices are very rare. Elsevier received no counter notices for its book infringement takedown 
program in 2013. 

We take great care to ensure that our takedown notices are only issued in clear 
instances of infringement. Elsevier's vendor uses both automated and manual procedures to 
make sure that it accurately identifies infringing content. It first searches for book "metadata" 
to identify infringements, then uses two manual reviews by trained staff to verify that a full copy 
of the work is involved. This process is followed for every instance of potential infringement to 
guard against "false positives." The time and resources it takes for this commitment to accuracy 
make it even more difficult to keep up with the constant wave of infringements. Moreover, not 
all publishers have the same resources as Elsevier, making it still more difficult for them to 
identify infringements or to address constant re-uploads of copyrighted works. 

Despite the hundreds of thousands of notices Elsevier sends in good faith each year, 
Elsevier must unfortunately "compete" against thousands of sites that enable unauthorized 
access to free copies of virtually any of its copyrighted works, at any time. For Elsevier and 
other global distributors of copyrighted works, the infringements are simply becoming too 
widespread, too continuous, and too persistent to locate and efficiently address them, let alone 
to do so in a cost-effective manner with any lasting effect. 

Reasonable Technical Measures 

While the views of content providers and online service providers may differ radically 
regarding which parties should bear certain burdens in addressing large scale piracy, there 
should be no dispute that all parties who participate in the takedown system fairly and in good 
faith would benefit from reducing the volume of notices that must be sent and acted upon. 
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Eisevier believes the best way to accomplish that goal, and to address the constant 
reappearance of the same unauthorized works, is through the use of reasonable technical 
measures. Section 512(1) of the DMCA suggests that in 1998 Congress expected copyright 
owners and service providers to deveiop "standard technical measures" to identify and protect 
copyrighted works and envisioned a "multi-industry standards process" to develop a "broad 
consensus" on appropriate measures. 

Congress' vision of the interested parties voluntarily coming together to collaborate on 
infringement issues in the digital age was a worthy goal, but the stakeholders have not made 
substantial progress toward devising or implementing reasonable technical measures in the past 
15 years. To spur progress, Congress should direct that there be a broadly inclusive, multi- 
stakeholder, standards- setting process to recommend voluntary technical measures that can 
reduce online infringements without materially impeding the legitimate functionality of sites or 
unreasonably preventing legal uses of copyrighted works. We favor bringing all relevant 
stakeholders (including content owners, site and service providers, user advocacy groups and 
technology companies) together for this purpose under the guidance of an expert governmental 
agency with relevant technological expertise.^ 

Common Principles for Filtering 

Elsevier believes that a good starting point for establishing standard technical measures 
are the Principles for User Generated Content Services (UGC Principles) developed several years 
ago by major technology companies and global distributors of copyrighted video and audio 
content for filtering of that content.'’ We think that, while more details need to be considered, 
the principles can apply equally or be adapted to address text-based content. Among those 
principles are: 

• That matching copies of a copyrighted work are proper subjects for automatic 
content filtering on upload; 

• That care must be taken to ensure that automatic content filtering only limits 
uploads that substantially match a copyrighted work;’ 

• That care must be taken to ensure that users are promptly notified and have an 
opportunity to dispute the filtering of content; 

• That as meaningfully enhanced filtering technologies become available on 
reasonable terms they should be adopted; and 


Digital rights advocates have also suggested that Congress could enlist expert advisory bodies like the 
former Office of Technology Assessment to guide copyright reforms in response to challenges presented 
by new technologies. See Pamela Samueison, Is Copyright Reform Possible, 126 HARV. L. Rev. 740, 765-66 
(2013). 

’ See Principles for User Generated Content Services at ht tp://www.ugcDrinciple 5 .com/index.htmi . 

See Fair Use Principles for User Generated Video Content at httPs:// w ww.eff.ofi;/ p 3Ee s/fair-use- 
Drinciples-use r-gener ated-video-content . para. 2, suggesting that, for filtering purposes, only matching 
copies where "nearly the entirety (e.g., 90% or more)" of the challenged content is comprised of a single 
copyrighted work should be prevented or removed. 
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• That infringement claims should not be brought against sites that adopt filtering 
technologies in good faith for any copyrighted content that remains on the site 
despite good faith efforts, 

"Fingerprinting" systems seem to be an appropriate and effective method to ensure that oniy 
copies that are complete or a substantially complete copy of a copyrighted work are prevented 
or removed by sites. Elsevier agrees with the goal of carefully ensuring that technical measures 
only prevent or remove clear infringements. That is essentially the same standard Elsevier and 
other publishers use to verify infringements for purposes of accurately issuing takedown 
notices.^ 


If well-intentioned sites and service providers have legitimate concerns that 
implementing certain technical measures would be unduly costly or would materially impact the 
legitimate functionality of their site or service, these concerns can and should be addressed in 
the multi-stakeholder standards-setting process. It is likely that the process will not yield a "one 
size fits all" approach. Rather, a range of recommended measures, including various filtering 
technologies, can likely be developed, taking into account the variety of sites at issue and their 
capabilities and functions. 

Different measures may apply to different sites and the recommended measures will 
not apply to all sites. For example, not all sites are structured, intended or used for uploading or 
downloading content on a large scale. Technical measures may be unnecessary, impractical or 
unreasonable for such sites, and other approaches, like manual reviews of uploaded content, 
may even be preferred by low volume sites. The adoption of measures by these sites should bd 
voluntary and they may appropriately choose to continue to primarily rely on notices and 
takedowns to address infringements. 

There Should Be Incentives for the Adoption of Voluntary Technical Measures 

Where technical measures are appropriate, adoption of them can dramatically reduce 
the challenges presented by large scale infringement. There are already successful examples 
like www.scribd.com . which has successfully used filtering mechanisms to reduce unauthorized 
uploads and re-uploads of infringing books, with good results: a sharp reduction of 
infringements without harm to the site's legitimate functionality, and reduced burdens and 
costs related to takedown notices,'’ Google's Content ID is another example, where one of the 
world's largest service providers created powerful and precise filtering technology that can 
readily distinguish between complete copies of works and partial copies or clips. 

Stakeholders should discuss meaningful incentives for the implementation of technical 
measures to address constantly recurring infringements of the same works. As it stands now, 
there are possibly "perverse incentives" against adoption, such as the fear that using technical 


Automated content filtering systems do not currently seem suitable to address uploaded copies of 
works that might require more detailed infringement analysis or "Fair Use" analysis. 

® Scribd uses a "fingerprint" system. "Fingerprinting" for books involves the creation of digital reference 
files by extracting unique characteristics from the digital content, which can be stored in a database and 
queried as content is uploaded to detect whether the content is infringing. 
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measures could create "red flag" knowledge of infringement that would expose a site to liability, 
or that adopting technical measures while competitors do not adopt them will be a competitive 
disadvantage. One way to incent standard technical measures is for copyright holders to adhere 
to the U6C Principle that infringement claims should not be brought against sites that adopt 
reasonable technical measures in good faith. Other means to create incentives should be 
explored by all relevant stakeholders. 

Congress May Have to Incentivize the Adoption of Standard Technical Measures 

On the other hand, as noted in Elsevier's examples, some sites are plagued by Serial re- 
uploads of the same copyrighted works hundreds of times. Some form of "notice and stay 
down" for these works through the use of filtering mechanisms like www.Scribd.com would 
address this issue, if sites that need technical measures the most "drag their feet" or refuse to 
consider reasonable technical measures at all — regardless of the precision of the tools, their 
cost-effectiveness, or recommendations by peer companies through a standards-setting process 
- it may be necessary for Congress or the courts to step in and provide remedies to copyright 
owners. 


One potential means for Congress to do that is through DMCA Section 512(i). Congress 
could make the adoption of standard technical measures a requirement for DMCA safe harbor 
protection for certain sites that have substantial serial re-uploading. Like the standard-setting 
process itself, we think this recommendation is consistent with Congress' intent in 1998 to deny 
safe harbor protection to sites that refused to accommodate standard technical measures 
relevant to that era, updated to treat today's non-compliant sites the same way if they refuse to 
adopt filtering while being overrun by the constant re-uploading of copyrighted works. 

Another way for Congress to encourage the adoption of needed technical measures by 
these sites is to amend DMCA 512(j) to clarify that injunctive relief is available to prevent the 
reappearance of the same specific works on the sites. If repeated notices and takedowns do not 
prevent the same infringing works (for example, the 571 reappearances of Elsevier's Genetics 
book on www.4shared.com l from appearing on a site that refuses simple measures to address 
the problem, courts should not be handcuffed by the safe harbor from providing any relief 
whatsoever to the copyright owner.’ 

Sites that Refuse Takedowns and all other Measures 


There are sites that simply refuse to comply with takedown notices or any statutory or 
judicial requirements, many times because they successfully hide their operator's identities and 
locations or are essentially beyond the reach of reasonable rights holder enforcement 
capabilities. The large scale infringement on these non-compliant sites cannot be addressed at 
all through notice and takedown measures, or through voluntary (or even court-ordered) 
reasonable technical measures. For these non-compliant sites, it is essential that copyright 


^ Cases in Germany against www.rapidshare.com decided under the EU safe harbor (as adopted in 
Germany) provide a model for this recommendation. In Germany, sites with business models and 
practices that in effect encourage infringement can be subject to injunctive relief imposing increased 
obligations to prevent recurring infringements of specific works in suit. After injunctions were imposed in 
those cases, Rapidshare terminated its "rewards" program and adopted a filter to limit infringements. 
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owners and the legitimate third-party services used by these non-compliant sites cooperate to 
address large scale infringements. 

Elsevier is encouraged by efforts by certain groups of stakeholders to enter private 
agreements and to create "best practices" to prevent support for parties and sites engaged in 
piracy and counterfeiting, including voluntary efforts involving payment processors and 
advertising services.* These agreements and best practices, however, are not currently well 
suited to efficiently prevent support for large-scale piracy sites. 

Elsevier believes that where a US court with jurisdiction over a site finds that the site is 
non-responsive and liable for copyright infringement for which no DMCA safe harbor is 
afforded, the court should have authority to enter orders requiring third parties located in the 
US that provide services to the site to suspend those services. 

Improvements to Notice and Takedown and Repeat Infringer Practices 

While Elsevier's primary focus is on the increasingly urgent need for technical measures 
to address large scale infringement and the consequences that should result for the bad faith 
refusal to adopt such measures or otherwise comply with legal requirements, there clearly is a 
continued role for the notice and takedown system. Among other purposes, the notice and 
takedown system will continue to address uploaded materials not appropriate for filtering 
systems because they do not meet "matching” requirements and for sites with little or no third 
party uploading or downloading activities that may continue to rely on notices and takedowns. 

Elsevier agrees with the recommendations of the Association of American Publishers to 
improve the notice and takedown system, which were made in its Comments on the 
Department of Commerce "Green Paper." Those recommendations include efforts to 
standardize and streamline notices and submission processes to eliminate technically non- 
compliant notices and to prevent barriers to automated submissions of notices to sites. In 
addition, we agree with AAP's recommendations on improvements to DMCA repeat infringer 
requirements and practices, including specifically the need to require sites to properly identify 
and track the number of repeat infringements by users and to adhere to policies calling for 
termination of repeat infringers in appropriate circumstances. 

Conclusion 


Elsevier's experience demonstrates that the volume of necessary takedowns for its 
copyrighted works is growing, but that its good faith notices are having little, if any, impact on 
the problem. One contributing factor is the constant re-uploading of the same works to the 
same sites. Elsevier believes that standard technical measures like filtering could help address 
the problem and advocates a government-guided, multi-stakeholder, process to establish 
voluntary measures. Elsevier also advocates that if sites that need such measures the most 
because of large scale serial re-uploading on their sites unreasonably refuse to adopt such 


“The International Anti-Counterfeiting Coalition, composed of payment processors and content and 
product owners, has created a “Payment Processor Portal” to prevent financial support for parties 
engaged in counterfeiting and piracy. The Interactive Advertising Bureau and ad networks have 
introduced "Best Practices Guidelines to Address Piracy and Counterfeiting." 
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measures, it may be necessary for Congress and the courts to create and impose legislative and 
legal remedies. For sites that currently fail to fulfill the requirements for safe harbor protection, 
Elsevier would like to see further development and compliance with best practices whereby 
third parties that support infringing sites would terminate support, and would welcome court- 
ordered remedies for the same purpose. Finally, Elsevier agrees with recommendations made 
by AAP to improve existing DMCA notice and takedown processes and repeat infringer policies 
and practices. 

Thank you for allowing Elsevier to submit this written statement and for the opportunity 
to provide testimony. We look forward to responding to any questions or requests for further 
information you may have. 


Resttectfully submitted, 

/A- 

/ Paul F, Dnda. 


Paul F. Doda, 
Ebevter Inc. 
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Mr. Coble. Thank you, Mr. Doda. 
Ms. Oyama? 


TESTIMONY OF KATHERINE OYAMA, 

SR. COPYRIGHT POLICY COUNSEL, GOOGLE INC. 

Ms. Oyama. Thank you, Chairman Coble, Ranking Member Nad- 
ler. Chairman Goodlatte, Ranking Member Conyers, for inviting me 
to testify today. It has never been a more exciting time for cre- 
ativity on the Internet. With the Internet as a glob^al distribution 
platform, more musicians, filmmakers and artists are creating 
more content than ever before. And with that in mind, I just want 
to emphasize two points today. 

First, the technology sector has been the engine of U.S. economic 
growth and job creation. Online services have created new markets 
and generate billions of dollars for the content industry, and this 
has only been made possible because of the legal foundation that 
is provided by the DMCA. 

And second, Google’s experience shows that the DMCA’s notice 
and takedown system of shared responsibilities strikes the right 
balance in promoting innovation and protecting creators’ rights on- 
line. 

The DMCA’s key principle, that Internet platforms are not held 
liable for every comment, post or tweet by their users, is an essen- 
tial feature on which every Internet company today relies. Before 
the DMCA became law in 1998, companies like Yahoo, Google, 
eBay, they faced the prospect of crushing statutory damages for 
providing their services. And today on YouTube, more than 1 mil- 
lion creators are earning revenue from their videos. And in the last 
several years, Google has sent more than $1 billion to the music 
industry alone, including new revenue streams for user-generated 
content. Companies like Netfiix who use Spotify and Pandora have 
transformed the ability of creators to grow new audiences, and this 
is just the beginning. With more than 5 billion users coming online 
in the next decade, the market for digital entertainment is expand- 
ing rapidly. 

The foresight Congress showed in crafting the DMCA has helped 
enable this economic success. The notice and takedown process cre- 
ates legal certainty to incentivize venture capital investment and 
new services, and it protects rights holders. Only copyright owners 
know what material they own and where they want their works to 
appear, and when they send takedown notices, online platforms 
disable access to infringing content in response. This cooperative 
process allows for innovation and encourages investment, and 
hugely popular platforms like Facebook, Twitter, Pinterest would 
not be possible without these. 

As for Google, we take our responsibilities under the DMCA very 
seriously. We have made our takedown process faster and easier 
for rights holders to use than any other online platform. And de- 
spite a dramatic increase in the volume of DMCA takedown notices 
that we receive, our average turnaround time for removing content 
from search results has actually decreased to less than 6 hours. 
And even now, the notices that we receive cover far less than 1 per- 
cent of all of the content that we index. 
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There are, unfortunately, abuses of the system, and we work 
hard to detect and reject them. Attempts to use the DMCA to cen- 
sor criticism, attack a business competitor, or gain political advan- 
tage are relatively rare but are very important to guard against. 

The legal certainty provided by the DMCA has allowed compa- 
nies like Google to develop innovative systems that generate new 
revenue for rights holders. For example, YouTube’s Content ID sys- 
tem enables rights holders to choose in advance whether they want 
to track, monetize, or remove user-uploaded videos that match 
their content. All of the major record labels and movie studios use 
Content ID, and most of our partners are choosing to monetize 
their content rather than having it all come down. 

We are also devising new ways to highlight legal content in order 
to make it easier to find. When you Google a TV show like “Game 
of Thrones,” or a film like “12 Years a Slave,” we provide a promi- 
nent link on the right-hand panel for you to buy that show or 
movie instantly through services like Amazon and Google Play. If 
you search for a film playing in theaters, the first result you will 
likely see is going to include local show times, a link to purchase 
tickets, and other things like trailers. 

We recognize that despite all these steps, piracy remains a seri- 
ous problem. The most effective way to combat rogue sites is to at- 
tack their sources of revenue. For our part, we have expelled over 
73,000 rogue sites from our advertising services over the past 2 
years, mostly based on our own detection efforts. 

In conclusion, I urge the Committee to preserve the current 
DMCA framework to ensure that the U.S. Internet industry re- 
mains at the forefront of the global economy, and we should incor- 
porate DMCA-like safe harbors in our trade agreements to encour- 
age the innovation and growth in other countries that the DMCA 
has enabled in the United States. 

Thank you. 

[The prepared statement of Ms. Oyama follows:] 
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Google 

Tescimony of Katherine Oyama, Sr. Copyright Policy Counsel, Google Inc. 

House Judiciary Subcommittee on Courts, Intellectual Property, and the Internet 
Hearing on “Section 512 of Title 17” 

March 13, 2014 

Chairman Coble, Ranking Memlier Nadler, and Meml>cr5 tif the Subcommittee: 

'Hiank you for the opportunity to irstity today regarding Tide II of the Digihil Millennium 
O^pyri^r Act of 1908 C'DMC A”). codified in Section 512 of title 17 of the L'-S. (^>dc. 

‘J*he DMCA's ‘safe harliors* for online service pnmdcrs .tfe one of the foundations of the 
modem Internet, which have allowed hir an explosMin of crcitivity and free expression, roday, 
die Internet enables more than $8 trillion in e-commcrce every' year.* 'ITie ‘safe harbors’ have 
bcitn crucial not «^y to Google’s many online products and services, but also tt> those of nearly 
every odier Internet company. 

I’hc media landsc.ipe Was evolved since the OMCA was enacted over 15 years i^o. Ihe traditional 
enrcrrainmcnr industries have l>cgun to harness the power of the Inrcmcf to dnvc revenue for 
creators .uid develop new audiences. Digirai pbrtV>rms luve quickly liecome a domin;inl form of 
distribution for music, movies, books. <ind all forms of creative media. 

Music is a great example: in 2012, digital music grew tr* of industry revenues." Music 
streaming ser\’ices. such as Spotily, P.indora, or Go»)gIe Play .Music -Ml .Access, arc seeing 
explosive griwth .uY>und the wtirld. Nicistn .md Hilllxiard rcp<^rtcd rlvar on-demand audio 
stre-ams n>se in 2013, :ind they now hictor m the popularity of music on A'ou'rulic when 
determining the ranking for songs on their charts.' 

At die same nme, more music, Mdeo, text, sofnvarc, and .ill kinds of media are being created by 
more pe<.>ple than ever betore. Uvery kind of camtive endeavor, Ixith airuitcur and poifessional, is 

’ McKinMy Global institula. Internet m»tt 0 fs The Nefs sweeping Imped on growth, jobs, end prospertty. al 1 (May 2011). 
available at < httD //qoo Ql/aKXZJh > 

’ Racording Industry Association of America, Mustc Industry Continues To Leed the Wey m Dtgital Adoption. With A Bit of Vinyl 
On The Side (June 2013), available at < hno7/Qoo uUeDcMOT > 

’ Nielsen Nielsen S Billboerd's 2013 U S Afi/src Report (Jan B 2Qiai availabte at <h»n //ooa pil/Qag 2Sii > 
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being rmnsformed l)y rhe new opportnniries and lower costs made possible by digital tools and 
online distribution. Online platfonns are enabling new creators and new voices to connect with a 
global audience directly, without the traditional middlemen. ' 

Google -and You'l'ubc are now major contributors in this new ecosystem. Over the past few 
years, YouTube has generated over a billion dollars for the music industry alone. There iire over a 
million partners making money from You'l'ubc. And we now have partnerships with every major 
record label and movie studio to sell or stream music and movies on Google Play. We’ve made 
tremendous progress over the pas r several years and will continue to partner with the 
entertainment industry and creators of all kinds to bring entertainment and culture to the world. 

The DMCA Has Enabled Economic Opportunities 

These oppormnities for creators are the direct result of the DMCiA safe harbors. Ciongress rightly 
understood in 1998 that by establishing clearer copyright “rules of the road” for service 
providers, it could encourage investment in online services, while also providing copyright 
owners with new enforcement options online. The DMCA therefore established copyright “safe 
harbors” for four functions at tlic heart of tlic internet: providing internet access, providing 
caching ser\uces, hosting content on behalf of users, and linking.'^’ In order to qualiA for these 
safe harbors, online service providers are required to meet a number of requirements, including 
responding expeditiously ■when notified by copyTight owners of infringing materials or activity’ 
on their iieKvorks. 

In order to facilitate cooperation between copyright owners and service providers, Congress 
established a set of responsibilities to be shared be.Kveen them. Congress put a 
notice-aiad-takedown process at tlae heart of tlae safe harbor structure, 'i'hat process describes in 
detail what information a copyaright owner or its representative must provide to a serohee 
provider when sending a takedown notice. In response, a semee provuder must expeditiously 
disable access to tlae intnnging activity’ or material, or else forfeit tlae safe harbor. Serahee 
proadders are also obligated, as a condition of the safe harbor, to tenaainate subscribers avho are 
proa’en to be repeatedly using the sera’ice to infringe. Congress also included a number of 
safeguards intended to protect Internet users from abuswe or unfounded copyright allegations. 

The DMCA’s shared responsibility approach \a~urks . Copyright holders identify infringement and, 
if they choose, request its removM. Upon notification, online sendee proadders remoa’e or disable 
access to the infringing material. I'his approach makes sense, as only copyright holders know 
what material they ovam, \a^hat they haa’e licensed, and aaAere they vacant their aa’orks to appe<.ir 

'' Techdirt, The Sky is Rising! (Jan. 2012), available at < http://qo3.ql/eDN1n >. 

® 17 U.S.C. § 512(a)-(d). 
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online. Semce providers c^mnot by rhemselves determine whether ii given use is infringing. A 
text, song, image, or video can infringe copyright in the context of one site l^ut be legal on 
another, through license or in the context of criticism, political speech, or other legally protected 
use. 


And increasingly, copyright owners welcome certain kinds ot hua-dnven uses, even it formally 
unauthorised, as an important part of viral marketing and promotional efforts. Accordingly, 
courts have repeatedly found tliat the initial responsibility of identifying infringing works online 
and notilying ser\dce providers properly falls on tlae copyright owner. After being notified, the 
IDiVtCA shifts the burden to the service provider to disable aecess to the material promptly. 

The careful balance struck by tlie DAICA safe harbors created tlie legal infrastructure for the 
Internet we know today, making possible online platforms like eBay, Amazon, You'i'ube, 

Facebook, and Twitter, which in mrn have unleashed new sources of creativity economic 
development, and jobs, d'oday, more than 66,000 service providers have registered IDiVICA 
copyright agents witli tlie Copyright Office, providing a catalog of tlie diversity of the online 
actiwties protected by the safe harbors.^ At the same time, the courts have made it clear that the 
DMCA safe harbors provide no shelter for illegitimate sites seeking to shirk their 
responsibilities. 

Google’s Experience with the DMCA Safe Harbors 

Google relies on all four of the safe harbors established in Section 512. Google Fiber, which we 
hope will ultimately deliver gigabit residential broadband access in dozens ot cities around the 
United States, relies on the 512(a) safe harbor For conduit functions necessan* to provide internet 
access to subscribers. Google’s Web Cache relies on tlae 512(b) safe harbor for its caching 
functions. There are a broad array of Google ser\dces that rely on 512(c)’s safe harbor for 
hosting content on behalf oFusers, including A'ouTube, Gmail, Drive, and Google Plus. And, 
finally, Google Search relies on the 512(d) safe harbor that applies to linldng and intormation 
location tools generally. N one of these sendees could exist in their current form without the 
DMCA safe harbors. Courts have repeatedly upheld the applicability of the safe harbors to 
Google services, recognizing that Google lives up to its obligations as a senace provider under 
the statute.' 

Google’s experience with the DMCA’s nohee-and-takedown provisions dates baek to 2002. Tn 

® Comments of the Computer & Communications Industry Association (CCIA), Request for Comments on Department of Commerc 
Green Paper, Copyright Policy, Creativity, and Innovation in the Digital Economy, Dkt. No. 130927852-3852-01 , filed Nov. 13, 
2013, at 9, available at < http :// aoo.al/S9 HAxi>. 

' See Wacom Intern. Inc. v. YouTube, Inc., 2013 WL 1689071 , 107 U.S.P.Q.2d 1157 (S.D.N.Y. 2013); Perfect 10. Inc. v. Google. 
Inc.. No. 04-9484, 2010 U.S. DIst. LEXIS 75071 (C D. Cal. 2010); Parker v. Google, Inc., 422 F. Supp. 2d 492 (E.D. Pa. 2006); 
Field V. Google, Inc., 412 F.Supp. 2d 1106 (D. Nev. 2006). 
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March of that year, we received our first takedown nonce for Search, sent by rhe Ciihurch of 
Scientology, seeking to remove links to documents posted as part of criticism of the church. Tn 
the years since, Cloogle has seen the volume ot DMCiA takedown notices increase dramatically. 

For example, in 2010, copyright owners asked us to disable access to approximately 3 million 
Items across all of our products. In 2013, in contrast, we received takedown notices for 
approximately 230 million items. In other words, today we receive takedown notices for more 
Items eveiy imk tlian wc received in all of 2010. Despite tlie rapidly increasing volumes, Google 
has managed to reduce rhe average time to process takedown notices, which is a testament to rhe 
efforts Google has made to improve and scale its procedures. Today, for example, when we 
receive a copyright removal request for Search, our average turnaround time is less than 6 hours. 

As far as wc can ascertain, there arc two forces behind the rapid increase in takedown notices. 
First, over the past 3 years, Google has made substantial investments in making the process more 
efticient. As the process has become more efficient, copyright owners have been increasingly 
willing to use it. It has sometimes been a challenge to meet tlie rising demand, and hundreds of 
Google employees are iiwolved in the effort. Nevertheless, Google remains committed to 
making tlie DMCA process work smoothly, quickly, efficiently, and at no charge for copyright 
owners. 

Second, volumes have increased because copyright owners and enforcement vendors have 
steadily upgraded their abiliw to detect copyright infringements online. Over the past three y-ears, 
we have seen the emergence of a robust, competitive market aimed at providing enforcement 
ser\aces to copyright owners. Today, firms like Marketly, MarkMonitor, and Degban ofter tlaeir 
detection sendees to copyright owners and their industry- associations. This has made it cheaper 
and easier for copymght owners botla large and small to send notices to service providers. 

The increasing volume of takedovm notices demonstrates the continued relevance and 
eftectiveness of the DMCA’s notice-iuad-talcedown regime. Copyright owners are using the 
process ever more intensively^ suggesting that they continue to find it valuable. As copyAght 
owners and enforcement vendors continue to deploy new technologies to identify uses of tlaeir 
works online, we expect the cost per notice to continue to drop, and takedowm volumes to 
concomitantly increase. This suggests that the notice-and-takedown aspect of the DMCA safe 
harbors will continue to be a vital part ot the efforts to battle infringement online. 

Google has also made extensive efforts to make it easy to submit takedown notices, whether on 
behalf ot a multinational entertainment company or an individual artist. So, tor example, Google 
maintains a public web fomi in multiple languages where anyone may submit DMCA takedown 
notices 24 hours a day by answering a simple set ot interactive questions. This is supplemented by 
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“trusted submitter” prognims to accommodate the needs ot nghtsholders and entorcement 
vendors who use automated means to submit large numbers of notices for products like Search, 
YouTube, Blogger, md Picasa. And, of course, (loogle has never ch'.irged copyright owners, 
whether large or small, to submit or process a DMCIA takedown notice. As a result of these 
efforts to make the process easy to use for as many copyright owners as possible, during 2013, 
(joogle received DMCIA notices trom thousands of different submitters, from nearly every' 
country on the globe, in 70 different languages. 

Unfortunately, (joogle also has experience with abuses of the DAKlA’s notice-and-takedown 
system. I Icre arc just a few-- examples: 

• A poet sent repeated takedown notices targeting criticism and commentary- relating to the 
pocf s online copyright enforcement efforts. 

• A physician claiming a copyaright in his signature sent a takedown notice aimed at a 
document related to the suspension of his license to practice medicine. 

• Major broadcast new-s networks sent takedowm notices targeting videos from the 
McCain-Palin campaign that included brief excerpts from news footage, just w-eeks before 
tlae 2008 presidential election. 

• A major soft drink company sent a takedown notice targeting a YouTube news channel 
for including excerpts from a commercial in its critical coverage of that commercial. 

These are only a sample of the troubling takedown notices that Google receives, often repeatedly 
from the same vexatious submitters. 

Tn enacting tlie DMCA safe harbors, Congress included provisions intended to deter abuse, 
including a “counternotice” process whereby a user could contest a takedowm directed at his or 
her content and an affirmative cause of action against those wdio include misrepresentations in 
their notices. Vihilc those provisions arc valuable, tlicy hay-c not proy’cn sufficient to deter those 
who try to use DMCA notices, not to protect copyright interests, but instead as a pretext for 
censorship or to interfere yynth legitimate competitors. 

As the yx)lume of remoyvil notices continues to rise, detecting inaccurate or abuswe notices 
continues to pose a challenge. Google invests continuously in engineering and machine learning 
solutions to address this challenge. Our inclusion ot data regarding the DMCA notices wtt recewe 
in our Transparency Report lias also proven useful in detecting abusiyx notices, enabling 
journalists, w-cbmasters, and other interested members of the public to identify and respond to 
unfounded takedoyyms. 

Beyond the DMCA Safe Harbors 
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the DMCA safe harbors have proven themselves to be effective and valuable for service 
providers and copyright owners alike, they are not, by themselves, a complete solution to the 
problem of copyright infringement online. Piracy has been a challenge online, and (-roogie takes 
that challenge seriously. Accordingly, Google has invested in many measures that go beyond the 
requirements of the DMCkA. 

For example, Google has invested more tlaan ^60 million to date on tlie development of Content 
ID on YouTube. With this system, rightsholders are able to identify user-uploaded videos that are 
entirely or partially their content, and choose, in advance, what they want to happen when those 
videos 'ATit found. 


'i'his is how It works: llightsholders deliver to You'i'ube reference files (audio-only or video) of 
content they own, metadata describing that content, and policies describing what they want 
YouTube to do when it finds a match. You'i'ube compares videos uploaded to the site against 
those reference files. Our technology automatically identifies tlie content and applies the 
rightsholder’s preferred policy: track, monetize, or block. Cop^Tight owners have “claimed” 
more tlian 200 million videos on You'i'ube with tlie help of Content ID. 

Thanks to the options that Content ID affords to copyright owners, ifs not just an anti-piracy 
solution, but also a new business model for copyright owners and You'i'ube alike. I'he vast 
majorit)' of the more than 4,000 partners using Content ID choose to monetize their claims, 
ratlaer tlian block tlieir content from appearing. Content ID is good for users as well. When 
coptTight owners choose to monetize or track user-submitted videos, it allows users to remix 
and upload a wide varie w of new creations using existing works. 

While Google is proud to have developed and deploy-ed Content ID, it is important to note that 
Content ID is not a onc-sizc-fits-all solution for even* sort of sendee or all kinds of service 
providers. So, for example, Y'ouTube could never have launched as a small start-up in 2005 if it 
had been required by law to first build a system like Content ID. Xor does such a. sy-stem work for 
a sendee provider that offers information location tools (like search engines and social networks) 
but does not possess copies of all the audio imd video files that it links to. ^Aiad, of course. 

Content ID is not perfect, sometimes mistakenly ascribing ownership to the wrong content and 
sometimes failing to detect a match in a video. 

The D.VIC A safe harbors have succeeded precisely because they do not attempt to impose detailed 
technology’ mimdates on the rapidly evolving world of online technologies imd sennee providers. 
Instead, they provide a floor of legal certainty for service providers large and small, upon which 
content owners and service providers cdn build furtlaer voluntary’ measures. 
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For Search, Google is proud that, for the vast majority of media-related queries typed by users 
each clay, our se'.irch results point to authorized content. This is a significant achievement 
considering tliatwe receive more than a billion queries each day, in dozens of languages, and 15% 
of those queries have never been searched on Google before. 

This nevertheless leaves the tiny proportion of infrequently typed queries where there is still 
more work to be done. As desenbed above, tlae DiVICA’s noticc-and-takedown procedure is one 
imporrant element in the efforr ro address these remaining results. It is only with the help of 
copyright owners that we can identify which results arc infringing and remove them. 

In addition ro remowng pages from search resulrs when notified by copjAght owners, Google 
also factors in the number of valid copynght removal notices we receive for any given site as one 
signal among the hundreds thar we rake into account when ranking search results. As a result, sites 
with a relatively high number of valid removal notices may appear lower in search results. Google 
IS tlie only search engine that has implemented such a demotion signal in its ranking algorithm, 
and we believe that this ranking change should help users find legitimate, qualiw sources of 
content more easily. 

Our experience with the demotion signal, however, has taugh t us that it will only succeed if there 
are better, legitimate results to show above those tlaat have been demoted, 'ihere is work to be 
done on this score, and we have been actively engaged with the motion picture and music 
industries to explore how we can encourage legitimate sites to take the necessary “search engine 
optimization” (SEO) steps to tlaat will allow tlaose sites to appear in search results above 
unauthorized sources. We look fonvard to continuing our work, in collaboration with other 
stakeholders, to furtlaer evolve aiad enhiuace the demotion signal. 

Wc also believe that there are more effective way^s to strike at the root causes of piracy online, in 
hopes of getting ahead of the whack-a-mole problem. 

The best way to battle piracy is with better, more convenient, legitimate 'alternatives to piracy, as 
sennees ranging from Netflix to Spotity to iTunes have demonstrated. The right combination of 
price, convenience, and inventory will do far more to reduce piracy than enforcement can. 

The music industry- has demonsiratcd the effectiveness of this approach by licensing a va.riew of 
music services including free, advertising-supported streaming services (like Spotify and 
P'.mdora), downlo'ad stores (like iTunes), and on-dem'.md subscription products (like Google Pkay- 
Music All Access). A survey recently released by the Swedish music industry shows that since 
2009, the number ot people who download music illegally in Sweden decre'ased by more tlaan 25 
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percent after the introduction of new legal services such as Spotify.^ Similar trends were seen in a 
2013 sun cy from K’PD Group. ^ And a recent study conducted by Spotify found that overall 
piracy rates in the Xetherlands have declined dnimatically, while the popularly of legitimate 
digital music senaces has greatly increased.^''' 

Film i:uad television have had success combating piracy with legitimate i:ilternatives, as well. A 
recent study by Carnegie Mellon University researchers found that ABC's decision to add its 
television content to 1 lulu.com led to a nearly 20 % drop in piracy for that media." In a recent 
interview with Stuff magazine, Netflix’s Cihief Content Officer Ted Sarandos said that when 
Netflix launches in a new country, piracy rates in that country drop. In his opinion, the best way to 
reduce piracy is by “giving good options.’"” We were also excited to le^^irn recently that W'^irner 
Bros, intends, for the first time, to release one of its major films simultaneously in theaters and 
online.’'" I'hc best strategy for reducing tlie demand for unautlaorized versions of movie content 
still 111 theaters is to provide consumers with authorized online movies for rent or purchase. 

Google is not just waiting for others to do tlie work. Across our product line, we are also heavily 
invested in bringing new, authorized sources of content to consumers. Wiether it is music videos 
and video rentals on You'i'ube, movie and 'iA-' downloads on tlie Google Play store, or unlimited 
on-demand streaming music on Cioogle Play Music All Access, (loogle is racing to be part of the 
mix of compelling sendees that are luring consumers away* from unauthorized alternatives. 

Until these compelling legitimate alternatives have fully displaced pirate sites, however, there is 
more tliat needs to be done. We have long said tlrat tlie most effective way to combat rogue sites 
that specialize in online piracy is to attack their sources ot revenue. These sites are almost 
exclusively for-profit enterprises, and so long as there is money to be made by their operators, 
other anti-piracy strategies will be far less effective. 

As a global leader in online advertising, Google is committed to rooting out and ejecting rogue 
sites trom our advertising services. Google continues its eftorts, both proactive and reactive, to 
detect and act against advertisers and web publishers who violate our policies against copyright 
infringement. Since 2012, we have ejected more than 73,000 sites from our AdSense program, 
the vast majority ot those caught by our own proactive screens. 

® MediaVision, Music Sweden File Sharing & Downloading (2011), available at < http: //goo. Qi/XTUVH >: Digital Trends, Spotify 
Linked to Major Decline in Piracy (September 29, 2011), available at < htto://coo.ai/U7E9hv >. 

® NPD Group, Music File Sharing Declined Significantly in 2012 (Feb. 26, 2012), available at < http://aoo.a!/apJVo >. 

Spotify, /Adventures in the Netherlands: Spotify, Piracy and the new Dutch experience (July 17, 2013), available at 

< http://aQo.al/imsYbB >. 

Brett Dana her et at. Understanding Media Markets in the Digital Age: Economics and Methodology (2013) 
< http:.yqoo,rii/61txZW >. 

Luke Edwards, Netfix's Ted Sarandos talks Arrested Development, 4K. and reviving old shows, Stuff (May 1 , 2013), available 

at < httD://aoo.al/01rJa >. 

Ben Fritz, 'Veronica Mars' to Break the Mold for Movie Releases, Wall Street Journal (Feb 21 , 2014), available at 

< http:/7aQ0.ai/JB7pU5 > . 
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Tn April 2011, Google was among the first companies to certify compliance in the Interactive 
Advertising Bureau’s (lAB’s) Quality Assurance (iertification program, through which 
participating advertising companies will take steps to enhance buyer control over the placement 
and context of advertising and build brand safety. Ibis program will help ensure that advertisers 
and their agents are able to control where their ads appear across the web. 

In July 2013, Google worked witli the White House’s Office of tlie U.S. Intellectual Property 
Enforcement (Coordinator (IPE(C) and other leading ad networks to participate in Best Pracrices 
and (guidelines for Ad Networks to Address Piracy and (^Counterfeiting. Under these best 
practices, ad networks will maintain and post policies prohibiting websites that are principally 
dedicated to engaging in copyright piracy from participating in the ad network’s advertising 
programs. By working across die industry, these best practices should help reduce tlie financial 
incentives for pirate sites by cutting off their revenue supply while maintaining a healthy Internet 
and promoting innovation. 

Conclusion 

The DM(CA safe harbors are now more than hS years old. While they are not perfect, they have 
proven to be a remarkable success at their stared aim — to encourage investment in internet 
technologies by reducing the uncertainties created by copyright law, while also giving copyright 
owners new tools to address infringemenr online. 

There is also a new context. The entertainment and culture industries have begun to adapt to the 
digital environment and are partnering with technology* companies to sell and distribute their 
media. Services like You'i'ube, I'i'unes, Netflix, Google Play-, Amazon, Hulu, and hundreds other 
are making content available legally online. This wmuld not have been possible if Internet 
platforms, the very- companies helping drive digital revenue to the creative industries, had faced 
existential threats from copyright litigation. 

In short, the balance stnick by the DMCA is working: the legitimate online platforms made 
possible byMhe DMCA safe harbors are today* driving billions ot new dollars to the entertainment 
industries every year. There is every reason to think that this virtuous cycle will only be 
reinforced as today*’s fledgling internet sfcirtups become tomorrow’s global online platforms. 

(dooglc, like many other service providers, has built additional voluntary measures to combat 
piriicy* on top of the requirements set down by* the DMCA safe harbors. This combination of 
‘■‘rules of the road” and evolving voluntary initiatives has proven itself to be an engine of 
economic growth and technology* innovation for more thaia 15 years, while simultaneously 
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attording nghrsholders new ways ro combat infringement online. 

Today, we have an opportiinity to build on the model that has allowed the U.S. digital economy to 
flourish. As (iongress considers trade treaties and other agreements with countries across the 
world, it should advocate for provisions reflecting the safe harbors that have become a pillar of 
U.S. law. (iontinued conanaitment to the principles set out in the DMCiA provisions are a key part 
of keeping the American internet industry at the forefront of the global economy in the 21st 
century. 

Thank you for your attention and the opportunity to contribute our views. 
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Mr. Coble. Thank you, Ms. Oyama. 

Ms. Schneider? 

TESTIMONY OF MARIA SCHNEIDER, GRAMMY AWARD WIN- 
NING COMPOSER/CONDUCTOR/PRODUCER, MEMBER OF THE 

BOARD OF GOVERNORS, NEW YORK CHAPTER OF THE RE- 
CORDING ACADEMY 

Ms. Schneider. Chairman Goodlatte, Chairman Cohle, Ranking 
Members Conyers and Nadler, and Members of the Subcommittee, 
my name is Maria Schneider. I am a composer, bandleader, and 
conductor based in New York City, a three-time Grammy-winner in 
the jazz and classical genres, and a board member of the Recording 
Academy’s New York Chapter. The Recording Academy is the trade 
association representing individual music creators. I am deeply 
honored to speak with you this morning about my personal experi- 
ences with the notice and takedown provisions of the DMCA. 

I come here as an independent musician in the prime of my ca- 
reer, grateful for a steadily growing fan base and critical acclaim. 
But my livelihood is threatened by illegal distribution of my work, 
and I cannot rein it in. 

The DMCA creates an upside-down world in which people can il- 
legally upload my music in a matter of seconds, but I must spend 
countless hours trying to take it down, mostly unsuccessfully. 

It as a world where the burden is not on those breaking the law, 
but on those trying to enforce their rights. It is a world with no 
consequences for big data businesses that profit from unauthorized 
content, but with real-world financial harm for creators. 

Like most artists, I love technology. I became a pioneer in online 
distribution when my release “Concert In the Garden” became the 
first Internet-only album to win a Grammy, and it also heralded 
the age of fan funding. 

Yet today, I struggle against an endless number of Internet sites 
offering my music illegally. After I released my most recent album, 
I found it available on numerous file-sharing sites. I am an inde- 
pendent artist, and I put $200,000 of my own savings on the line 
and years of work for this release, so you can imagine my devasta- 
tion. 

Taking my music down from these sites is a frustrating and de- 
pressing process. The DMCA makes it my responsibility to police 
the entire Internet on a daily basis. As fast as I take my music 
down, it reappears again on the same site, like an endless whack- 
a-mole game. 

The system is in desperate need of a fix, and I would like to pro- 
pose three commonsense solutions. 

First, creators of content should be able to prevent unauthorized 
uploading before infringement occurs. We know it is technologically 
possible for companies to block unauthorized works, as YouTube al- 
ready does this through its Content ID program. But every artist 
should be entitled to this service, to register their music once and 
for all. Just like the successful “do not call” list, creators should be 
able to say “do not upload.” If filtering technology can be used to 
monetize content, it can also be used to protect it. 

Second, the takedown procedure should be more balanced. Most 
of my fans who upload my music probably have no intention of 
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harming me. But to upload my music, one simply has to click a 
box. On the other end of the transaction, I must jump through a 
series of hoops, preparing a notice for each site, certifying docu- 
ments under penalty of perjury, and spending hours learning the 
sites’ unique rules for serving the notice. Creators should have a 
more streamlined, consistent process to take content down. 

Internet services should be required to put consumers through a 
series of educational steps to help them understand what content 
can be lawfully uploaded. If consumers had to go through a more 
robust process to upload others’ content, the system would be more 
efficient for everyone. 

Third, takedown should mean stay-down. Once a service has 
been notified of an infringement, there is simply no excuse for the 
same work to show up again and again on the same site. 

Mr. Chairman, my fellow creators and I have an important job. 
We create art, the fabric of life for our citizens. It is our greatest 
ambassador to the world. Our Founding Fathers gave authors the 
right to copy and distribute their own work in order to incentivize 
creation. It is such a powerful concept that it is in our Constitution. 

But I must tell you that the current environment does not fulfill 
that constitutional mandate. The majority of my time is now spent 
simply trying to protect my work online. Only a small fraction of 
my time is now available for the creation of music. So instead of 
the Copyright Act providing an incentive to create, it provides a 
disincentive. The simple changes I have outlined would make great 
strides in fixing a broken system. 

Mr. Chairman, our Founding Fathers showed great wisdom in 
seeking to protect creators. I have hope that you and your col- 
leagues will also show great wisdom in ensuring that this protec- 
tion will soon apply to the digital age. 

Thank you. 

[The prepared statement of Ms. Schneider follows:] 
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Chairman Goodlatte. Chairman Coble, Ranking Members Conyers and Nadler. and 
Members of the Subcommittee. My name is Maria Schneider. Fm a composer, 
bandleader, and conductor based in New York, a three-time GRAMMY-winner in the 
jazz and classical genres, and a board member of the Recording Academy's New York 
Chapter. The Recording Academy is the trade association representing individual music 
creators. Fm very honored to speak with you this morning about my personal experiences 
with the notice and takedown provisions of the Digital Millennium Copyright Act, or the 
DMCA. 

I come here as an independent musician in the prime of my career, grateful for a steadily 
growing fan base and critical acclaim. But my livelihood is being threatened by illegal 
distribution of my work tliat I cannot rein in. 

The DMCA creates an upside down world in which people cart illegally upload my music 
in a matter of seconds. But I, on the other hand, must spend countless hours trying to 
take it down, mostly unsuccessfnlly. 

It’s a world where the bnrden is not on those breaking the law. but on those trying to 
enforce their rights. 

It’s a world with no consequences for big data businesses that profit handsomely from 
unauthorized content, but with real-world financial harm for me and my fellow creators. 

Like most artists, I love technology. I became a pioneer in online distribution when my 
release Concert In the Garden became the first Internet-only album to win a GRAMMY, 
and it also heralded the age of fan funding. 

But Fm now struggling against endless Internet sites offering my music illegally. After I 
released my most recent album, Winter Morning Walks, I soon found it on numerous file 
sharing websites. Please understand, Fm an independent artist, and I put $200,000 of my 
own savings on the line and years of work for this release, so you can imagine my 
devastation. 

Taking my music down from these sites is a frustrating and depressing process. The 
DMCA makes it my responsibility to police the entire hiternet on a daily basis. As fast as 
I take my music down, it reappears again on the same site-an endless whac-a-mole game. 

The system is in desperate need of a fix, and I would like to propose three common-sense 
solutions: 

First : Creators of content should be able to prevent unauthorized uploading before 
infringement occurs. We know it’s technically possible for companies to block 
unauthorized works, as YouTube already does this through its Content ID program. But 
every artist should be entitled to this service, to register their music once and for all, with 
no strings attached. Just like the successful “do not call” list, creators of content should 
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be able to say, “do not upload.” If filtering technology can be used to monetize content, it 
can also be used to protect it. 

Second : The takedown procedure should he more balanced. I am certain that most of my 
fans who upload my music have no intention of hanning me - and probably no 
knowledge that they are doing so. But to upload my music on most sites, one simply has 
to click a box saying they acknowledge the rules. On the other end of the transaction, I, 
the harmed party, must jump through a series of hoops, preparing a notice for each site, 
certifying documents under penalty of perjury, and spending hours learning the sites’ 
unique rules for serving the notice. Owners should have a more streamlined and 
consistent process to take content down. 

But balance means hitemet services have a responsibility too. They should better educate 
consumers who upload content, more clearly informing them that it is a violation of law 
to upload content they do not own. If consumers had to go through a more robust process 
to upload others’ content, the system would he more balanced and fair. 

Third : Take-down should mean “stay-down.” Once a service has been notified of an 
infringing work, there is simply no excuse for the same work to show up again on the 
same site. 

Mr. Chairman, my fellow creators and I have an important job - we create art that 
becomes the fabric of life for our own citizens and for people the world over. American 
music has become the world’s music. Our founders had the foresight to give us the 
exclusive rights to our works in order to “promote the progress of science and useful 
arts.” Authors were given the right to copy and distribute their own work in order to 
incentivize creation. 

But 1 must tell you that the current environment does not fulfill that constitutional 
mandate. The majority of my time is now spent on activities that allow me some chance 
of protecting my work online. Only a fraction of my time is now available for the 
creation of music. So instead of the Copyright Act providing an incentive to create, it 
provides a disincentive. The simple changes I have outlined would make great strides in 
fixing this broken system. 

Mr. Chainnan, our founders showed great wisdom in seeking to protect creators. I have 
hope and confidence that you and your colleagues will also show great wisdom in 
ensuring this protection will continue in the digital age. 

Thank j^ou. 
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Mr. Coble. Thank you, Ms. Schneider. 

Mr. Sieminski? 

TESTIMONY OF PAUL SIEMINSKI, GENERAL COUNSEL, 
AUTOMATTIC INC. 

Mr. Sieminski. Thank you, Mr. Chairman, Members of the Com- 
mittee. I am General Counsel of Automattic and appreciate the op- 
portunity to testify to you today about our experiences with the 
DMCA notice and takedown process. In particular, I would like to 
talk about ways that we have seen the DMCA process misused and 
how this misuse can harm companies like us, our users, and espe- 
cially freedom of expression on the Internet. 

Automattic is a small company that has a big impact on the 
Internet. We operate the popular WordPress.com publishing plat- 
form where anyone can create and publish a website for free in 
minutes. WordPress powers some of the largest media properties in 
the world, as well as millions of small business websites, law firm 
homepages, and family blogs that are used to share updates with 
friends and family. We host more than 48 million websites that re- 
ceive over 13 billion page views a month, and we reach this huge 
audience with only 232 employees and one lawyer. That is me. 

The DMCA’s safe harbor provisions provide important legal pro- 
tections to us as a small and growing company, and its systems 
work reasonably well overall. However, we have recently seen a 
troubling rise in the misuse of the DMCA takedown process. 

The most egregious cases we have seen are notices from those 
who fraudulently misrepresent that they own a copyright at all in 
order to strike content from the Internet that they simply don’t 
agree with. Other examples include DMCA notices sent by compa- 
nies to remove articles that are critical of their products or copy- 
right holders who send overly broad blanket DMCA notices to take 
down content even though it is being legally and fairly used. 

At Automattic, we do our best to review and weed out abusive 
DMCA notices, and given our limited manpower, these efforts, on 
top of the time we spend processing our volume of legitimate no- 
tices, take resources away from other important pieces of our busi- 
ness. More importantly, DMCA abuse suppresses legitimate free 
expression and erodes trust in our system of copyright enforcement 
overall. 

We certainly appreciate the frustrations that rights holders voice 
about the DMCA system. Piracy is a real issue on the Internet, but 
we see abuses by those who submit takedown notices as well. 

The DMCA gives copyright holders a powerful and very easy-to- 
use weapon, the unilateral right to issue a takedown notice that a 
website operator like us must honor or risk legal liability. Under 
the DMCA safe harbors, the safe thing for an Internet service pro- 
vider to do is to comply with the notices it receives with no ques- 
tions asked. Unfortunately, this puts the full burden of defending 
content on users of Internet platforms who themselves are often 
small, independent artists, musicians, and amateur publishers. 
Very often, these individuals don’t have the resources or the so- 
phistication to fight back. 

To make matters worse, unlike the large statutory damages that 
exist for copyright infringement, there are no real deterrents under 
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the law for misusing the DMCA. So most instances of abuse result 
in successful takedown of targeted content and on repercussions to 
the abuser. 

The only counter-measure available is an action for misrepresen- 
tation under Section 512(f) of the DMCA. We recently joined with 
some of our users who were victimized by abuses in filing two such 
lawsuits. These suits were expensive to bring, time-consuming to 
prosecute, and we expect very little compensation in return. Still, 
they are the only resource available under the current statute, and 
the only deterrent that we saw to prevent future abuse. 

In closing, the DMCA has succeeded in its goal of fostering a vi- 
brant social Internet on a scale that no one could have imagined. 
Today you can create a Facebook page, Twitter account, or your 
very own WordPress website for free. These innovative tools allow 
anyone to publish a cooking blog, build a business as an inde- 
pendent publisher, or even organize a democratic, grassroots over- 
throw of an oppressive regime in the Middle East. 

The Internet’s communication and sharing tools are used by lit- 
erally billions of people, and all of them grew up under the DMCA. 
For the most part, the statute has worked to encourage the growth 
of innovative platforms and businesses like ours, but we should be 
mindful of the ways that the law doesn’t work for everyone and can 
be abused to suppress the freedom of expression that it has been 
so successful in fostering. 

Automattic is very focused on trying to correct the issues we see 
in our own corner of the Internet, and I would urge the Committee 
to keep companies like us and our community of creators in mind 
as we think about the laws governing copyright on the modern 
Internet. 

I thank you again for the opportunity to talk to you today and 
I look forward to your questions. 

[The prepared statement of Mr. Sieminski follows:] 
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Mr. Chairman and members of the Committee, I am General Counsel of Automattic and I appreciate the 
opportunity to speak with you today about our experience with the notice and takedown provisions of 
the DMCA. From our point of view, the DMCA process works well overall, but we have also seen first 
hand how some shortcomings of the current system burden important rights of free expression online 
and create real costs for companies like Automattic, 

About Automattic 

Automattic is a small company that has a big impact on the internet. We're best known as the company 
behind WordPress, the most popular and fastest growing publishing platform on the internet. Our 
WordPress.com service allows anyone to create a website, for free, in minutes. It has proved very 
popular: Automattic now hosts more than 48 million websites on WordPress. com, which range from 
some of the largest media properties in the world to small personal and family blogs. Our sites attract 
approximately 400 million visitors and 13.1 billion page views each month. Automattic is able to reach 
this huge audience with only 231 employees (including only one lawyer), all of whom work in a 
distributed environment: Automattic employees live in more than 25 US states and almost 30 countries 
around the world. We work, collaborate and socialize in on online "office" that's busy 24 hours a day. 

Automattic and the DMCA 

Our users publish a massive amount of content to the websites on our network. The vast, vast, 
majority of this content is original work and not subject to any copyright infringement claims. Let me 
illustrate with some recent data. Last month (February 2014) WordPress.com users created more than 
740,000 new websites, made almost 39 million posts to their blogs and webistes, and uploaded more 
than 22 million individual files (which include photos, videos, songs) in the process^ In that same 
month, we received 825 individual DMCA takedown notices - or about one DMCA notice for every 46,000 
posts made to a WordPress website. 

Though we don't see large scale copyright infringement on our platform, we fully appreciate and 
support the rights of copyright creators online. We're especially attuned to the rights of small, 
independent creators who make up the bulk of our user base and create troves of their own, original 
copyrighted content on WordPress.com everyday. As such, we devote a considerable amount of 
resources to addressing the copyright infringement claims that we do receive, and take great care to 
comply with our obligations under the DMCA's notice and takedown system. 

From our perspective, the DMCA's notice and takedown system generally works in practice. The safe 
harbor provisions of the law are very Important to us, and we, like hundreds of other internet service 
providers, rely on them in publishing the huge amount of online content that our users create. The 
DMCA provides important certainty that our hosting of user generated content will not lead to costly 
and crippling copyright infringement lawsuits. 

To comply with our notice and takedown obligations, we have a team of seven people who focus on 
DMCA and copyright issues as part of their jobs. We aim to respond to all inbound DMCA requests 
within 48 hours, be fully transparent with all parties about the actions we're taking, and make the 
process of submitting DMCA notices and counter notices as simple and straightforward as possible. 


' Further statistics on the usage of the WordPress publishing platform may be found at 
http://wordpress.com/stats 
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Having one in house lawyer (me) and this small team to address copyright issues puts us miles ahead 
of the majority of internet startups who are much smaller than Automattic, but who are also subject to 
the same DMCA regulations. I'd like to stress that a portion of the resources we put towards our DMCA 
program are aimed at combating the shortcomings of the notice and takedown system. For example, 
we spend significant effort reviewing and trying to weed out overbroad and abusive DMCA takedown 
notices, so that our users' speech isn't needlessly censored. This is a real cost to us, and diverts 
resources from more productive uses, like improving the products and services we offer our 
customers. 

Though the system generally works in practice, we see, first hand, several shortcomings with the 
DMCA's copyright enforcement system. 

In particular, the DMCA doesn't adequately protect important fair uses of content online and doesn't 
provide a level playing field for individuals who want to counter takedown notices they receive against 
their content. Importantly, the system fails to penal'ze abusive and fraudulent DMCA takedown 
requests. I can attest to how these flaws in the DMCA system place real burdens on us as an Internet 
service provider, and more Importantly, on the free expression rights of the many individuals who trust 
our services to help them run businesses, publish journalism or express their voices to the world. 

DMCA Abuse 

At Automattic, we've seen an increasing amount of abuse of the DMCA's takedown process. The 
DMCA's takedown process provides what can be an easy avenue for censorship: simply send In a 
DMCA notice claiming copyrights in a piece of content that you don't agree with. Regardless of whether 
you own the copyright, the service provider that hosts the content must take it down or risk being out 
of compliance with the DMCA. 

Recent cases of abuse have been well documented. For example, we recently filed an amicus brief in 
support of Stephanie Lenz's lawsuit against Universal Music Groups. In that case, Ms. Lenz posted a 
home video of her young child dancing in their family kitchen to a song by the artist Prince. Soon after 
posting. Universal Music (Prince's record label) sent a DMCA takedown notice to remove the video, 
claiming it infringed on their copyright in the music playing in the background. 

In our amicus brief, we, along with the internet companies who joined us, outlined many other recent 
examples of misuse of the DMCA that we've seen on our respective platforms. For example: 

-A medical transcription training service using forged customer testimonials on their website submitted 
a takedown for screenshots of the fake testimonials in a blog post exposing the scam. 

-A physician demanded removal of newspaper excerpts posted to a blog critical of the physician, by 
submitting a DMCA notice in which he falsely claimed to be a representative of the newspaper. 

-A model involved in a contract dispute with a photographer submitted a series of DMCA notices 
seeking removal of images of the model for which the photographer was the rights holder. 

-An international corporation submitted DMCA notices seeking removal of images of company 


^ Full text of our amicus brief available at https://www.eff.org/files/2013/12/13/osp_lenz_amicus_brief.pdf 
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documents posted by a whistleblower. 

-A frequent submitter of DMCA notices submitted a DMCA notice seeking removai of a screenshot of 
an oniine discussion criticizing him for submitting overreaching DMCA notices. 

But it was two recent cases of on WordPress.com that reaiiy opened our eyes to the issue of abuse. 

First: ivan Oransky and Adam Marcus are experienced science journaiists who operate Retraction 
Watch (retractionwatch.com), a WordPress.com site that highiights and tracks situations where 
pubiished scientific papers may not be everything they seem. One reader apparentiy disagreed with a 
critique pubiished on Retraction Watch - so he copied portions of the Retraction Watch site, ciaimed the 
work as his own (by backdating his site to make it appear to be the originai pubiisher) and issued a 
DMCA takedown notice against the true authors. Reiying on the representations of copyright 
ownership in the DMCA notice, we processed the notice and disabied Retraction Watch's originai 
content. Retraction Watch promptiy fiied a counter notice, but their content stayed down for a period of 
10 days: the time period mandated by the DMCA, even after the iegitimate pubiisher submits a vaiid 
counter notice. 

Second: Oliver Hotham is a student journaiist iiving in the UK. Oiiver pubiishes investigative articies on 
his WordPress.com biog (oiiverhotham.wordpress.com). The subject of one of his articies apparentiy 
had second thoughts about a press statement he gave to Oiiver ■ so he turned to copyright iaw to 
censor Oiiver's site. He submitted a DMCA notice to Automattic ciaiming copyrights in the press 
statement that he issued. We processed the DMCA notice and Oiiver's post was removed. Oiiver did 
not feei comfortabie submitting to the Jurisdiction of a US court and so the post remains disabled 
today. 

These abuses inspired us to Join with our users to take action. In November, 201 3, Automattic, along 
with Oliver, Ivan, and Adam filed two lawsuits for damages under Section 512(f) of the DMCA which 
allows for suits against those who "knowingly materially misrepresent" a case of copyright 
infringement^ 

While there are statutory damages for copyright inf'ingement (even if very minor) there are no similar 
damages, or clear penalties of any kind, for submitting a fraudulent DMCA notice. The lawsuits that we 
filed represent the only recourse for abuse of the DMCA takedown process. The lawsuits were 
expensive to bring, time consuming to prosecute, and promise very little in the way of compensation in 
return. We brought these lawsuits, alongside our users, to protect their important free speech rights 
and send the message that abuse of the DMCA process has consequences (at least on 
WordPress.com). Cases like these are extremely rare, and I'm confident in saying that the users would 
not have the time, resources or sophistication to br'ng the suits on their own. 

The DMCA system gives copyright holders a powerful and easy-to-use weapon: the unilateral right to 
issue a takedown notice that a website operator (like Automattic) must honor or risk legal liability. The 
system works so long as copyright owners use this power in good faith. But too often they don't, and 
there should be clear legal consequences for those who choose to abuse the system. I'd urge the 


^ Automattic Inc., et al v. Steiner, No. 13-cv-5413 (N.D. Cal. Nov.21, 2013), and Automattic Inc., et al v. 
Chatwal, No. 13-CV-5411 (N.D. Cal. filed Nov.21, 2013). 
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Committee to add such penalties to the DMCA to deter and punish these types of abuses. 

Fair Use 

Another shortcoming we see in the current takedown regime is an inadequate protection for fair use 
of copyrighted materials. 

The fair use doctrine allows for limited use of another's copyrighted works and underlies a significant 
amount of the content that's posted to WordPress.com, and across today's social internet. Anytime a 
blogger uses a portion of a copyrighted book in a book review, or incorporates a screenshot of a 
company's website in a criticism of that company's products, fair use is at play. This happens 
thousands of time across the internet and on Word^ress.com each day. Fair use is fundamental to the 
sharing we see on WordPress.com and across the modern, social internet. Anyone has the ability to be 
a creator and creation on the internet often starts with fair use of another copyrighted work. Without 
fair use, sharing, creativity and conversation on the internet would be much less interesting and 
robust. 

Unfortunately, fair uses are often the target of DMCA takedown notices. Many times, fair uses are 
unintentionally targeted by copyright holders (or their third party agents) who simply scan the Internet 
for copyrighted images or text, and issue bulk takedown notices against files that match their 
database of materials, without regard to how those materials are used. Without adequate, human 
reviews, to determine if a copyrighted file is being legitimately and fairly used, such bulk notices can 
create significant collateral damage to freedom of expression. Even more concerning are companies 
who issue DMCA notices specifically against content that makes use of their copyrighted material as 
part of a criticism or negative review - which is classic fair use. 

The damage done by takedown notices that target fair use is exacerbated by the fact that the counter 
notice system doesn't work for most internet users (more on that issue below). The end result is that 
there isn't an effective way, under the current system, for a user on the receiving end of a faulty notice 
to challenge the removal of their content and have it reinstated. 

The DMCA's notice and takedown system should do a better job of taking account of fair use rights. 
There should be real requirements for copyright holders to consider fair use and meaningful penalties 
for those who abuse the DMCA takedown process by targeting fair uses of their works. 

Counter Notices 

To fight back against the faulty, overbroad, or fraudulent DMCA notices I described above, the DMCA 
provides that a user may challenge the removal of content by filing a counter notice. In our experience, 
however, this happens very rarely. In February 201 A we received 825 DMCA notices and only 4 counter 
notices. Other online services report similar statistics."^ 

One key deterrent to contesting a takedown notice is the prospect of statutory damages for 
infringement. Statutory damages mean that plaintiffs in copyright cases don't have to present any 


^ Twitter, for example, reported receiving more than 5,500 takedown notices over a six month 
period from January-June 2013. But in that time, it received only six counter notices challenging 
removal of content, https://transparency.twitter.com/copyright-notices/201 3/jan-jun 
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evidence that they were harmed in order to receive a damages award. This makes damages for 
infringement highly unpredictable, and In many cases, far out of proportion to the damages caused by 
an innocent, non-commercial infringement of copyright. Statutory damages represent a deterrent to 
creativity on the internet, and prevent many internet users from contesting takedown notices against 
copyrighted content that they had every right to use and publish. 

Another deterrent is thatthe counter notice form itself is complicated and legalistic - many users need 
to consult a lawyer before completing and submitting the form, and most don't have the time or 
resources to do that. 

Additionally, in the process of submitting a counter notice, users are required to reveal their personal 
identity and address and agree to be sued in federal court. This doesn't work for the many 
anonymous bloggers that we host on WordPress.com, who speak out on sensitive issues like 
corporate or government corruption. 

All these factors make filing a counter notice an uphill and potentially very expensive battle. The 
unfortunate result of this takedown notice power differential is that a massive amount of content is 
being permanently removed from the internet, even though much of it is lawfully and fairly used. 

To address these Issues, we should re-examine statutory damages in light of how copyrighted content 
is being used and shared by individual users on today's internet. Also, the counter notice process can 
be streamlined and improved. 

Conclusion 

When the DMCA originally passed In 1 998, it wasn't possible to create a Facebook page, Twitter account 
or your own website, for free, in minutes like you can do on WordPress.com. These innovative tools 
allow anyone to communicate their vacation photos to the world, build a business as an independent 
publisher, or even organize a democratic, grass roots overthrow of an oppressive regime in the Middle 
East. The internet's communication and sharing tools are used by millions of people, and all grew up 
under the DMCA. For the most part, the statute has worked to encourage the growth of innovative 
platforms and businesses. The United States is now home to the most thriving and advanced internet 
companies in the world. 

At the same time, there are some important flaws in the DMCA takedown process. Particularly, the 
DMCA doesn't adequately protect fair use rights that are a key driver of the growth of the modern 
social internet. Also, the DMCA doesn't provide average internet users or service providers adequate 
protections against abuse of the notice and takedown system - though copyright law does impose 
draconian statutory damages for even minor infringements. 

From the point of view of the service provider, the safe thing to do is to process all DMCA takedown 
notices that we receive, without reviewing them for abuse or thinking about the possibility of fair use 
defenses. The DMCA provides an attractive legal safe harbor for service providers if we follow the 
takedown process to the letter. Unfortunately, this process puts the full onus on the userto assert 
their legal rights to content and very often, they choose not to do so because of the risks and expense 
involved. At Automatic, we do our best to review the takedown notices we receive and in some cases, 
question and push back on takedown demands that we see as outright abuse or clearly targeting a 
fair use of copyrighted content. The problem is that each time we question a DMCA notice, or delay our 
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processing of it to investigate further, we risk stepping outside of the DMCA's safe harbors and 
subjecting ourselves to a possible Infringement claim. 

In short, the copyright problem we see on WordPress.com isn't that too little copyrighted content is 
being removed from the internet. Instead, the huge amount of legitimate, user generated, original 
content we see on our platform has led to instances of overbroad copyright enforcement, as well as 
outright abuse of the DMCA. These flaws and abuses have the effect of limiting freedom of expression 
and we should all do our best to try to correct and prevent them. 

Our users are small, indepenet creators, amatuer journalitsts and publishers of all types. A large and 
growing number of them are located outside of the United States. Many of these individuals do not 
enjoy freedom of expression in their home countries, but they're able to find it on WordPress.com and 
on hundreds of other US based services on the internet - all of which are subject to the provisions of 
the DMCA. We're very proud of the platform that we've created, and of the creators who are able to 
express their voice through our services. I'd urge the Committee to keep Auto mattic and our community 
of creators in mind as we think about the laws governing copyright on the modern internet. 

Thank you again to the Committee for the opportunity to share my views on these important issues 
and I look forward to your questions. 


Paul Sieminski is General Counsel for Automattic Inc., the company behind WordPress.com. As General 
Counsel, Paul oversees Automattic’s global legal affairs, including copyright and intellectual property 
enforcement and policy. Paul received his B. S. in Business Administration from Georgetown University and 
law degree from the University of Virginia School of Law. 
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Mr. Coble. I thank all of the witnesses for your contribution 
today. I commend you that you did not abuse the 5-minute rule, 
and for that we are appreciative. We will try not to abuse it on our 
end, as well. 

I will start with Professor O’Connor. Professor, your testimony 
suggests several changes to Title 17 to modernize its impact. To the 
extent that changes are warranted, should such changes be written 
in detail or left to broad parameters in order to account for the fu- 
ture technological changes? 

Mr. O’Connor. Yes, thank you for your question. Chairman 
Coble. I am always a little nervous about getting too detailed in a 
statute because, as you mentioned, technology will change. That is 
why in the first stage of my first proposal I suggested again that 
we have a voluntary stakeholder process to try to come up with it, 
and only if that doesn’t happen to then move on to some changes. 
I know that the USPTO and the Copyright Office are both trying 
to work through some of these voluntary arrangements. It could 
very well be that Congress could do a change to the statute that 
would then authorize the Copyright Office to then do some regula- 
tions around it. 

Mr. Coble. I thank you. Professor. 

Mr. Doda, should there be a numerical threshold of notices or 
other measures above which ISPs are required to undertake more 
action related to online infringement and below which ISPs’ obliga- 
tions should be more limited? 

Mr. Doda. Thank you. Chairman Coble. 

Mr. Coble. Pull that mic a little closer to you, Mr. Doda, if you 
will. 

Mr. Doda. We do not think there should be limits on the number 
of notices so long as, of course, the notices are issued in good faith 
and there is sufficient vetting that the copies are infringing. We 
would not support limits on the number of notices. 

Mr. Coble. I thank you, sir. 

Mr. Sieminski, do you think that the provisions currently in Sec- 
tion 512(D, which create liability for damages, costs and attorney 
fees in the case of misrepresentations, is notice to adequately pro- 
tect against the likelihood of abusive takedown notifications? How 
have courts interpreted this provision? 

Mr. Sieminski. Thank you for the question, Mr. Chairman. And 
I think the answer is we don’t really know, and I think the reason 
is the volume of cases that have been brought under 512(D have 
been so low. The reason for that is there is just a great imbalance 
of power between, I think, those that are sending the notices and 
those that are receiving them. By that I mean the companies that 
are sending takedown notices are often big corporations. The people 
on the receiving end are often individual users. So in order to bring 
a case, we have only seen a few of them, and I think we, as I men- 
tioned in my testimony, brought a couple recently alongside our 
users. Without, I think, our intervention, those cases would not 
have been brought. 

So I think the number of cases that we have seen and the 
amount of case law we have on 512(D is just very small, so it is 
very hard to say. 

Mr. Coble. Thank you, sir. 
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Professor Bridy, should Congress create incentives for voluntary 
systems to be created to address infringement? And if so, what 
types of incentives would be most appropriate? 

Ms. Bridy. Thank you, Chairman. I think that the market has 
created sufficient incentives as evidenced by the fact that we have 
seen some really meaningful voluntary agreements entered into re- 
cently. I think also, at the behest of the Office of Intellectual Prop- 
erty Enforcement Coordinator, which has taken a role in trying to 
encourage these voluntary best practices agreements. One, as I 
think you may have mentioned, is the Copyright Alert System be- 
tween copyright owners and ISPs, Internet access providers. We 
have also seen some voluntary best practices agreements with ad 
networks, as Ms. Oyama discussed. (Google has entered into that 
voluntary best practices agreement.) And also payment processors, 
online pharmacies. 

So I think that the industries have been working together coop- 
eratively without statutory incentives to do so. So I am not sure 
they would be necessary. Thank you. 

Mr. Coble. Thank you. Professor. 

Ms. Schneider, are there other areas besides technical measures 
that Congress could create incentives to reduce infringement? 

Ms. Schneider. I think that all I have come up with, my ideas, 
are the three points that I have put forth here, and I think those 
kind of measures, maybe lawyers are better equipped — we have 
five of them here — to come up with that. I don’t know. 

Mr. Coble. Does anybody else want to weigh in on that? 

[No response.] 

Mr. Coble. If so, I see the red light has been illuminated, so I 
will recognize the gentleman from New York, Mr. Nadler. 

Mr. Nadler. Thank you, Mr. Chairman. 

Ms. Oyama, we have heard that one of the biggest problems, 
maybe the biggest, certainly from the content provider’s point of 
view, is the whack-a-mole problem. You serve notice on an infring- 
ing thing, it gets taken down, it reappears instantly, and this can 
go on over and over and over again, and you never catch up. 

Professor O’Connor suggested a notice and stay-down procedure. 
Would you comment on that proposal as a solution or a possible so- 
lution to the whack-a-mole problem? 

Ms. Oyama. Yes, thank you. I think all service providers are also 
very sensitive to this issue because the service providers haven’t 
done anything wrong, and we are also working extremely hard to 
rid our systems of any of this type of bad content. And I under- 
stand why the notion of a stay-down notice and stay-down might 
be attractive. 

I think you really have to look across the products. I think Con- 
gress got it right. When they created the DMCA, they did not im- 
pose these types of pre-filtering and pre-monitoring obligations on 
service providers. So companies like Facebook, Twitter, Google, we 
can allow our users to post content in real time without having to 
filter every comment and tweet. 

I also think we have to think about the scale of the entire Inter- 
net. So there are something like 60 trillion web addresses, and al- 
most anything on the Internet can be copyrighted. 
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Mr. Nadler. Let me focus in a bit more. Ms. Schneider writes 
a song. That song is improperly posted. She sends you a takedown 
notice. You take it down. Somebody else immediately re-posts the 
exact same song. Is there the technology so that, having received 
a takedown notice on that song or that nursing exam or whatever 
and taken it down, that the moment someone re-posts exactly the 
same thing it can he automatically taken down again? That is what 
I take it you mean by “stay-down.” 

Ms. Oyama. The notice and takedown system is the hest system 
for that because the copyright owners themselves are the ones — 
they know what they own, not the service providers. They know 
where it is authorized and where it is not. 

Mr. Nadler. They have notified you, somebody has notified you 
that this song is unauthorized. You have taken it down. The exact 
same song gets re-posted. You don’t need a second notice. Is the 
technology available, and is it easy to use or terribly hard to use, 
so that you could say that the moment something that has already 
been taken down gets posted in exactly the same thing, it auto- 
matically doesn’t go up or it gets taken down automatically without 
the necessity of a second takedown notice? Is that practical? 

Ms. Oyama. It depends on the platform. It is not practical as a 
technical mandate on all service providers because if somebody 
says this is my song and it can only be on two sites, everything else 
has to stay down, that does not account for fair uses in U.S. law. 
Members have content of news clips that go up on their websites. 
There is a lot of different uses for content, and the intermediaries 
in the middle don’t actually know who are the rights owners and 
where is the content allowed to be. 

So this notice of the cooperative approach, where we get a notice 
and it comes out as the right way, I think there have been some 
great models in the private sector. On YouTube, because we have 
Content ID, because these are hosted platforms, we have copies of 
all of the files that are uploaded, we have copies of reference files, 
businesses can build on top of that and build new systems. 

In our hosted platforms, there is a way rights holders in advance 
can give us their files and tell us before anything goes up what 
they want to have happen. 

Mr. Nadler. Okay. Thank you. Thank you very much. 

Professor O’Connor, Congress also did allow for red-flag knowl- 
edge triggering obligations. So at what point should repeat notices 
trigger some obligation on providers’ part? And in answering that 
question also, if you feel it is advisable, you might want to com- 
ment on Ms. Oyama’s answer to my question about your proposal. 

Mr. O’Connor. Thank you, thank you. The issue on the red flags 
is the way the courts have been addressing it is to use this doctrine 
of willful blindness, but willful blindness is not in the statute. So 
we are seeing quite a division among the courts. So I think that 
what would be very helpful is for Congress to decide on policy, on 
what willful blindness should mean, and then put it into the stat- 
ute. 

I would also then respond respectfully to Google about the situa- 
tion with identifying content with my own anecdote, which is that 
I had videos where I was demonstrating copyright, about how song- 
writers should think about copyright, using my own guitar, al- 
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though not playing bluegrass but playing ZZ Top songs. I had post- 
ed it on YouTube, and very quickly it was taken down. 

I was impressed. First I thought that it was because of my ren- 
dition of ZZ Top’s La Grange the electronic algorithm picked it up, 
but I think it was because I also played a little recorded snippet. 

So again, the important thing is that those kinds of fair use 
transformative uses, those are a different category. I think the 
technology — again, I am not at Google, so I certainly can’t speak 
for them. But I believe, from my experience, the technology is 
strong enough to recognize that here is the entire song. So again, 
if it has been already noticed and taken down, then that could stay 
down. 

Mr. Nadler. Thank you. 

Mr. Coble. The gentleman’s time has expired. 

Mr. Goodlatte. Mr. Chairman? 

Mr. Coble. Chairman Goodlatte? 

Mr. Goodlatte. Thank you, Mr. Chairman, and I want to thank 
everyone on this panel. It is an excellent panel of witnesses and ex- 
cellent presentation of a number of ideas. 

About 16 or 17 years ago, then-chairman of the Judiciary Com- 
mittee, Henry Hyde, asked a relatively junior Member of the Com- 
mittee to sit in a very hot hearing room — it is no longer a hearing 
room; I think staff has to use that room now — with about 30 rep- 
resentatives of various interests on this issue, content community 
representatives and Internet service provider and technology com- 
munity representatives, and some with a foot in both camps. I was 
that junior member, and I had literally no idea what I was getting 
into. 

But my job was not to figure out how to solve this problem of 
getting great content onto the Internet in a digital format but to 
keep everyone in that room until we succeeded. All of these rep- 
resentatives succeeded in coming up with the notice and takedown 
provisions and the safe harbor, which were incorporated into the 
DMCA. 

So now, nearly two decades later, how does one measure the suc- 
cess of Section 512? Is it by, as some might suggest, the number 
of notices sent, or is it, as some others might suggest, by the 
amount of infringing content that not only is taken down but stays 
down, or by some other measure? 

Let me start with you. Professor O’Connor. 

Mr. O’Connor. Thank you. Chairman Goodlatte. And again, I 
want to make very clear that we all very much appreciate the work 
that was done to put Section 512 in place in the first place. It has 
on many counts for many years been very successful. 

Mr. Goodlatte. I have a very limited amount of time, so can you 
get to the question? What is the best measure of success? 

Mr. O’Connor. Okay. I think the best measure of success is 
whether it is a balance between the parties, whether you have art- 
ists feeling like they can, in fact, get their material taken down and 
it stays down and that they don’t have to engage in the whack-a- 
mole. 

Mr. Goodlatte. Professor Bridy? 

Ms. Bridy. Thank you. I think the best measure of success is in 
terms of empirical numbers about the growth of the Internet and 
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the growth of the industries that distribute content over the Inter- 
net. I think those numbers are good news on both sides. 

Mr. Goodlatte. Ms. Oyama, I want to come at the issue that the 
gentleman from New York was asking about but from a different 
perspective. Should ISPs be required to respond differently to a 
takedown notice when it is the 50th or the 50,000th notice of the 
same content? 

Ms. Oyama. I think generally you want to have a consistent set 
of obligations. So we have YouTube. We have over 100 hours of 
content that is uploaded in an hour, a vast amount of content. We 
need to know each time whether the use is appropriate or not. So 
just looking at the specific quantity wouldn’t be enough. 

Mr. Goodlatte. Mr. Doda? 

Mr. Doda. Certainly in some circumstances. I think the key is 
that one size does not fit all, and I think my written statement and 
Google’s written statement share that sentiment. Where sufficient 
matching can occur, I think it is appropriate for stay-down. So 
Google provides, as I understand it, flexibility through the Content 
ID system, that when sufficient matches occur, they can either be 
monetized or the rights holder can direct that they be taken down. 
So I think it is a question of collaboration and coordination in order 
to achieve that goal. 

Mr. Goodlatte. All right. And the last question I want to ask 
I will let all of you answer, and that is on this whole issue of 
whether appropriate penalties exist for those who abuse the notice 
and takedown system. So I will start with you, Mr. Sieminski. Do 
you think appropriate penalties exist? And if not, what should the 
penalties be? 

Mr. Sieminski. I would say, from our standpoint, I would say no, 
just because of the volume of these abusive notices that we are see- 
ing and really just the fact that 

Mr. Goodlatte. Do you have a solution? Because I am down to 
a minute, and I have five more people to answer. 

Mr. Sieminski. No. I mean, I think we have statutory damages 
for copyright infringement. We should have 

Mr. Goodlatte. Something like that. 

Ms. Schneider? 

Ms. Schneider. I think that if the proper things are in place to 
keep improper uploading, once it is up and I say it is down and 
it goes down, we don’t have to worry about punishing people be- 
cause there are stops to bad Internet behavior. 

Mr. Goodlatte. But you would say there are not adequate pen- 
alties now? 

Ms. Schneider. Absolutely not, because * 

Mr. Goodlatte. Ms. Oyama? 

Ms. Oyama. I think we want to incentivize transparency. We 
have Google’s copyright transparency report by showing actually 
which sites are targeted and who is sending them. That has helped, 
I think, everybody in the system figure out who are the best ven- 


*The witness inserts the following text to complete her response: 

. . . abuse of the current notice and takedown system is very rare and the issue is used 
as a distraction from the real issue of rampant online infinngement. Congress should 
focus its efforts in this area of the law on making the notice and takedown process 
meaningful and effective for creators and copyrights owners. 
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dors here, how does automation help, and then who are the bad ac- 
tors. News reporters have looked at this, as well. That constantly 
improves the system to make it more efficient and more accurate. 

Mr. Goodlatte. Mr. Doda? 

Mr. Doda. First I think that it has to be placed into context. The 
number of abuses and mistaken notices are exceedingly, exceed- 
ingly rare. 

Second, I think the statute itself, as I understand it through the 
counter-notification process, already provides that if a response to 
the counter-notice is not made, that in fact the content can be put 
back up. 

In terms of 512(f), we are certainly in support of a level playing 
field in terms of abuses being addressed, whether it is in the na- 
ture of an abuse of a notice or an abuse of a counter-notice. 

Mr. Goodlatte. Mr. Chairman, I know my time has expired, but 
if we could allow Professor Bridy and Professor O’Connor, I would 
like to hear them. 

Mr. Coble. Without objection. 

Ms. Bridy. I think the remedies that currently exist are not ade- 
quate, and I think statutory damages or some enhanced measure 
of damages might be appropriate. 

Mr. O’Connor. I think that they are adequate now for the abu- 
sive notices, as we have seen in some of these cases where services 
have denied actually taking down things. 

Mr. Goodlatte. Thank you very much. 

Thank you, Mr. Chairman. 

Mr. Coble. The gentleman’s time has expired. 

The distinguished gentleman from Michigan, Mr. Conyers. 

Mr. Conyers. Thank you, Mr. Chairman. 

I congratulate all of the witnesses on their testimony. It has been 
very important. 

But since I don’t question Grammy winners too often, I would 
like to ask Ms. Schneider and attorney Doda about 512 that places 
primary burden of finding online infringement on rights holders, 
and because of the rapid increase and availability of infringing ma- 
terial we have gone through some changes, and I noticed that we 
got two recommendations from Professor O’Connor, and then we 
had two more recommendations from Professor Bridy, and then we 
got three recommendations from Ms. Schneider. 

What do you think of these? How do we ensure, especially for the 
smaller artists and musicians and businesses? Because those are 
the ones I am mostly concerned with, because the big corporations 
are going to usually take care of themselves. But give me any 
views that you have on this kind of an approach, and then I will 
open it up for everyone else. 

Ms. Schneider. I would like to share with you what I encounter 
on the Internet when I find an abuse. 

Mr. Conyers. Please do. 

Ms. Schneider. This is what it takes and what typically you see 
when you upload material. [Witness holds up poster.] 

Now, you probably can’t read it, and actually you can barely read 
it when you are on a computer either. It has a little thing you can 
click talking about Terms of Use or something. But basically, it 
says nothing about accountability whatsoever. 
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Now, when I find the abuse, this is what I am given. [Witness 
holds up poster.] 

It is in larger print from the same site. I have not enlarged the 
print. This is telling me all the hoops I must jump through in order 
to take it down. 

Mr. Conyers. Quite a few? 

Ms. Schneider. Yes, I will say so. It is pretty frustrating. 

Now, I will say, I want to congratulate YouTube because the 
takedown procedure is such a relief now. It is just so much better, 
but there is one issue. I took down something the other day, and 
now this is what the link sends to you. [Witness holds up poster.] 

Can you read it? It says, “This video is no longer available due 
to a copyright claim by Maria Schneider,” and then there is a sad 
face. Now, I find that that is designed to turn animosity toward 
me. That is, you know, when you put something up on YouTube, 
all you have to do is put a user name. I don’t know who the person 
is. And now suddenly I have been exposed as the meanie. I think 
this should absolutely be changed. But otherwise, I like their take- 
down procedure. It is much better. I think they need work when 
people upload. It needs to be very robust. 

Mr. Conyers. Attorney Doda? Thank you. 

Mr. Doda. Thank you, Mr. Conyers. We accept that the onus is 
on the rights holder at the outset. I think one way to reconcile the 
relative burdens when you are dealing with a large corporation 
with resources or an individual creator obviously diverted from 
their creative endeavors if they have too much of a burden is, 
again, through the filtering process, and I would endorse what Ms. 
Schneider suggested, which is a contribution appropriately 
verifying that she owns a work, a contribution to a referential data- 
base, for example. 

I think another factor would be if a notice is sent and there are 
no counter-notices or objections and it is deemed valid, that her 
work should stay down. In terms of the difficulties that individuals 
have in navigating the notice requirements and the shame, if you 
will, I think those types of issues are properly addressed in a proc- 
ess like the PTO, as I understand, is undertaking to discuss the 
nuts and bolts, if you will, of the takedown system and improve- 
ments that can be made. 

Mr. Conyers. Well, do you think, in closing, that the smaller art- 
ists, the non-Grammy winners, the musicians and businesses, 
aren’t they even in a more restricted position than other more suc- 
cessful people in the field. Professor O’Connor? 

Mr. O’Connor. Yes, I think they are. If you are a smaller artist, 
you are a small web startup, you don’t have the compliance staff 
to try to get in the middle of the notice and takedown ping-pong 
match. That is why I do think that if we could have tools made 
available at reasonable cost to help them, again to stay-down the 
really infringing stuff, it would take down the volume and they 
wouldn’t have to have a compliance staff of that magnitude. 

Mr. Conyers. That is where I am going to put my emphasis, out 
of all of the things that I have heard in this hearing, and I thank 
all of the witnesses. 

I thank the Chairman. 

Mr. Coble. Thank you, Mr. Conyers. Your time has expired. 
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The gentleman from Ohio, Mr. Chabot, is recognized for 5 min- 
utes. 

Mr. Chabot. Thank you very much, Mr. Chairman. I thank you 
for holding this hearing. I think it has been very good so far, and 
I want to applaud, first of all, the efforts of Google and other online 
service providers, what they have done to address the copyright in- 
fringement by voluntarily working with content providers. The de- 
velopment of the content idea in similar systems is a testament to 
a free-market solution, protecting the interests of copyright owners, 
certainly not perfect, and businesses alike. 

This is a step in the right direction, but there is obviously still 
a lot more to be done, as we have heard here this morning. Only 
a collaborative effort between the content service providers, pay- 
ment processors, and advertisers will ensure the development of a 
more finely-tuned technical system. It is my belief that the best so- 
lutions to this problem will be developed not by the government but 
rather by free-market collaboration. 

Clearly, copyright infringement takes an economic toll on both 
content and service providers alike. For example, Ms. Oyama, you 
mentioned that YouTube could never even have launched as a 
startup back in 2005 if it had been required to implement a Con- 
tent ID system. In what ways and methods has this negatively im- 
pacted your businesses and other startup-type companies, and how 
has copyright infringement stunted growth and development for 
other online startups? And finally, what collaborations do you hope 
to see as you move toward a technological solution in addressing 
copyright infringement? 

Ms. Oyama. Thank you. It is something that all providers face, 
as well as a challenge. It is something at Google we spend tens of 
millions of dollars investing systems to root out infringers and eject 
them from our services. But I think the overall picture is extremely 
positive, and the DMCA has provided a foundation of legal cer- 
tainty that has allowed online services to thrive, and then it has 
also created an incentive to innovate, and we have a lot of mutual 
business incentives. 

So today on YouTube, we have licenses with all the major labels 
and all of the studios, and we have worked together to build a sys- 
tem of Content ID where rights holders now, when a user uploads 
content, rights holders can decide what to do. So they can remove 
it or they can monetize it. Actually, more often than not, the major- 
ity will actually now choose to leave the content up and share in 
the revenue. So they get the majority of the revenue as the rights 
holder, and then the user gets to keep their content up, and the 
platforms are also doing well and able to share this. 

So I think incentivizing those kind of business partnerships and 
collaborations so that everyone can kind of grow this pie together 
and get more content out there with users is the right way to go. 

Mr. Chabot. Let me ask you another question. You had men- 
tioned that you had identified and gotten rid of 73,000 rogue sites. 
Over what time period was that again? 

Ms. Oyama. Those were in the last 2 years, ejected from our ad- 
vertising programs. 
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Mr. Chabot. The last 2 years? How many of those would you es- 
timate were outside the U.S., originated outside the U.S. versus in 
the U.S.? 

Ms. Oyama. a large, large number are internationally based. 

Mr. Chabot. Okay, so outside the U.S. 

Ms. Oyama. It’s a mixture. 

Mr. Chabot. The vast majority would you say? 

Ms. Oyama. I would have to go back and check on the percent- 
age. 

Mr. Chabot. Okay. If you wouldn’t mind at some point, I would 
be interested in seeing that. 

Ms. Oyama. Sure. 

Mr. Chabot. Ms. Schneider, let me ask you, if I can, I under- 
stand and sympathize very much with what you are saying. I think 
there are a lot of other people out there, maybe college students, 
maybe younger people, and older people as well, who sort of look 
like a lot of people in your position as being, well, they are really 
wealthy and they ride around in limos, and I am just a poor college 
student and I am really not hurting anybody, and this may be an 
opportunity for you — and you have, I think, quite eloquently thus 
far, but is there any message that you would like to say on the 
other hand, that there is another side to this? 

Ms. Schneider. You mean about the young college student? First 
of all, I am not driving a limo, you know. I am still $100,000 in 
debt, and that three-time Grammy-winning album that I made that 
should have long paid for itself if it wasn’t being pirated all over 
the Internet. And I do talk to young students all the time when I 
teach in business conferences at colleges. They ask how can I have 
what you have, and a lot of the conclusions that young musicians 
are coming to now is what is hurting us is that we are so diluted 
by being splashed all over the Internet. 

So we are slowly, as a community, coming to the conclusion that 
all this exposure is not coming to us in money. What it is really 
doing is diluting us, and once somebody sees us all over YouTube 
in a dozen different performances, they aren’t coming to our 
website and buying the record, and this is what people are finding, 
and they are hurting. Young people are really, really scared. I am 
telling you, I hear from them all the time. They ask me what can 
I do, and you know what I say? I say get educated, start advo- 
cating, and write to your congressman. 

Mr. Chabot. Thank you very much. 

I yield back. 

Mr. Coble. I thank the gentleman, the gentleman from Ohio. 

The gentle lady from California, Ms. Chu. 

Ms. Chu. Thank you, Mr. Chair. Before I begin my questioning, 
I would like to submit two items into the record. First is the op- 
ed that was co-authored by myself and Congress Member Marino, 
a member of the Creative Rights Caucus, about the notice and 
takedown. This editorial came out in today’s editorial section in 
The Hill, and it essentially talks about how our digital copyright 
system is not working for smaller and independent creators who 
are ultimately victims of theft but have to fight tooth and nail to 
protect their property and how we need to take a closer look to im- 
prove the notice and takedown notice under DMCA. 
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The second item I would like to submit is Chris Castle’s article 
in The Trichordist that talks about how the safe harbor is not a 
loophole and documents five things that we could do right now to 
make notice and takedown work better for individual artists and 
creators. 

Mr. Coble. Without objection. 

[The information referred to follows:] 
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Safe Harbor Not Loophcle. Five Things We Could Do RitthI No>v 
to Make the DMCA Notice aiid Takedown Work Better' 


By Chris Caslle 

There has been considerable discussion about how the DMCA notice and takedown procedures 
are “broken “ We don't think that this is quite true — the procedures are manipulated, 
misunderstood and abused on a grand scale. That doesn’t mean that the notice and takedown 
procedure is "broken” any more than the laws against burglary, theft and tax evasion are 
"broken ” No statute can control unethical behavior by those who use the law as a flimsy 
excuse to gel away with bad behavior 

Many Internet companies have interpreted the DMC A to permit bad behavior until the victim of 
the bad behavior notified the bad actor tliat they were behaving badly — each time they behaved 
badly This “catch me if you can” interpretation of the DMCA was not at all what the Congress 
had in mind. We would go further ajtd suggest that not only was it not what the Congress had in 
mind, it also wasn't what the participants in the discussions and negotiations and drafting of the 
statute had in mind, either. 

A review of the history suggests that the true purpose of the DMCA notice and takedown 
procedure was to provide a lilile latitude to reasonable actors acting reasonably There is 
nothing — iiolhiiig — in the legislative history that suggested that key legislative leaders were ever 
thinking that any one company would receive a million notices in a year, mticli few a milliaii 
iitilices ilia week, week after week trfter week. (Google recently announced that it receives a 
million notices a week far search alone ) [Editor's note Since we first published this post in 
2012, Google now receives more like FIVE MILLION NOTICES A WEEK'] 

What is in die history is that the purpose of the DMCA was to provide a relatively low 
cost alternative to litigation for both creators and Internet companies when creators spot an 


' From The Trichordist. September 10, 2012 currently available at 

liltn //theirichordist coni/201 2/00/1 o/safe-harhor-not-loonhole-ft ve-lhiiurs-wc-could-divriuht- 
now-lo-niake-the-dmca-nolicc-and-takedown-work-betler/ 
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unauthorized use of their work which should be a rare occurrence — and we think should be 
accorded a little latitude if reasonable people are acting reasonably. That’s what a safe harbor is 
for — and the DMCA was intended to create a safe harbor, not a loophole. 

There is also a threshold qualification to getting the safe harbor in the first place: The site 
operators shouldn’t actually know or have reason to know that there is infringement occurring on 
their premises. If they find that some users are repeat infringers, the site needs to take them 
off. Sounds fair, right? 

Actual knowledge is the kind of thing that was documented in the Viacom v. YouTube and 
Isohunt discovery. Having reason to know is called “red flag” knowledge, that you have so 
many indications that infringement is going on that it's like someone is waiving a red flag in your 
face that anyone could see. Like if you got a million notices a week that infringing was going 
on. 

Another problem is that we have heard that some companies take the position that in countries 
where there is no safe harbor, they "deem" US law' to apply. Aside from the obvious 
cultural arrogance, if you ask the local courts and lawmakers, we seriously doubt they would be 
so accepting of US law, so let's not deem that US law applies. Also known as "pretending" that 
US law’ applies. 

With this in mind, here are five things that could be done today to preserve the good in the 
DMCA without having to open up the legislation in a negotiation between artists and Big Tech — 
a process we think w’ould lead to an extraordinarily mismatched negotiation given the tens — 
soon to be hundreds— of millions that Big Tech is spending on lobbying in the US alone. These 
would apply as appropriate to any of the various companies that take advantage of the 
DMCA safe harbors. 

1. Stop Playing Games with Red Flag Knowledge : If you receive a million DMCA notices a 
week, you look pretty stupid if you deny you have actual knowledge, and you seem incapable of 
sequential thought if you deny you have red flag knowledge that infringing is occurring. A more 
plausible explanation of this extraordinary burden that such a system places on the economy is 
that the system is defective, like an exploding gas tank. 

Just like a car with an exploding gas tank, the car may do a lot of good and may be useful to 
consumers. But not with that gas tank. That gas tank has to go. And one reason it has to go is 
that the car with the exploding gas tank creates an unacceptable level of risk and harm to 
innocent people who randomly come in its path. 

What search companies should do when they consistently receive thousands of notices for a 
particular site is block that site from search results, not just push them down in search results and 
continue referring customers to them. The burden w'ould then shift to that blocked site to prove 
that all those millions of DMCA notices were wrong — even though Google has acknowledged 
that 97% are accurate. 

The reality is that these sites w'ill slither off into the Internet to find something else to do. 


2 
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2. Block the File, not the Link to the File : The point of the DMCA was to stop the infringement, 
that is, block the infringing material, not to stop one link to the infringement. It has been 
interpreted by many, if not all, offending sites or search engines to require a link by link notice, 
or to require that artists litigate each link to a final nonappealable judgment before the link can 
be disabled, much less the file can be deleted. 

This is a ridiculous interpretation of the law and is solely designed to allow the site to profit from 
infringement for as long as possible in the hopes that the less-well heeled will simply give up. 

Google is particularly well-suited to discover blocked files due to its ContentID system on 
YouTube. This is not a burdensome task. 

3. Don’t Treat Sites that Haven’t Registered a DMCA Anent as Thoutth They are Entitled to the 
Safe Harbor : You don’t get DMCA protection if you haven’t registered a DMCA agent with the 
Copyright Office. This costs about $150. Other countries have similar laws. Don’t act as if a 
site that hasn’t even registered an agent (as a threshold step to claiming the safe harbor) is the 
same as one that has. If search engines and ISPs act as if sites like Hotfile are entitled to the safe 
harbor without going through the required steps, this only protects the bad guys and trivializes 
the proper safe harbor protection for legitimate actors (like those same search engines and ISPs). 

4. Don’t Support Automatic Reposting : Don’t support automatic reposting of links you disabled 
under a DMCA notice. This turns the entire process on its head because as soon as an artist goes 
through the expense of taking down an infringing link, the web site allows the link to be reposted 
automatically and then requires the artist to send the notice all over again. This is not only 
outside the intent of the law, it is sadistic. Another reason why major offenders need to 

be blocked from search results by search engines that want to be in the business mainstream. 

5. Issue Google-Stvle Public Transparency Reports : Google’s “transparency report” is 
commendable and provides useful information as far as it goes. Note that the millions of notices 
Google reports it has received are just from the “premium” web tools it provides to heavy 
users. Imagine what the numbers would look like if it included notices that were sent manually 
and included all Google properties. 

If each major search engine prepared these public transparency reports, it would be possible to 
prepare a list of websites that were major offenders based on the number of accurate DMCA 
notices received. That way, the Department of Justice could have better information on which to 
determine where to allocate its prosecutorial resources. 


Since Google is so interested in letting the world know about the DMCA notices it receives by 
releasing them through Chilling Effects, surely Google will not object to organizing this part of 
the world’s information as well. 
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Ms. Chu. Okay. Thank you so much. 

Well, MPAA did a study which showed that search engines are 
the main means by which people get pirated content, so I would 
like to ask Ms. Oyama some questions about this. 

We felt that it was such a positive step in 2012 when you 
changed your algorithm by taking into account the number of take- 
down notices for any given site in the ranking system for search. 
This change could have resulted — it should have resulted, that is, 
in sites with high numbers of removal notices, takedown notices, 
appearing lower in the Google search results, therefore helping 
users find legitimate, quality sources of content more easily. 

Yet, several months later, studies show that the sites for which 
Google received hundreds of thousands of infringement notices are 
still appearing at the top of search returns. Actually, while we were 
sitting here and I was listening to your testimony, I decided to see 
for myself whether I could watch “12 Years a Slave” for free, or 
“Frozen” for free. So I had my iPad here, and I just input into it 
on the Google search, and I input “watch 12,” and I only got to “12” 
before something popped up that said “Watch 12 Years a Slave on- 
line free.” So that was the number-two search term that came up. 

And then I wanted to see if I could watch “Frozen” for free, and 
so I input “watch Frozen” and clicked that one on, and the number- 
one site that comes up is “Mega Share Info Watch Frozen Online 
Free,” and the number-two site is “Watch Frozen Online, Watch 
Movies Online, Full Movies.” 

So there seems to be no real improvement in this algorithm 
change. Why do we continue to see your search engine ranking the 
illegitimate sites high? 

Ms. Oyama. Thank you for the question. I think there has been 
a lot of improvement. When we started working on this problem, 
what we heard from rights holders was they were concerned, when 
they were searching for movies and music content, that there were 
certain results that they were unhappy with. The vast, vast major- 
ity of users who are using Google search, they search for movie ti- 
tles, they search for artists’ names, they search for artists’ song ti- 
tles. 

So if you go to Google Search Trends — it is a public, open data- 
base — you can actually type in the terms and you can see relatively 
how popular are certain queries. So if you go in and you type “12 
Years a Slave,” that is going to be a very highly, highly frequented 
query, and the results there, because of these signals and other 
things, working with rights holders, they are clean. They are to 
movie trailers. There are links to purchase, information about the 
film or its website. 

You can also type into the Search Trends “12 Years a Slave, 
watch free.” You can add those other terms that we are talking 
about. And I just want to make sure that we are informing this 
conversation with data and being very clear that there are still con- 
versations happening about those very specific queries that end in 
“free” and “stream” and “watch” and “download.” I think there is 
a lot of collaboration there. It involves a lot of technical steps about 
optimizing things that are legitimate, and part of that is working 
with retailers to make sure that the pages there have words like 
“stream” and “free” and “download” so that those will also surface. 



83 


But if you look at actually what users are looking for, the vast 
majority are looking for artists and songs. They are looking for the 
types of queries that you can go to Google today, look at those re- 
sults, they are clean. We are talking about a very relatively small 
set of queries that we are still working on together. 

For those queries, we need something legitimate to surface. So 
if a film is not available online, it is hard for us. We also lose 
money if someone goes to pirate sites. We have Google Play, where 
we would love to rent and 

Ms. Chu. Okay. I wanted to make this point. I didn’t put the 
word “free” in any of my search terms. I just said “watch Frozen,” 
or “watch 12 Years a Slave.” So the “free” wasn’t in there at all, 
and yet it came up as number one or two in the search results. 

Ms. Oyama. But the search engine will show what people actu- 
ally look for, regardless of what you see in the auto-complete. 

Ms. Chu. Okay. Well, then I would like to follow with this, which 
is what I understand your algorithm to be, which is that the take- 
down notices must exceed 5 percent of the total transactions on 
that site or there is no algorithm change. And that means that an 
infringing company could, say, have 500,000 movies uploaded for 
free. Five percent equals 25,000. So if the number of the takedown 
notices is less than that — say, 20,000 takedown notices — then it 
doesn’t qualify for an algorithm change. And yet, to me, 20,000 
takedown notices is a lot, and it would seem that it could qualify 
to at least go down on the search. 

So my question is, does such a policy exist? And if so, how do 
smaller and independent creators with limited resources expect to 
have any impact when sending notices with regard to the search 
rankings? 

Ms. Oyama. There is no minimum threshold to trigger that part 
of data. So we are using as a constant feed the copyright removal 
notices that we get kind of into the algorithms. So there is no base- 
line threshold of a 5 percent. I think when we are talking about 
those smaller set of queries, we are actually talking about piracy, 
which is something we all want to prevent against. We are heart- 
ened to see more creativity online. We are heartened to see reve- 
nues for these industries increasing and for creators to be using the 
web tools. 

But we also have to realize if we are actually talking about truly 
bad actors, if we are talking about sites that are popping up that 
are dedicated to illegal content, we also need to be targeting them 
at their source, and I think that is where some of the “follow the 
money” strategies and other things to get them off of the web are 
really going to be more effective. So targeting the problems, and 
then making sure we are all working together to direct consumers 
as much as we can to great content that they are happy to pay for. 

Ms. Chu. Thank you. I yield back. 

Mr. Coble. The gentle lady’s time has expired. 

The gentleman from Texas, Mr. Farenthold. 

Mr. Farenthold. Thank you, Mr. Chairman. 

I would like to start with Ms. Schneider. I appreciate that you 
own some songs and some rights. Let’s say I want to put up a video 
of my cat and put some music behind it. How easy is it for me to 
get a license to put your music, or somebody else’s music, under my 
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cat video? I mean, how many hoops are there to jump through on 
that? 

Ms. Schneider. You know, anybody who wants to use my music 
for something, all they have to do is ask me for permission, and 
that is up to me to give you permission. 

Mr. Farenthold. Okay. So I then have to go Google your name, 
find out who you are. Then I have to go Google the performer and 
find out who they are. I mean, this is a very complicated process. 

Ms. Schneider. Not really. Why don’t you just go to 
MariaSchneider.com, my ArtistShare website? You can contact me 
there. 

Mr. Farenthold. I guess the point I am trying to make is we 
saw a dramatic drop — we actually saw Napster and some of these 
peer-to-peer really drop when legitimate music became much more 
viably available. Isn’t there an opportunity for your industry and 
some of your artist groups to come up with a way to make it easier 
for innovators or somebody who wants to create derivative works 
to license your content and do it legally? 

Ms. Schneider. That is legalese to figure out how to do it. But 
I am telling you that if my music is used in many different ways 
without my permission, that is violating my copyright. 

Mr. Farenthold. And I appreciate that, and I want to respect 
your copyright, but I might also want some music on my cat video. 

Let me go to 

Ms. Schneider. Public domain. 

Mr. Farenthold. — Ms. Oyama. I am sorry if I got your name 
wrong. 

I am a little bit concerned that search engines, not Google in par- 
ticular but any search engine, is an enabler for copyright infringe- 
ment, and I am wondering if your industry might be better served 
to take a lesson from the MPAA, the content creators. When Con- 
gress was threatening to go in and regulate movie content, they 
created the rating system voluntarily. Isn’t a good corporate citizen 
something that maybe your industry should work together on and 
finding a way, especially on this whack-a-mole? I can get Shazam 
in a noisy room and identify a song. It seems like large companies 
like you guys and Bing, the big companies ought to have the tech- 
nology to do something more about that and maybe not be required 
to but do it on a voluntary basis. 

Ms. Oyama. I think there is a lot of ways that we are always 
working to address this. One of the biggest things that we have 
done for search is use automation to improve this process so that 
rights holders can, as easily as possible, let us know. So we have 
very simple-to-use web-based complaint forms across all of our 
products. 

For search, we are actually processing public information on the 
transparency page, more than 20 million notices per month, so that 
is every 30 days. 

Mr. Farenthold. I am just curious about the other side of that. 
Of that 20 million takedown notices you get, how many do you get 
a counter-notice on? 

Ms. Oyama. Small. We say on the transparency report that we 
process about 99 percent. So the remaining 1 percent were rejected 
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because they were either erroneous or because there was a counter- 
notice. 

One more thing just on the search? 

Mr. Farenthold. Sure. 

Ms. Oyama. We absolutely agree with you on wanting to direct 
users to legitimate content. So if you look for something like “Fro- 
zen,” you may also see at the top a very new feature that we have 
added, which would be some advertising services to direct people 
on one click to go purchase it. There are also the knowledge panels 
on the right, which is authorized content. 

I just wanted to be clear, we do not want infringing links in 
search, and as much as possible we are always trying to direct 
them to YouTube or Play and platforms that make money for ev- 
erybody involved. 

Mr. Farenthold. And I think we have to be careful as we draft 
regulations on this. Expecting something of a large company like 
Google is very different from expecting something from a small, 
independent website owner or even smaller ISP. On your YouTube 
platform you will have the technology and expertise to do this 
screening, but if I have a bulletin board up and somebody uploads 
a copyrighted photo, I don’t think I would have the resources to go 
check to see whether or not that was copyrighted or not. I could 
easily deal with a takedown notice. 

So again, I encourage the industry to cooperate with the artist 
to find a way to end that. 

I am out of time. I had plenty more questions, but in respect for 
the 5-minute rule, I will yield back. 

Mr. Coble. I thank the gentleman from Texas. 

The gentleman from Florida, Mr. Deutch, is recognized for 5 min- 
utes. 

Mr. Deutch. Thank you, Mr. Chairman. Mr. Chairman, I would 
like to request that a letter from the Copyright Alliance be sub- 
mitted for the record. 

Mr. Coble. Without objection. 

[The information referred to follows:] 
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statement for the Record of Sandra Aistars, Chief Executive Officer, Copyright Alliance, 
Committee on the Judiciary 

Subcommittee on Courts, Intellectual Property and the Internet 
U.S. House of Representatives 
"Section 512 of Title 17" 

March 13, 2014 
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statement for the Record of Sandra Aistars, Chief Executive Officer, Copyright Alliance, 

Section 512 of Title 17 

Before the Judiciary Committee's Subcommittee on Courts, Intellectual Property and 

the Internet 

March 13, 2014 

The Copyright Alliance is a nonprofit, nonpartisan membership organization dedicated 
to promoting and protecting the ability of creative professionals to earn a living from 
their creativity. It represents the interests of individual authors and small businesses 
across a diverse range of creative industries - including for example, writers, musical 
composers and recording artists, journalists, documentarians and filmmakers, graphic 
artists and illustrators, photographers and software developers, as well as artist 
membership organizations, guilds and unions and corporations and organizations that 
support and invest in the work of these creative professionals. 

The Copyright Alliance and its members embrace all of the new technologies that enable 
their work to be appreciated by the public in new and innovative ways, including those 
some may consider "disruptive" of traditional business models. We submit these 
comments to help the Subcommittee understand the challenges faced by the creative 
community when relying on the Digital Millennium Act (DMCA) to ensure vibrant and 
thriving outlets for our creative endeavors. 

It is incontrovertible that roughly fifteen years after its passage, the DMCA is not 
working as intended either for the authors and owners of copyrighted works who rely 
on its notice and takedown and repeat infringer provisions to reduce infringement of 
their works, nor for the website operators who must respond to the notices sent. When 
authors are forced to send upwards of 20 million notices a month to a single company— 
often concerning the same works and the same infringers— something is amiss. ^ 

Academics who have studied Section 512 notices conclude that they are "largely 
ineffective for most works. Even for the largest media companies with the most 
resources at their disposal, attempting to purge a site of even a fraction of the highest- 
value content is like trying to bail out an oil tanker with a thimble."^ 


^ As of February 2014, Google stated it removes over 24 million URLs a month from its 
search engine as a result of DMCA takedown notices. 
https://www.eoogle.com/transparencvreport/removals/copvright/ . 

^ Bruce Boyden, The Failure of the DMCA Notice and Takedown System: A Twentieth 
Century Solution to a Twenty-First Century Problem, December 2013, available at 
http://cpip.gmu.edu/2013/12/05/the-failure-of-the-dmca-notice-and-takedown- 
system-2/. 
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For the hundreds of thousands of independent authors who lack the resources of 
corporate copyright owners, the situation is even more dire. These entrepreneurs 
cannot dream of the robust enforcement programs that larger companies can afford. 
Instead, they pursue issuing takedown notices themselves, taking time away from their 
creative pursuits, or give up enforcement efforts entirely. 

Examples of this are well documented. Kathy Wolfe, owner of a small independent U.S, 
film-distribution company called Wolfe Video "found more than 903,000 links to 
unauthorized versions of her films” in a single year— this corresponds to an estimated 
loss of over $3 million in revenue in 2012 from her top 15 titles alone. ^ In addition to her 
lost revenues, Ms. Wolfe "spends over $30,000 a year - about half her profit - just to 
send out takedown notices for her titles."'' This "very damaging trend" has forced her to 
halve her marketing budget, cut her employees' pay, and discontinue her own salary.^ 

Sadly, Ms. Wolfe's story is not an uncommon one. 

Tor Hansen, co-president and co-founder of YepRoc Records/Redeye Distribution and 
board member of the American Association of Independent Music ("A2IM"), pointedly 
summarized this predicament for this Subcommittee earlier in this series of hearings: 

Unfortunately due to the ever-shrinking overall music market revenue base, 
[independent] music labels like mine as [small- and medium-sized music 
enterprises] simply do not have the financial means or resources to engage in 
widespread copyright monitoring on the Internet. The time and capital 
investment required for our community of like-minded, but proudly Independent 
small business people to monitorthe web for usage and take subsequent legal 
action simply does not exist. [Independent] music labels do not have the 
financial means or resources to house a stable of systems people and lawyers to 
monitorthe Internet and bombard users with DMCA takedown notices for 
seemingly endless illegal links to our musical copyrights. [We] have limited 
budgets and whatever revenues and profits [we] can eke out are directed 
toward [our] primary goals, music creation by their music label's artists and then 
the marketing and promotion of this music to the American public so they are 
able to continue this creation process.^ 


^ Christopher S. Stewart, As Pirates Run Rampant, TV Studios Dial Up, The Wall Street 
Journal (Mar. 3, 2013). 

‘'id. 

^ Id. 

^ Innovation in America: The Role of Copyrights: Hearing Before the Subcomm. on 
Intellectual Proper., Competition, and the Internet of the H. Comm, on the Judiciary, 
113th Cong. 6 (2013) (statement of Tor Hansen, Co-President/Co-Founder YepRoc 
Records/Redeye Distribution). 
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The situation is even w/orse for individual authors and artists. Any time spent fighting 
infringement of their w/orks takes away from the time they wouid spend on creating 
new works for the pubiic to enjoy, and the money needed to enforce must come out of 
their personal income or savings. As artist Lorene Leftwich Sisk noted in a letter to the 
Copyright Office, in order to prevent online infringements of her artwork, she either 
stops seiiing her art on the internet, or she ends up sending 50 DMCA takedown notices 
per year; and in her words, "[i] don't have time to waste [on] aii these infringements."^ 

independent authors often find themselves in a never-ending battie with unscrupuious 
website operators who pay mere iip-service to obligations of the DMCA whiie enjoying 
its safe harbors. Author and pubiisher Morris Rosenthai testified in a submission to the 
Copyright Office that fiie-sharing networks "hide behind the DMCA and iinks to pirated 
books are often reposted on the same site within hours of processing a DMCA 
compiaint."® He observed that "content farm" websites that post stoien content ciaim 
DMCA safe harbor protection while at the same time "syndicate the plagiarized material 
to hundreds or thousands of other sites, all of whom claim DMCA protection, making it 
impossibie for an author to have aii of the infringements removed."^ in one instance, he 
"found [his] book . . . [oniine iilegaiiy] within a day of it being posted [for saie], and not 
only were there already a thousand downloads, there were over fifty comments posted 
by different peopie thanking the individual who posted the file."“ Mr. Rosenthal told 
the Copyright Office that, as a resuit of the efforts required to fight the tsunami, he has 
"dropped all attempts at writing new books in an attempt to fight copyright 
infringements and preserve the core of [his] publishing business."” 

Artist and designer Christine Filipak has had simiiar experiences. As the de facto 
copyright enforcer for popular gothic rock duo Nox Arcana, she has collected over five 
gigabytes of screenshots and unanswered DMCA notices over the past several years, 
showing hundreds of commercial websites where the band's music is copied and 
distributed illegally. Her experience demonstrates that the DMCA process has become 
far more difficuit than it need be. 

From these examples it is clear that the volume of infringement individual authors and 
small businesses must manage online is having a chilling effect on artistic expression. To 
make matters worse, many recipients of takedown notices, supported by organizations 


^ Letter from Lorene Leftwich Sisk, to U.S. Copyright Office (2012) (on file with U.S. 
Copyright Office) (submitted in response to solicitation from U.S. Copyright Office re 
copyright small claims). 

° Letter from Morris Rosenthal, to U.S. Copyright Office, at 2 (2012) (on file with U.S. 
Copyright Office) (submitted in response to solicitation from U.S. Copyright Office re 
copyright small claims). 

^ Id. at 3. 
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such as the Electronic Frontier Foundation, attempt to intimidate and bully those artists 
who do stand up for their rights. The site Chillingeffects.org, for example, bills itself as a 
"clearinghouse" for DMCA notices. It publishes notices forwarded to the site by 
recipients such as Google, leaving intact information that directs readers to the 
infringing URLs. Until recently the site also publicized the names and personal 
information of any artist sending a notice to seek the removal of an infringing URL. 

The activities of chillingeffects.org are repugnant to the purposes of Section 512. Data 
collected by high-volume recipients of DMCA notices such as Google, and senders of 
DMCA notices such as trade associations representing the film and music industries 
demonstrate that the overwhelming majority of DMCA notices sent are legitimated^ yet 
the site unfairly maligns artists and creators using the legal process created by Section 
512 as proponents of censorship. Moreover, by publishing the personal contact 
information of the creators sending notices (a practice which Chilling Effects only 
recently discontinued), it subjects creators to harassment and personal attacks for 
seeking to exercise their legal rights. Finally, because the site does not redact 
information about the infringing URLs identified in the notices, it has effectively become 
the largest repository of URLs hosting infringing content on the internet. 

Several steps could be taken to improve the situation. First, stakeholders, including 
representatives of search engines, online service providers, website operators, vendors 
that issue DMCA notices on behalf of rightsholders, and rightsholders of all varieties 
(including representatives of individual artists and small businesses) should be required 
to confer with the encouragement of Congress or an expert agency with the goal of 
identifying technologically reasonable steps that can be taken to minimize the 
occurrence and recurrence of infringements online. These discussions should also 
include means of streamlining the sending and receipt of Section 512 notices so that the 
burden is reduced on both issuers and recipients of notices. The stakeholder 
consultation process the United States Patent and Trademark Office has announced it 
will begin next week offers a promising opportunity for having such discussions. 

Second, these same entities should work cooperatively to elaborate repeat infringer 
policies. Some useful progress has already been made in this regard by multi 
stakeholder groups such as the Center for Copyright information. Such efforts should be 
expanded to include other stakeholders and additional categories of creative works. 


^ MPAA, for example, reports that its companies sent a total of 25,235,151 notices 
regarding infringing URLs to site operators and search engines in the time period 
between March 2013 and August 2013. In response, they received a grand total of 8 
counter notices. Bruce Boyden, The Failure of the DMCA Notice and Takedown System: 
A Twentieth Century Solution to a Twenty-First Century Problem, December 2013, 
available at http://cpip.gmu,edu/2013/12/05/the-failure-of-the-dmca-notice-and- 
takedown-system-2/. 
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Finally, Congress should question the motives of groups such as those that back Chilling 
Effects and attempt to shift focus away from the flood of takedown notices going to 
service providers to little effect and toward the rare and isolated notice sent in error or 
bad faith. Members of the Copyright Alliance and other good faith participants in the 
internet ecosystem want to minimize the need to send DMCA notices. No creator 
wishes to devote time directing notices at the wrong targets, especially when, as 
detailed above, they don't have enough time to go after all the right targets. The DMCA 
already provides relief for bad-faith takedowns.^^ There is simply no evidence that such 
takedowns warrant placing additional burdens on already overburdened creators. 

The DMCA's goal of encouraging "service providers and copyright owners to cooperate 
to detect and deal with copyright infringements that take place in the digital networked 
environment" remains a vital one. The Copyright Alliance appreciates the efforts of this 
Subcommittee to ensure that the tools created by Section 512 can be used effectively, 
without fear of retaliation, and without imposing undue burdens either on those who 
send or those who receive such notices. We stand ready to assist in any stakeholder 
effort the Subcommittee or an expert agency may convene in this regard. 


17 U.S. Code § 512(f). 
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Mr. Deutch. Thank you. I think this letter highlights some of 
the problems that creators have with the way that the DMCA is 
currently working. As we look at the strengths and weaknesses of 
the current system, it is important to keep in mind, as I think so 
much of this hearing has done, the experience of artists and cre- 
ators, especially independent artists, Ms. Schneider, who rarely 
have access to the resources and infrastructure that are needed to 
keep up with this Internet piracy whack-a-mole. That is the dif- 
ficulty that you face. 

I agree with, I think, most of the witnesses that the balance 
struck by the DMCA to encourage cooperation and to preserve pro- 
tections for technology companies acting in good faith is the right 
one. As many have already said today, without the DMCA protec- 
tions, it would be hard to imagine the growth of the Internet and 
other digital services that we have seen over the past decade. 

This hearing and the Committee’s subsequent work examining 
copyright law will be a much needed opportunity to ensure that the 
current balance of the DMCA is working for creators and tech- 
nology providers without imposing undue burdens on either side for 
takedown notices, and it is this balance that I am concerned about. 
I think the letter of the law was clear that the DMCA was designed 
to protect good-faith actors from liability but not to protect people 
who were benefitting financially from pirated content. But the rea- 
sonable division seems to have become obscured as courts have 
looked at it. 

Ms. Oyama, I just wanted to ask you about that. It is my under- 
standing — and I would like to give you the opportunity to help me 
understand how we are coming at this issue — that Google has in- 
tervened as a friend of the court in a number of cases, including 
those against infringing file-sharing and cyber locker sites, to press 
the view that the DMCA is available as a defense not only for inno- 
cent service providers but also for those who are actively inducing 
copyright infringement, which is surprising to me. As the Supreme 
Court defined inducement, it applies specifically to people who act 
with, and I quote, “an unlawful objective to promote infringement, 
and premises liability on purposeful, culpable expression and con- 
duct.” 

In one of these cases, the district court described inducement li- 
ability and the safe harbor as inherently contradictory and how 
there is no such safe harbor for such conduct. But my under- 
standing is that Google has strongly rejected that view, arguing in- 
stead that the DMCA protects qualifying service providers against 
all claims of infringement, including inducement. 

So something would seem to be wrong if the safe harbor offers 
liability protection to people who are engaged in purposeful, cul- 
pable expression and conduct with an unlawful objective to promote 
infringement. I would like to hear your views on that. Help me un- 
derstand where you are coming from to clarify the issue. 

Ms. Oyama. I am not aware of the specific briefs there, but I 
think the DMCA, the critical purpose there was to incentivize pro- 
viders to participate in this cooperative process to give them legal 
certainty so that they can grow their services, and today we are 
seeing tremendous boost to the creative industries based on these 
platforms. 
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The case law that I am aware of has been very good in distin- 
guishing bad actors, sites where they have been found to be com- 
mitted to engaging in piracy, things like the Hot Files, from legiti- 
mate services like YouTube and Google. We have also been tar- 
geted by these types of lawsuits. We have had to spend a lot of 
money defending ourselves, and today these are the platforms that 
are helping more than a million different creators earn revenue, 
sending more than a billion dollars just back to the music industry. 

Mr. Deutch. So the law shouldn’t be used to shield those en- 
gaged in copyright infringement and inducement from liability. 
That is not the purpose of the law, is it? 

Ms. Oyama. No. The law should be — if you are a good actor and 
you are abiding by the DMCA in your responsibilities, I think you 
don’t want to be the target of litigation. If you are not, there are 
bad sites that don’t operate within the DMCA, they are pur- 
suing — 

Mr. Deutch. I just want to be clear, though. It is not a question 
of operating within the DMCA. It is whether the purpose of the site 
is to induce infringement of copyright. Then that site and those site 
operators shouldn’t be entitled to the safe harbor provisions of the 
DMCA whether they are technically falling within them or not. 

Ms. Oyama. That sounds reasonable. Sometimes in amicus briefs 
there are many different issues that come up. I would be happy to 
follow up with you on that. 

Mr. Deutch. In the last few seconds I have, if others on the 
panel have thoughts on this? Professor? 

Mr. O’Connor. Well, I think one thing that should be clear here 
is that there are mechanisms, then, to allow content to be legiti- 
mately licensed. So I think the issue is that we should not be using 
the safe harbor to shield people who are just putting up clearly, 
blatantly infringing material. There are easy ways to get at it le- 
gally. 

Mr. Deutch. Thank you. 

Thank you, Mr. Chairman. I yield back. 

Mr. Coble. I thank the gentleman. The gentleman’s time has ex- 
pired. 

The distinguished gentleman from Pennsylvania, Mr. Marino. 

Mr. Marino. Thank you. Chairman, and thank the panel mem- 
bers for being here. 

I hear dozens and dozens of war stories from creators who have 
come to personally see me and they have shared their nightmares 
with me, almost exactly the way Ms. Schneider has genuinely and 
eloquently stated what she has been going through. So with that 
in mind, Mr. Sieminski, I see that you mentioned in your state- 
ment that you have seven people that are devoted to addressing 
the notice and takedown requests full time. So pursuant to that, 
if you receive hundreds of notices and takedown requests for con- 
tent posted by the same user on your site, is there a process of how 
you can interact with that user? Number one. 

Number two, do you put a hold on their account? Number two. 

And number three, do you relay some sort of warning against 
posting more content in the future? 

And if you need me to repeat any of those, just tell me. 
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Mr. SlEMlNSKl. Thank you for the question. To answer your ques- 
tion, yes, as required by the law, we have a repeat infringer policy, 
as most websites do, and if a user does receive over a certain 
amount of notices for their site, their account is suspended perma- 
nently. So the answer is yes. 

Mr. Marino. All right. Thank you. 

Ms. Oyama, you and I had the opportunity a couple of weeks ago 
to talk about many issues, this being one of them, and it was very 
enlightening. I mean, you showed me a lot of what was being done. 
I guess I am looking at this from a proactive approach. We talked 
about the red light/green light system a little bit by which a pro- 
vider would denote in a search result those sites which may have 
been tagged as likely to contain infringing content with a yellow or 
red light or some explanation. 

Would you be willing to create with the providers that you can 
work with, or you at Google create a method to implement this 
type of system? And further, would you be willing to move these 
authorized, legitimate results to the top of the page? 

Ms. Oyama. I think we always want to have authorized, legiti- 
mate results appear. We have done a lot of great work, especially 
using the signal and other things, working with rights holders to 
make sure that for the vast majority of queries that are related to 
media and entertainment content, the ones that I discussed earlier 
about looking for films, that the legitimate results are surfacing. 

I think the red light/green light concept that we talked about was 
in the context of kind of flagging for users that sites might be good 
or they might be bad. I think we just have to remember that 
DMCA applies to all service providers. There are 66,000 or more. 

Mr. Marino. I understand that, but I am really one that does not 
want the Federal Government to get involved in what it is involved 
in now. I am a states’ rights guy, and I want to see less Federal 
Government in my life. But we need to ramp this up a little bit, 
and I am looking toward the industry. I am having some faith, for 
the time being, in the industry and the providers to come up with 
methods. I mean, Google, you are a smart operation over there. I 
am very impressed. But I am looking to you to create a system 
whereby people like Ms. Schneider are not damaged as they are. 

For example, when someone types in a “movie free,” can you not 
do something? I can’t believe you cannot. I think we can. If we can 
put a man on the moon and we can transplant a heart, we cer- 
tainly can say that when someone shows up “free,” do something 
about that. Help me out. Give me some suggestions, please. 

Ms. Oyama. Yes, okay. So I think we cannot strike the word 
“free” from search. There is a lot of legitimate free music and mov- 
ies, and that is good for everybody. It is good for consumers. Some 
artists, the first thing they want is they want people to know about 
who they are. They want to get their name recognition out, and 
from there they use popularity. Songs go viral. They go number one 
on iTunes. They travel the world. These are good things to have 
the Internet available to have distribution of music. 

I think the key place here that we all can continue to work to- 
gether is how do we surface legitimate content. So if we want to 
fight piracy, we need to increase the availability of legitimate offer- 
ings. 
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Mr. Marino. Let me stop you there for a moment. I mean, there 
has got to be a process by which, when certain words come up — 
“free,” “I don’t want to have to pay for it” — that that can be 
flagged. 

Ms. Oyama. Right, yes. 

Mr. Marino. My IS-year-old daughter, my 14-year-old son make 
these little programs to do some things that I just can’t believe 
they are doing. 

Ms. Oyama. One of the places we have had some good conversa- 
tions with folks about is if you want legitimate pages to surface for 
a query for “free,” the pages should have the word “free.” So you 
could say “free music sample,” anything with that word “free” that 
would help it surface. 

We are also trying to use additional space in search on the 
knowledge panel and the advertising to get customers to purchase. 

Mr. Marino. Let me get to another question concerning mobile 
apps. Malicious and 

Mr. Coble. Very briefly. The gentleman’s time has expired, but 
one more question would be fine. 

Mr. Marino. The mobile app. 

Thank you. Chairman. 

There have been quite a few high-risk Android apps and growing, 
from 6,000 in the first quarter of 2012 to 1,100,000 in 2013. 
Malware in apps is a huge concern. What can we do about it? 

Ms. Oyama. Apps is a tremendous space. We have Google Play. 
As folks move to mobile, being able to purchase legitimate content, 
we are really hopeful that is going to grow opportunities for artists, 
from independent creators to the biggest companies. We are super, 
super excited about the direction of mobile. 

For apps, the biggest thing there I can just tell you in terms of 
DMCA, we have notice and takedown procedures. We kicked out 
about 20,000, 25,000 apps last year under this notice and takedown 
system. 

Mr. Marino. Chairman, thank you. 

Mr. Coble. You are welcome. The gentleman’s time has expired. 

For the information of all the Members, we will have 5 additional 
days for the Members to submit appropriate questions and for the 
witnesses as well to respond, so nobody is being cut off. 

The gentleman from Louisiana, Mr. Richmond. 

Mr. Richmond. Thank you, Mr. Chairman. 

Let me just say that, especially in my time in the state legisla- 
ture, sometimes we are forced to act, and I acknowledge that we 
are probably not the best people to act on this because technology 
changes so fast. But if we are forced to act, I don’t think anybody 
is going to like what we do because it wouldn’t be a comprehensive 
solution. So I would suggest that stakeholders get together and fig- 
ure it out. 

But let me just start with you, Ms. Oyama. You mentioned the 
auto-complete. I guess my question is can you all manipulate or 
manage the auto-complete? Because someone who is just going to 
Google about “12 Years a Slave,” once you get to “12 Years” and 
you see all of them come up, and one says “free” or “watch for free,” 
then you are pushing them to that space even if they didn’t want 
to go there. 
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I am thinking of my mother, who is probably not an Internet so- 
phisticated person. So if I can get her to go Google “12 Years a 
Slave,” and she sees “free,” you kind of are enticing her to go that 
way. So can you all manipulate auto-complete at all? 

Ms. Oyama. I just want to be clear on the interaction between 
auto-complete and search results. You can go into Google Search 
Trends today and you can actually see what real users are actually 
typing in, and you can see that it is the movies and artists. You 
can go into Google, type those queries, and there are clean results. 
On any links that are a problem, we will take them out. We take 
out more than 23 million 

Mr. Richmond. No, no, I understand the results. But I am strict- 
ly speaking of the auto-complete. 

Ms. Oyama. The policy that we have, actually, it has been a good 
ongoing conversation with rights holders. So our policy is we will 
accept terms. If rights holders are concerned that these terms are 
closely associated with piracy, we have accepted them. We have ac- 
tually accepted almost every term we have received. 

But a word like “free,” you can’t strike. A word like “music,” 
things like that, there is actually a lot of legitimate content offer- 
ings. But if they pass that threshold, there has been a good amount 
of coverage on this. There are definitely terms and words, services 
that have been removed, and it is not a finished conversation. So 
if there are more words that are concerning to folks, that should 
be an open conversation. There are always new services popping up 
or new bad actors, and we want to make sure that that does stay 
updated in real time. 

Mr. Richmond. Well, let me ask your opinion on something. I 
represent New Orleans, which is a hotbed of creativity, whether it 
is independent filmmakers, whether it is musicians, and whether 
it is small authors who self-publish. What advice would you give 
them in terms of protecting their copyright, considering they are 
probably not a big corporation and they are just someone who loves 
music and would like to earn a living singing, whatever they are 
singing about? 

Ms. Oyama. Yes. You know, some of the advice I actually get 
from them, which is how excited they are about the web and how 
important it is for them to be looking at new distribution models. 
So I think 5 years ago if we were having this conversation, every- 
one, probably even in the industry, was very focused on takedown, 
things we don’t want on the web, or we want total control, and 
today we are seeing tremendous opportunities. When users are get- 
ting excited about music, that is awesome for the original creator, 
and they are, in turn, being able to monetize that, get revenue, 
grow their audience. 

So I would really encourage them to stay focused on the enforce- 
ment, and different people are more focused on that than others, 
but to also think about the other ways that they can use the Inter- 
net to enable their businesses. There was an op-ed that I read this 
morning by Jo Dee Messina, a really well-known country artist, 
and it was titled “How the Internet Saved My Career.” It is about 
how she used things like analytics that would show her where 
users are based who are watching her videos or listening to her 
music, and you can actually add those to your tours. So for the ere- 
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ators that you are working with there, they may not even realize 
that there was a population of fans in Canada, and they could add 
that city to their tour, things like that, things about collaboration. 

So different artists working together on the web and joining dif- 
ferent fan bases together, figuring out I think pretty quickly what 
it is you want as your monetization strategy. So for YouTube, we 
have the ability to run advertising around the content so that the 
rights holder gets the majority. 

Mr. Richmond. Right. But I would just ask that you use your 
legal mind and pretend that the artist is your client and think 
about how you would advise them in protecting their copyright and 
making sure that others are not making money off of something 
that they shouldn’t, especially when you look at the investment 
sometimes that people put out in life savings. We don’t want others 
to just come in and take it. 

Ms. Oyama. Absolutely. 

Mr. Richmond. So it is a delicate balance, and I would just ask 
that everybody look at it from the other person’s side so that we 
can get to a good place here where everybody is maybe not happy 
but content and pleased that we are understanding each other. 

With that, Mr. Chairman, I yield back. 

Mr. Coble. I thank the gentleman. 

The gentleman from Missouri, Mr. Smith. 

Mr. Smith of Missouri. Thank you, Mr. Chairman. 

Mr. Chairman, I want to express my thanks again for holding 
these copyright hearings. It has been very beneficial and helpful to 
get down to the point. 

And I want to thank all of you for appearing here today. 

And I also want to thank all the stakeholders for working to- 
gether to help solve this problem outside of this room, and I think 
you can do a lot of that upon your own work. 

But my question is for Mr. Doda. In your written testimony, you 
mention the need for the private entities to enter into voluntary 
agreements to help combat infringement in some sense, and I defi- 
nitely agree with you, as I mentioned earlier. I tend to be a fan of 
less government involvement in most of our way of life, but we 
have already seen some of these agreements, and for that I ap- 
plaud the parties involved in those agreements. 

But I would like for you to briefly elaborate on some of the key 
components of what you think these agreements should look like. 

Mr. Doda. Thank you for the opportunity. Congressman. We are 
encouraged at Elsevier by some of the voluntary private agree- 
ments, particularly with respect to ad services and payment pro- 
viders. The difficulty we see with some of those agreements are 
that they, in effect, are a bit cumbersome to accomplish their task. 
I could follow up in more detail, but my recollection of the vol- 
untary agreement with respect to ad services, for example, essen- 
tially imposes another layer of notifications. So that would be one 
issue. 

The voluntary measure that I am aware of in the payment sector 
is one that unfortunately is not well suited to a problem that we 
experienced with these host sites that are overrun with user- 
uploaded content. That mechanism, by virtue of the way that pro- 



98 


gram operates, would not, in fact, we think, adequately capture 
those types of sites in terms of stopping the payment processing. 

Mr. Smith of Missouri. All right. Thank you. 

Ms. Oyama? 

Ms. Oyama. Yes. 

Mr. Smith of Missouri. We heard a lot today about Google’s 
Content ID program. Could you briefly highlight for us how and 
why this tool was able to be produced, and do you think there are 
ways of improving on it? 

Ms. Oyama. Yes, thank you. I think the DMCA played a big role 
in providing the foundation for companies like YouTube to develop 
really great tools like Content ID. So YouTube is a well-known 
brand today, but it did start also as a couple of guys in their ga- 
rage with a great idea, and what the DMCA does is it provides this 
playing field, it provides a system that if you are a new company 
and you are launching your service, you are launching your start- 
up, you can be clear on what the rules of the road are. You can 
get investment and you can start to build, and then over time 
maybe your business gets bigger and maybe you become more well 
known, it becomes more sophisticated. When YouTube became a 
part of Google, we really injected a huge amount of effort, so more 
than $60 million, more than 50,000 engineering hours went into 
building this system. 

What it does today is it allows us to get fingerprint files from 
rights holders. So they will give us the technical fingerprint of their 
film or their song, and then that allows us, when users are 
uploading their content, we scan more than 15 million fingerprints, 
and if there is a match we go back to the rights holder and we ask 
them what they would like to do. They can take it down if they 
want, they can track and use analytics, or they could monetize. The 
vast majority actually choose to monetize. 

We sent more than a billion dollars just back to the music indus- 
try alone in the last couple of years. But many more independent 
creators are also making easily six figures on this through those 
channels. This is the way that they grow their audience, the way 
that they reach new fans, and actually how they get revenue. 

So from people like songwriters to artists to filmmakers alike, 
they are using this system extremely well. 

Mr. Smith of Missouri. All right. Thank you. 

Thank you, Mr. Chairman. 

Mr. Coble. I thank you, sir. 

The gentle lady from Washington. 

Ms. DelBene. Thank you, Mr. Chair. 

And thanks to all of you for being here today. 

One thing we haven’t quite talked about as much yet is that 
there are really no borders on the Internet, and we know that as 
we discuss what we do here domestically, we still are going to be 
impacted and content will be impacted internationally. 

So I wanted to get feedback from all of you on what you think 
might be doing well in other places, what issues we should be 
aware of as we look at the impact we are going to have from inter- 
national laws, international content or people, international 
websites and how they deal with content. 
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So I just wanted to start with you, Ms. Oyama, since you deal 
with this already, on how you see what the challenges we face or 
what we need to keep in mind. 

Ms. Oyama. Thank you. So on the enforcement side, a couple of 
places. One is when we know that sites are based in foreign coun- 
tries, sometimes they are with countries where we don’t have very 
good diplomatic relationships. Other times we actually do. They 
could be an allied country. So I think figuring out how to better 
apply and coordinate some international diplomatic pressure to tar- 
get bad actors would be a good place. We have also endorsed “fol- 
low the money” strategies, that if we can actually get to those for- 
eign sites, drying up any U.S. ties or any incentives to help them 
with their revenue is super smart. We are really happy to have the 
ad networks best practices in place. 

There are actually hundreds of other ad networks in the eco- 
system. So although the leading ones have now stepped up, we love 
to see that spread further so that the real financial incentives of 
those business models isn’t just to get a new ad network but actu- 
ally to have no advertising. 

The third thing I would add on the foreign policy side is I think 
there is an increasing awareness that there are tremendous 
amounts of the U.S. economy that are economically reliant on these 
other parts of U.S. law. So the exclusive rights have been ex- 
tremely important for creators. We want to continue to press on 
them. But things like fair use and these safe harbors, many U.S. 
companies, every Internet company relies on these to exist. So if 
we see those safe harbors threatened or eroded in foreign countries, 
that means we wouldn’t be able to deliver our services like Play or 
YouTube into those countries. That wouldn’t be good for the cre- 
ators for making revenue or for the American companies. 

So I think having that ongoing conversation with new companies 
that are starting to build up their Internet policy frameworks 
would be fantastic. 

Ms. DelBene. Ms. Schneider, how about you in terms of I don’t 
know if you have had any interaction there. 

Ms. Schneider. Well, one thing I would say is that sometimes 
I hear people say, oh, we don’t have to do anything really because 
the whole world is such a mess, and I just feel like we should set 
the bar as an example to the world about how to go ahead pro- 
tecting artists. I mean, a company that is making billions on their 
own patents, thousands of patents, and on artists’ intellectual prop- 
erty, now look at me and my community and what we represent. 
We are hemorrhaging red ink on our intellectual property. There 
has to be something that brings these two sides together and 
makes it sustainable. 

I want to feel good about this whole world. I want it to benefit 
me. I don’t want it just to benefit the big players. And like Ms. 
Oyama said, there was somebody on YouTube that did so great and 
had millions of views. That is like going into a poor neighborhood 
and finding one person that won the lottery and saying, wow, look, 
you won the lottery, while everybody else is suffering. So that is 
my view. 

Ms. DelBene. Thank you. 
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Professor O’Connor, you talked about the kind of blurriness be- 
tween what we think of as content creators and providers. So as 
we look around the world, do you have feedback on what we need 
to do and what we need to keep in mind and not have just pure 
categories of industry players who are either just content creators 
or are just service providers? 

Mr. O’Connor. Yes, thank you for that question. As Ms. Oyama 
was saying, there are a lot of exciting platforms now for artists to 
try to promote their careers, so more and more artists are stepping 
over into being entrepreneurs themselves. So what we need to do, 
though, is to allow them an environment in which they do know 
that they can do the right thing, respect rights, and not be taken 
advantage of by people who then will just relentlessly repost. 

So, in other words, if we don’t give them the right space and 
tools to be able to do the right thing, then they will have to start 
acting like the other side that just relentlessly infringes. 

Ms. DelBene. Thank you. 

My time has expired. I yield back, Mr. Chair. 

Mr. Coble. I thank the gentle lady. 

The gentleman from Georgia, Mr. Collins. 

Mr. Collins. Well, thank you, Mr. Chairman. 

You know, we are talking about songs and your deep love of blue- 
grass. I am from the north Georgia mountains, and also remember 
that you helped a gentleman named Earl Scruggs. Here you go, Mr. 
Chairman, here is some bluegrass. 

[Music.] 

Mr. Coble. Pardon my immodesty, but I was invited to present 
Earl Scruggs with his Grammy Award, oh, I guess five or 6 years 
ago, and I will never forget. He reached over and touched my 
shoulder. He said, “Thank you, man, for coming out here.” Thank 
you for that. 

Mr. Collins. I wanted to bring back good memories for you, Mr. 
Chairman. 

As many of you know, I try to bring it back to what the bottom 
line is. That is the user and that is the person, that is the creator, 
that is the formats. And again, that is just from our Chairman’s 
perspective, but we all have those memories. 

Ms. Bridy, I have a question for you. In your written testimony 
you say that it is reasonable for cost of enforcement to fall more 
heavily on content owners. But what about the individual song- 
writers and the independent filmmakers? They often have limited 
or no technical expertise or software at their disposal to ease some 
of these costs to make enforcement meaningful. 

We met with the Directors Guild, 15,000 independent directors, 
true creative incubators. These are small players who can’t afford 
to absorb those costs with those practical mechanisms to operate 
within the DMCA framework. 

How do you address the small creator issue? 

Ms. Bridy. I think it is a great question, and I think it really 
is important to remember on all sides of this issue that the dif- 
ferent actors are differently situated, right? There are large cor- 
porate rights owners and small creators; there are also large Inter- 
net service providers — online platforms like Google, and then also 
very much smaller ones. 
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So I think that one key would be to make it easier for people like 
Ms. Schneider to navigate the takedown process by having fillable 
forms like Google does. I think it is probably not that expensive for 
most smaller Internet companies to just have a fillable form for 
DMCA compliance so that there can be electronic submission of 
takedown notices. I think that is probably a fairly easy place to 
start. 

But I think it is also important to remember that companies like 
Google have the money to be able to make the investments to have 
these really sophisticated tools. We also have to be careful to think 
about the startups that don’t have that money and to be careful 
when we are imposing burdens to make sure that they are not 
going to be felt disproportionately by small Internet companies. 

Mr. Collins. And I appreciate that because that is a concern. 

Ms. Oyama, we have talked before, and I am glad you are here, 
and these are interesting issues. But in a follow-up to that discus- 
sion, again concerned about the smaller creator in this, you men- 
tioned just a few moments ago that YouTube was once a small 
startup; Google was as well. Now it has grown to the point where 
my folks in northeast Georgia have the world literally at their fin- 
gertips as far as access not only to your platform but others. 

Because of your success, we need your continued help with the 
Internet ecosystem. The small creator needs your help, and I don’t 
want Congress to have to legislate. It has been talked about that 
this is something that we can work on. I want the industry to be 
able to use voluntary agreements to effectively fight online piracy, 
and you guys are doing a pretty good job at that. But I am afraid 
the volunteer agreements may not be taking into account the quiet- 
er voices of some of the smaller creators. 

Is there anything that Google can do to help navigate Section 
512? And I have a follow-up to that, as well. 

Ms. Oyama. Sure. I actually really very much agree with what 
Professor Bridy said. So making this process as simple and auto- 
mated and low cost as possible for everyone I think is a place 
where automation can play a big role, so the web forms that we 
have across our products. 

The second piece would be there is actually a very thriving ven- 
dor market in this space, so people that are becoming very special- 
ized in sending these notices. So no one is touching keyboards. It 
is automated on one side, it is automated on the other side, and 
many different people can use those services. Those folks that have 
specialties in this area are getting smarter and faster about it be- 
cause it is their expertise. 

So if we can also bring them into the conversation, if they have 
tips and tools about how to find piracy and how to quickly send so 
it is quickly removed. 

Mr. Collins. And very quickly, most of your requests are taken 
down within a matter of hours, but there is a small percentage that 
do not get taken down quickly, and one of the reasons given is you 
need additional information. While we are talking about this, what 
is the additional information? And if we are looking at making 
changes here, how could we incorporate that into the discussion 
here? Why is there an additional information lag? 
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Ms. Oyama. I think the web forms have a pretty simple place to 
fill those out. So if they are rejected because of a lack of informa- 
tion, it would be a deficiency that someone hasn’t filled in the basic 
requirements of the form. So one example could be if you were un- 
clear about who was the owner of the copyright. 

So the notice and takedown regime I think rightly, as Congress 
set it up, gives rights holders, the creators, the owners of the work 
the ability to send, but you wouldn’t want somebody else in the 
public saying what to do with Ms. Schneider’s work. 

So if it is not clear, you are not saying you are the authorized 
person 

Mr. Collins. And we are just trying to figure out how can we 
help make it clear to say this is what you need to do. But I appre- 
ciate it. 

Thank you, panel. 

Mr. Chairman, I yield back, Earl Scruggs and everything. 

Mr. Coble. I want to say to the gentleman from Georgia, thank 
you for that intro. 

And for the benefit of the uninformed, the late Earl Scruggs, the 
late North Carolinian Earl Scruggs was generally recognized as the 
world’s premier five-string banjoist. 

Thank you again, sir. 

The gentleman from New York. 

Mr. Jeffries. Thank you, Mr. Chairman. 

Let me thank the witnesses for what I think has been a very in- 
formative discussion. 

Let me begin with Professor Bridy. The Supreme Court in the 
1975 decision — I believe it was written by Potter Stewart — 20th 
Century Music Corporation v. Akin, made the statement, “The im- 
mediate effect of our copyright law is to secure a fair return for an 
author’s creative labor. But the ultimate aim by this incentive is 
to stimulate artistic creativity for the general good,” a statement 
made by the Supreme Court about the underpinnings of our copy- 
right law. 

Would you agree with the sentiment that was expressed by the 
Court in this opinion? 

Ms. Bridy. I do very much agree with that. I think that it is very 
important to secure to creators a return on their investment so 
that they are incentivized to create more creative content for the 
public, but that ultimately the system is designed to deliver cre- 
ative works to the public. So I very much agree with that state- 
ment, and I think that the DMCA has really worked a good balance 
to try to help that policy objective to thrive in the digital environ- 
ment. 

Mr. Jeffries. Now, I agree with your observation that the 
DMCA should be or is correctly about promoting a balance between 
sound copyright policy on the one hand and sound innovation policy 
on the other. And in the context of sound innovation policy, is it 
fair to say that a robust safe harbor provision is important to al- 
lowing for innovation to continue to flourish in the digital age? 

Ms. Bridy. I think it is crucial. I think there is no question. 

Mr. Jeffries. Now, as it relates to the applicability of the safe 
harbor provision to Internet companies, it is my understanding 
that if there is either actual knowledge or red-flag knowledge of in- 
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fringement activity, then that safe harbor provision is no longer ap- 
plicable; correct? 

Ms. Bridy. That is right. It puts them outside the safe harbor. 

Mr. Jeffries. Now, in the context of how courts have defined 
red-flag knowledge, could you provide for us some clarity as to 
what the current state of the law is in this area? 

Ms. Bridy. Sure. I think we are going to get some more guidance 
in not very long from the Second Circuit on this issue because the 
Viacom v. YouTube case is on appeal for the second time in the 
Second Circuit, and one of the issues that is live before the Circuit 
now is what the interaction is between red-flag knowledge and this 
doctrine of willful blindness about which Professor O’Connor spoke 
earlier. 

So I think that most of the courts that have decided this issue 
have said that red-flag knowledge is knowledge of facts or cir- 
cumstances from which infringing activity is apparent and that the 
knowledge in question can’t just be generalized knowledge. It has 
to be red-flag knowledge of specific instances of infringement on a 
service provider’s system. 

Mr. Jeffries. Thanks. 

Now, Professor O’Connor, in your view, have the courts provided 
either sufficient guidance as it relates to red-flag knowledge? And, 
as they have defined this area, has it been sufficiently robust to 
make this particular provision meaningful? 

Mr. O’Connor. Thank you. Representative Jeffries. Respectfully, 
I don’t think they have adequately taken care of the doctrine. I 
think that, as Professor Bridy is saying, they really are limiting it. 
Well, she might not be saying that, but to where you have actual 
knowledge of that particular work. So it gets narrowed and nar- 
rowed, so that even if you have a sense that there is lots of in- 
fringement going on, you can still essentially turn a blind eye to 
it, and I don’t think that was the intent. 

So I do again suggest respectfully that Congress could consider 
setting the policy on what willful blindness should be. If you are 
aware there is infringement going on on your site, you should take 
some steps to mitigate it. 

Mr. Jeffries. Now, I would note that in other areas of the law, 
you have a commonly understood principle of either actual knowl- 
edge or constructive knowledge. The term “constructive knowledge” 
doesn’t appear in the DMCA, but presumably that is part of what 
Congress had intended in terms of bringing this particular provi- 
sion to life. 

But, Ms. Oyama, I would also note that perhaps there is a rea- 
sonable argument that the Internet context is different. In the 
fraud instance, for instance, constructive knowledge requires a 
duty of inquiry which it appears the DMCA explicitly did not im- 
pose in this particular instance. 

What are your views as it relates to whether red-fiag knowledge 
should be more broadly defined? 

Ms. Oyama. I think, actually, the Internet context makes the re- 
quirement of knowledge of specific infringing acts even more impor- 
tant because of the diversity and the ecosystem and the different 
ways that creators are engaging with content. 
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So just because — imagine we were even able to say this is a song 
and this is all the places that it appears. Artists have very different 
standards on where they want it to appear, who they are author- 
izing, who is not allowed, who is allowed, and so that is why we 
need that cooperative process where they specifically tell us this 
one is okay, this one is not okay, this one I didn’t know about but 
actually that is really cool, that one can stay up. 

I think you want to make sure that we are not giving the wrong 
incentives to online services and platforms to build and innovate in 
this space. So if you narrow the safe harbors and you make it more 
risky for providers to be innovating in this space or building on 
their own above the law, filtering and monitoring and things like 
Content ID, you are going to make everybody very fearful that they 
are going to hit up against this legal liability. So I think creating 
a very clear and certain platform that then allows people to experi- 
ment and build better systems so that all of the businesses can be 
licensing and earning revenue from the content is the right direc- 
tion to go. 

You don’t want to inject a lot of fear and confusion into the eco- 
system, especially with small companies that are trying to get in- 
vestment. They don’t want to get sued out of existence. If you start 
to impute more things of you might be taking actions and this will 
show you are willfully blind, no one understands what those stand- 
ards are. They are very vague. That is going to be the wrong incen- 
tive, because they are not going to be trying to fix these problems 
voluntarily. 

Mr. Jeffries. Mr. Chair, if I could just ask one brief follow-up 
question. 

At the beginning of my remarks I referenced the Supreme Court 
decision that notice and principles, laws that can be boiled down 
to fair return and stimulating artistic creativity as underpinnings 
of our copyright law. Would you agree that those still remain, even 
in the Internet context? 

Ms. Oyama. Absolutely. 

Mr. Jeffries. The value of the innovation economy is a strong 
thing for us to consider? 

Ms. Oyama. Yes. I think incentivizing creativity is the place that 
we should all be looking toward and kind of working backwards 
from in terms of policies that we would support. It is an exciting 
time. There are more creators that are able to gain access to the 
tools of creation, to distribution, and to monetization. These indus- 
tries are changing, but I think that is an exciting thing. There is 
more creativity out there than ever before. 

Mr. Jeffries. Thank you, Mr. Chair. 

Mr. Marino [presiding]. You are welcome. 

The Chair recognizes the Congressman from Texas, Judge Poe. 

Mr. Poe. I thank the Chairman. 

Thank you all for being here. 

As a former judge, I don’t like stealing, sneaking around and tak- 
ing somebody else’s property. It is just bad, especially car thieves. 
My Jeep was stolen, and I was mad until they found the outlaw 
who stole it. But that is what we are dealing with in this whole 
thing, Internet thievery, piracy, if you will. It is a little different 
than most crimes in that generally in criminal situations you have 
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law enforcement involved. Here, we are trying to solve this problem 
through the private sector. I think that is the biggest difference. 
And hopefully we can move down the road so people quit stealing 
from Ms. Schneider and Willie Nelson and everybody else. 

I have some questions for all of you. I will just see how far I can 
go before he gavels me. 

I want to thank Ms. Oyama and Google for what you have done 
on Internet trafficking issues and what you have done on the sites 
and helping stop this scourge, especially of child trafficking. Google 
and others are to be commended for this because it is just das- 
tardly, and I hope we can solve that issue and catch those folks. 

Going to a specific thing while we are here, apparently we have 
all been on our iPhones looking up things on the Internet while 
this has been going on. I preferred to go to “House of Cards” to see, 
fantasy House of Cards. How does Google rank people who are — 
I think I am a typical person that uses the Internet. You go to one 
of the first three sites, you don’t even have to go to the second 
page, and it seems to me like the first, maybe the first one was 
valid, but the second two I was kind of suspicious. 

Is there a way you can do this with your algorithms to make sure 
that the bad guys aren’t at the top of the page when you look up 
House of Cards? 

Ms. Oyama. Yes. I think the system that Congress set in place, 
the notice and takedown system, is extremely well suited for that, 
because as soon as we are alerted, link 2 and 3 were bad, those 
are gone. So our average turnaround time is 

Mr. Poe. How did they get to be 2 and 3 to begin with? That is 
my question. 

Ms. Oyama. Well, I think “House of Cards” is a great example. 
It feeds into the conversation we were talking about, what types of 
results are showing up. So if you Google “House of Cards,” take a 
look at what is there, it is going to be legitimate stuff. It is going 
to be the show’s website and hopefully the knowledge panel and 
things about the actors. 

Just in terms of kind of feeding back into the Search Trends con- 
versation — 

Mr. Poe. Just a second. Let me interrupt, because you have al- 
ready lost me. I pull up “House of Cards,” I think I see the valid 
“House of Cards,” but I think I see some thievery going on, like the 
2nd and 3rd, maybe the 4th one. How does that happen? Is there 
a way to prevent that from ever getting to be in those places with- 
out having to take them down? That is my question. 

Ms. Oyama. You could attack the people that are putting that up 
at their source. So sometimes it is a mistake, and I think the notice 
and takedown process is a good place there. 

Mr. Poe. Okay. I am a thief. I am stealing “House of Cards.” 
How do I get it to be number 2 when you pull up “House of Cards?” 
That is my question. 

Ms. Oyama. It is not number 2. 

Mr. Poe. Okay, 3, 4, right up near the top. 

Ms. Oyama. It is not near the top for “House of Cards.” 

Mr. Poe. Those are all legitimate sites. 

Ms. Oyama. They are going to be legitimate results, and “House 
of Cards” is something like 121 times more popular than “Watch 
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House of Cards.” So my point is the users are searching for “House 
of Cards.” Those are the types of shows they look for, and then you 
can look in Google search results. Those are legitimate, clean sites 
because they are popular and we have done a lot of strong work 
there. 

If it is a really bad actor, so if it is a company that is dedicated 
to spreading this kind of content and that is what has appeared, 
there is a role for intermediaries, and we are always working on 
building better and faster tools so that those will be removed. All 
we need to know is know that there is a problem, there is a link, 
we will take that out very quickly, 6 hours or less. You don’t have 
to go to a court. It is a very special power. 

But if there is really a rogue actor out there that is determined 
to just keep resurfacing these, we have to figure out how to also 
direct our strategy to the source of the problem so that all of the 
service providers aren’t in the same situation as the rights holders. 
We are all here together trying to scrub this stuff out. You have 
to disincentivize them and strike their business model or use civil 
law enforcement. 

Mr. Poe. I am going to reclaim my time. I have two more ques- 
tions. 

Seventy-three thousand takedowns in 2 years; is that right? 

Ms. Oyama. Just out of the advertising system. Total, it is about 
230 million last year. 

Mr. Poe. Okay. How much does that cost? How much does that 
cost? Make it so I can understand it. 

Ms. Oyama. It is pretty much unquantifiable because we have 
hundreds of folks that work on it. We have invested tens of mil- 
lions of dollars into these systems. It is a huge burden. 

Mr. Poe. So you don’t know. 

Ms. Oyama. A total number, no. It is lots of people and lots 
of 

Mr. Poe. Okay. Take 6 hours to take down one site. How many 
people do you have reviewing those sites to take them down within 
6 hours? 

Ms. Oyama. That is a great question. So for the most part at this 
point, because of the engineering effort that we have invested in, 
the tools, the bulk submission tools, trusted users, where we realize 
95 percent of the requests that we were getting are actually from 
a fairly limited number, like 50 major rights holders, we have de- 
veloped faster tools to do that better. 

Across the company we have hundreds of people that work on 
these things, from engineering to legal, developing our policies, 
making them really clear. We prohibit infringement on our prod- 
ucts. We don’t want that. We have the same incentive as the con- 
tent industry and the rights holders in that we are building busi- 
nesses like Google Play and YouTube that are licensed. They are 
licensed with the studios, the labels. Independent creators can use 
these. We share revenue if creators are getting revenue. No one is 
making any money if somebody clicks on something in search and 
they are going to a bad place. So we are all losing money there. 

Mr. Poe. You don’t know how many people, just hundreds of peo- 
ple? 

Ms. Oyama. Hundreds of folks, yes. 
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Mr. Poe. Okay. Well, I hope you all can figure out a way to solve 
the problem without really getting a whole lot of government in- 
volved in this. Sometimes the government makes it worse, not hot- 
ter, no examples to be used. So I understand the problems and I 
hope we can figure out a way to solve this so people like Ms. 
Schneider stay in business and the thieves quit stealing. 

And I will yield back to the Chairman, who has let me go over. 
I appreciate it. Thank you. 

Mr. Marino. Thank you. 

The Chair now recognizes the gentleman from Rhode Island, 
Congressman Cicilline. 

Mr. Cicilline. Thank you, Mr. Chairman, and thank you to the 
witnesses. 

I think that protecting the creative products of artists and cre- 
ators and the long-term success of the Internet and technology are 
more closely aligned than maybe we all realize. So navigating 
through these issues I think is particularly important. I am new 
to this Committee, so this hearing was very useful to me. 

But one thing I wondered is, in the very creation of Section 512, 
I mean, I have seen in the past safe harbor provisions that are cre- 
ated often after an actor is required to try to do something and has 
tried in good faith but has been unsuccessful, and so they are of- 
fered safe harbor. Section 512 doesn’t require that at all. 

So I guess one remedy would be to add a section that says the 
service provider has engaged in a good-faith or reasonable effort to 
prevent infringement of copyright. I think the reason that that was 
included — and I wasn’t here — was we wanted to protect the cer- 
tainty and the growth of the Internet and not put that burden on 
the service provider, and I think for all good reasons. 

But in light of what we have seen over the last several hours of 
testimony and what we know, it seems as if this kind of re-posting 
problem has made the notice and takedown provision a bit of a 
mockery. While there has been a lot of conversation about how we 
have improved it to make it easier to file it and quicker to respond 
to it, if you can just re-post it instantaneously, that is all well and 
good but it is not really having the effect we would want. 

So I suppose one other remedy we could provide is in this Sub- 
section C where it says “obtaining such knowledge or awareness, 
acts expeditiously to remove or disable access to the material,” and 
we could add “and prevent its re-posting.” So that is another mech- 
anism that would seem to me an obvious solution. 

I recognize that it is much better if the industry figures this out, 
and I hear that from artists, and I hear that from creators, and I 
hear that obviously from technology entrepreneurs. But it does 
seem to me that if the technology exists when notice is provided 
that this is a copyright infringement, that we ought to have the 
ability not only to have it taken down but to prevent it from reoc- 
curring. That doesn’t solve all the problems, but I think it is what 
Professor O’Connor spoke about, Mr. Doda spoke about. But isn’t 
that the responsibility of the industry to figure out how you, as 
Judge Poe said, not put all of this burden on the victim of the 
crime? And isn’t it at least saying once you go through the burden 
of identifying it, notifying us, we will at least honor your request 
by not requiring you to do that non-stop all day? 
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I don’t know who wants to respond to that, hut it seems to me 
like a pretty obvious solution. 

Ms. Schneider. May I again make these points? Okay, I think 
what could really solve and save companies like YouTube a lot of 
takedown is just to have for the person uploading some educational 
steps that they go through, not just clicking one box but asking 
them certain — are you sure? Is this something you wrote? Okay, if 
not, et cetera. Who knows? I mean, that has to be worked out. 

Mr. CiCiLLlNE. Right. 

Ms. Schneider. And then the streamlined, I applaud definitely 
the streamlined takedown. But, you know, the other thing is the 
Content ID, stopping it before it is there, like they do. I mean, if 
you didn’t have Content ID for those big companies, I can’t even 
imagine how big your takedown numbers would be. They would be 
insane. So imagine if Content ID worked for everybody and if we 
all then could find other ways to either stop or monetize. 

Mr. CiCiLLlNE. Thanks. 

Mr. Doda? 

Mr. Doda. Thank you. Congressman. I think hand in hand with 
what you identified is that many times the re-uploaders are repeat 
infringers. So another way that we can attack the problem is to 
have strengthened repeat infringer policies, clearer policies, clearer 
parameters around tracking repeat infringers and ensuring that 
those actors are kept out, because they contribute substantially to 
the re-upload problem. 

Mr. CiciLLiNE. Professor O’Connor? 

Mr. O’Connor. I want to follow up on Ms. Schneider’s comment 
and make it clear, too, that one of the educations that could be 
done would be directing people who want to upload things to copy- 
right clearance centers, licenses. There are a number of mecha- 
nisms that, as Representative Farenthold was curious about before, 
is it hard? Do they have to contact Ms. Schneider directly? There 
are many mechanisms to do this legally to put up the content you 
want. 

Mr. CiCiLLlNE. Ms. Oyama, I just want to say thank you for all 
the work that Google has done in this area. I know that there is — 
while you are not the only one, there are obviously thousands and 
thousands of providers and search engines, but certainly the lead- 
ership of Google matters a lot, and I hope this is an issue that you 
will take on and lead to really figure out how we prevent this sort 
of re-posting and protect the creative products of artists and musi- 
cians and writers in a more effective way, and this sort of re-post- 
ing problem, which has really been identified as a serious one, I 
hope Google will help be part of the leadership that solves this 
problem. 

Ms. Oyama. Thank you. I think the education points you made 
are really well taken. It is something we worked really hard on. We 
have a YouTube Copyright School. If you get a strike against you, 
we send you to Copyright School to kind of learn some of the basics 
and earn your strike off. We have a very strong repeat infringer 
policy where if you are a repeat infringer you get ejected. 

I just do want to flag, I think some of the language that you read 
in the beginning, I can understand why that would sound attrac- 
tive to impose on all service providers this requirement to prevent 
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re-posting, but those service providers, they don’t know if it is in- 
fringing or not if they don’t hear from the rights holder. So that 
kind of duty, if it was enacted into legislation, it would require a 
service provider who has linking or comments or tweets on their 
system to somehow, before that user is able to add a link and a 
comment, somehow filter that out, know who was the rights holder, 
who was authorized. It would really chill the same services that 
are sending hundreds of thousands and hundreds of millions of dol- 
lars back into the content industry. 

So I just think we need to be careful when we are thinking about 
what those types of words would do on innovation. 

Mr. CiCiLLlNE. No, I think that is exactly right, which is why I 
think all of us are very hopeful that the industry will come to- 
gether with all the stakeholders and develop good standards and 
good, responsible actions so that we don’t attempt to try to solve 
this problem, because I think you are right, we may do more harm 
than good in the end. 

I thank all the witnesses and yield back. 

Mr. Marino. The Chair recognizes the gentle lady from Cali- 
fornia, Congresswoman Lofgren. 

Ms. Lofgren. Thank you very much, Mr. Chairman. I think this 
has been an instructive morning. I am thinking back to when we 
crafted the DMCA, and clearly, without safe harbor notice and 
takedown, there would not be an Internet. It wouldn’t exist. So I 
think it is important that we recognize that and, as with the doc- 
tors, first do no harm. 

Thinking about what Google has done with YouTube, it is really 
impressive to spend that amount of money, $60 million, 50,000 
hours of engineering time, so that you can actually give a tool to 
artists to protect themselves. I want to commend you for that. Not 
all the artists know about that. So there may be some efforts that 
you might want to make to further publicize the opportunity, be- 
cause sometimes I meet artists and they don’t know. 

But the other thing that I think is interesting is that you own 
the data. I mean, you own YouTube, and you can take the finger- 
print, and you can match it against your files, and that is entirely 
different than search and information that is out there. So as I am 
thinking about Content ID, I mean, it is a trivial matter to make 
a minor change to encryption or something else on re-posting. 
There is no way technologically that you could use the Content ID 
system to automatically scan on re-posting, is there, Ms. Oyama? 

Ms. Oyama. In a context like search, no, because the basic dif- 
ferences between the hosted platforms and something like search, 
the hosted platforms, we have two sets of data. So we have the ref- 
erence files from the rights holders. 

Ms. Lofgren. Right. 

Ms. Oyama. We have the user-uploaded content. For search, we 
don’t have either of those. We definitely don’t have the content of 
every website. We might have some text. We might be able to copy 
text on the pages, but we don’t have the embedded videos or other 
content. So there is no match on that side. 

And then without the cooperation of the rights holders, we 
wouldn’t know what the rights are in this setting. 
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Ms. Lofgren. But let’s say you get a notice and takedown and 
you have the technological information on the file. You could just 
re-encrypt and upload and that would defeat the information that 
you were provided. Isn’t that correct? 

Ms. Oyama. Yes, and that is why on the notice and takedown 
system it is important to continue to work on how to make that 
easier, more simple, faster, better for everyone. But that coopera- 
tive, kind of shared risk/responsibility piece, it is a delicate balance 
and incorporates a lot of different equities and has been the foun- 
dation for the Internet economy. 

Ms. Lofgren. Well, I remember when we went into the SOPA 
battle. One of the things that it is important for us to keep in mind 
is to not suggest things that are technologically impossible and that 
might actually destroy the inner workings of the Internet, some of 
which have been discussed here today. 

I want to talk also about Google is a big company with lots of 
money. You spend a lot of money to deal with piracy. I thank you 
for that. I think you are probably going to do more. I thank you 
for that, as well. 

On the other hand, WordPress has 48 million websites. I think, 
according to your testimony, in the month of February, 740,000 

Mr. SiEMiNSKi. New sites. 

Ms. Lofgren [continuing]. New sites were established. The idea 
that you could provide the same kind of scrutiny — I mean, each 
post, it could be part of a poem, it could be a link to — I mean, how 
would you possibly accomplish what YouTube has done with mil- 
lions and millions of people who are also creators? They are cre- 
ating websites, commentaries, poems and the like. How would you 
address that? 

Mr. SlEMlNSKl. That is a great question. Thank you. I think, 
number one, it is important to point out that YouTube, as you said, 
did great work in developing Content ID with $60 million and with 
hundreds of engineers, which is many times the size of our entire 
company. So what they can do technologically I think is very dif- 
ferent than what we can do technologically, and there are thou- 
sands of companies that are much smaller than us that are also 
subject to the DMCA. 

But to your second point, I think that is a very important one, 
because even if we could develop technology to identify a file as 
copyrighted or what-have-you, that doesn’t answer the question of 
fair use or other rights that someone may have to post that to your 
website. You can’t answer that question with technology. 

Ms. Lofgren. Let me just do a final question because there was 
testimony both from Ms. Oyama and also you, sir, about abuse of 
notice and takedown. When we wrote the DMCA, that was an issue 
that I talked about publicly because if you are the ISP and you get 
a notice and takedown, you don’t have an incentive to stand up for 
the First Amendment rights of the people whose stuff you are tak- 
ing down. Your entire incentive is just to take it down and not 
cause a problem. I saw from your testimony that you have seen 
cases where, for example, someone criticized a poem, and the poet 
who didn’t like the criticism did a notice and takedown which was 
improper. 
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What percentage are you seeing of those kind of improper uses, 
both Ms. Oyama and yourself, and do you think that some kind 
of — I mean, there is a disincentive that is financial for someone 
who flouts the notice and takedown. Should there be the same kind 
of financial disincentive for somebody who blatantly abuses it from 
a fair use point of view? 

Mr. SlEMlNSKl. Yes. I think the answer is yes to your second 
question. As I mentioned, there is statutory damages for copyright 
infringement, but there is no penalty at all for the other side of 
that equation. So, yes, I think there should be those penalties. 

We do see — it is not by any means the majority of the notices we 
get. It is a small handful. But even a little bit of censorship isn’t 
okay in our opinion, and I think that relative to the kind of whack- 
a-mole problem or the other large-scale, the other types of issues 
we have been hearing about on the panel today, we don’t see any 
of that on our platform because we are not a filing-sharing plat- 
form. We are like most other sites on the Internet where we are 
providing a platform for people to post original content, and in that 
context the problem that we see is these abusive notices. It is not 
the majority of them, but it is the majority of the issues that we 
see. 

Ms. Lofgren. Thank you, Mr. Chairman. 

Mr. Marino. The Chair recognizes the gentleman from Cali- 
fornia, Congressman Issa. 

Mr. Issa. Thank you, Mr. Chairman. This is an important hear- 
ing, and sometimes these hearings are d?j? vu all over again. We 
have been here before, and I am sure we are going to be here 
again. But let me go through a couple of questions that I think will 
help make at least this moment in time accurate to the status quo. 

Professor O’Connor, happy St. Patrick’s Day. 

Mr. O’Connor. Thank you. 

Mr. Issa. But more importantly, you are a law professor. I as- 
sume you went through law school some years ago? 

Mr. O’Connor. Yes. 

Mr. Issa. Did you ever get a Xerox copy of something that was 
presented to you as a student? 

Mr. O’Connor. You mean from my professor? 

Mr. Issa. Yes, a photocopy at a class. 

Mr. O’Connor. Yes. 

Mr. Issa. And if he gave it to everybody in the class and it was 
a substantial portion of a copyrighted material, isn’t that a copy- 
right violation? 

Mr. O’Connor. Well, there are interesting questions about class- 
room use and fair use, and I have to be quite honest that I don’t 
think I ever got something that was the majority of, say, a book. 
It was usually just a few pages or an article, so I don’t know that, 
especially my being a law student then, that I had the ability to 
say whether it was classroom fair use or not. 

Mr. Issa. Okay. But you went through law school or to under- 
graduate school in the 1980’s or 1990’s? When was it? 

Mr. O’Connor. Eighties. 

Mr. Issa. Eighties. So at that time, there was no Google, right? 

Mr. O’Connor. Correct. 

Mr. Issa. Well, let’s just bring ourselves up to date a little bit. 
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Ms. Oyama, if today in the online world the equivalent is occur- 
ring — in other words, somebody is using it in an online class, they 
are posting it on a wehsite, et cetera — and let’s just say that the 
professor here now wants to find out if somebody is doing the right 
or wrong thing, isn’t to a great extent what Google provides to the 
copyright community a virtually unlimited instantaneous ability to 
find copyright or potential copyright violations or abuses in the 
open web? 

Ms. Oyama. I think that is right. Actually, there is this vibrant 
market that is growing of vendors that specialize in this. Some- 
times I think they use these same tools to find where the problem 
is so they can then go on and attack them. 

Mr. IssA. Well, Ms. Schneider, obviously as a composer, I would 
sort of do the same thing, a composer, writer, producer. You are 
much younger, of course, than the professor, but three or four dec- 
ades ago you wouldn’t have known that somebody was ripping off 
your music unless somebody happened to report because they could 
photograph it, photocopy it. I can remember that the Catholic 
Church and other churches finally got called on using sheet music 
by simply mimeographing it and handing it out, but for generations 
they had not been held accountable to pay, and it wasn’t fair use 
but they would have implied that giving everyone in the choir a 
copy of somebody’s sheet music was okay. Do you remember hear- 
ing about that? 

Ms. Schneider. Do I remember hearing about that? 

Mr. IssA. Yes. 

Ms. Schneider. Yes. 

Mr. IsSA. So a vast amount of this was going on, and for the most 
part it was impossible to track. Do you agree that today one of the 
disadvantages that leads to takedown is that it is fairly inexpen- 
sive for people to put things on the Internet? But isn’t one of the 
advantages the fact that you now can quickly, you or a service can 
quickly find infringers on the Internet where you couldn’t have 
found them, they were just copying for church on Sunday in Tusca- 
loosa? 

Ms. Schneider. You know, the digital age opened it up to such 
an expansive point. And I would life to point out that you were 
saying three or four decades ago. I mean, I don’t know, maybe we 
were talking about cassettes at a certain point, which weren’t very 
good quality, and then 

Mr. IsSA. I want you to know I was selling 8-tracks in college, 
so please do not lecture me on how bad they were. [Laughter.] 

But they were great in trucks when you couldn’t hear anyway. 

But the point is you are arguing that somehow this new oppor- 
tunity, which is, of course, creating a huge amount of sales — the 
majority of songs soon will, if they are not already, be sold online. 
Aren’t we dealing with a balance of takedown allows for somebody 
to be essentially tried and convicted by an accuser? That is the cur- 
rent law, that you accuse. I am the copyright holder, I want to take 
him down. You get an immediate adjudication, effectively, and 
takedown, and yet I am being asked periodically to do more. SOPA 
and PIPA obviously was a discussion about doing more, having the 
Justice Department go out and criminalize this and do the work for 
copyright owners and so on. 
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Isn’t it today, unlike 10 years ago, 20 years ago, 30 years ago, 
the fact that you now can find and instantaneously, even auto- 
mated, find and potentially accuse infringers and cause takedown 
notice? Isn’t that the status quo? I just want to establish not right 
or wrong, not whether there could be more done, but isn’t that real- 
ly the status quo, that when the professor was in school, nobody 
knew whether his professor was making copies under fair use or 
not? It just wasn’t available. The music, those 8-tracks, the bootleg 
8-track industry, nobody knew how many were sold and whether 
a truck stop had legal or not legal. 

You know, or at least have the ability to know, don’t you? 

Ms. Schneider. I can tell you that — I am just going to take a 
little step back. 

Mr. ISSA. But the only thing I want you to do is 

Ms. Schneider. The answer is no, it is not good, because there 
is so much of my music out there now compared to 8-track cas- 
settes. 

Mr. IsSA. Ma’am, I only wanted you to answer the question, and 
then you can talk as long as the Chairman lets you. 

Ms. Schneider. Okay. 

Mr. IsSA. Isn’t it true you now can find that out, where you 
couldn’t have when the 8-track was being sold at Pop’s Truck Stop 
30 or 40 years ago? 

Ms. Schneider. Of course that is true. I can find it now. 

Mr. IsSA. Okay. 

Ms. Schneider. But the quantity that is out there is just so vast. 
Now, I will tell you, in 2003 when this thing started, I happened 
to be — I consider myself the most well-equipped musician I know 
in the age of the Internet because I just happened to get on-board 
as the first artist with this company called ArtistShare. The whole 
idea was that we are going to connect directly with our fans. I am 
going to make a record, fan funding, and I am going to share my 
process. 

So I am a very insulated artist compared to most artists because 
I have established these questions. But even amidst this, with all 
these sites, there is so much of my content out there. The other 
night, in 20 minutes, I found 11 sites with just endless songs of 
mine that popped up again and again and again. 

So the ease and the scope at which people can do things now, it 
is impossible to rein it in, and it is so financially damaging to us. 
One point I want to make about this is that the vast, vast majority 
of artists now are paying for their own records. In the age of re- 
cording companies, the good part of recording companies is that 
when they invest, they took on the financial risk of a record. Now 
we are taking on the financial risk. All the record companies are 
done, and we are trying to pay back our loans, our mortgages on 
our houses, whatever we are doing to make these records in an age 
when everybody is stealing. It is really — I can’t tell you how impos- 
sible it is to negotiate this. 

Something has to change, and I am asking, please. Congress, do 
something to change this. 

Mr. IssA. Mr. Chairman, if I could ask Ms. Oyama if she had 
anything to comment on, on the ability, the speed of takedown and 
the automation, if she has an answer to that. 
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Mr. Marino. The Chair recognizes her for 30 seconds. 

Ms. Oyama. I think we are seeing the volumes of takedowns 
going up because the World Wide Web is expanding, but the take- 
downs are going down. The turn-around times are going down, and 
that is the place where you want to incentivize more folks to do the 
right thing when they can develop automation and things like that. 

Mr. ISSA. Thank you, Mr. Chairman. 

Mr. Marino. The Chair now recognizes the gentle lady from 
Texas, Congresswoman Lee. 

Ms. Jackson Lee. Again, I would like to as well acknowledge 
this hearing as a very important hearing. 

Ms. Schneider, let me thank you for framing a very large issue 
for not only yourself but so many talented artists. Those of us who 
have served on this Committee for a period of time, we can recol- 
lect traveling to places such as Italy and Spain and China with 
then-Chairman Hyde on the issue of the question of intellectual 
property, and at that time it was in films and music. 

So I think this panel is very good because we have an appro- 
priate balance and we have contributors to a solution to what you 
have just assessed. I want to find a solution. 

We are blessed to be in a new age, and I think I have heard 
quite a bit of compliments for Google. I will add mine because we 
need the continued technological inquiry to be able to keep moving 
and to find ways to address the respect for intellectual property, as 
well as for the new technology that we have. 

And that is why I want to go to Professor O’Connor and have 
him lay out for us, in Stage 2 of your first proposed solution that 
was in your testimony, you would have Congress add an affirma- 
tive duty to monitor for and remove re-posted works. Can you ex- 
pound on that solution for a moment? 

I want to come back to Ms. Oyama again for a very exciting — 
I would just like to hear how it would work. The monetizing thing 
is a very exciting concept. Will it grow? Will you look for new tech- 
nology to make it even more refined and more accessible? Because 
as I listen to the sophistication of Ms. Schneider, she is indicating 
that there may be rooms full of individuals that are not that so- 
phisticated. 

But, Professor O’Connor, if I could. 

And I have a question for you, Mr. Sieminski, as well. 

Yes, Professor O’Connor? 

Mr. O’Connor. Thank you. Representative Jackson Lee. I appre- 
ciate this opportunity. I want to point out a couple of things. One 
is that we live in a digital world now, and so the content can be 
reproduced so much more quickly that simple mimeographs, as 
Representative Issa was talking about, really is not the world we 
live in now. So the reason why I want to have the red-flag provi- 
sions strengthened is because I believe that for the things that are 
the entire work and they are just being flagrantly re-posted, and 
because we do have Content ID, but as I mentioned before, it 
picked up even my song when I was playing a small snippet of a 
ZZ Top song, that is impressive technology. 

So I believe that we can do this. Again, let’s just target the fla- 
grantly infringing material and try to get that taken down, lower 
the volume of takedown notices. 
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Ms. Jackson Lee. And who are you going against when you do 
that? Because we have to he sympathetic to the providers versus 
those who have content. Where is that going to he focused? 

Mr. O’Connor. So I think everyone would agree that we really 
want to get the people who are posting in the first place. But at 
the same time, why I focus on strengthening willful blindness is be- 
cause we can’t have this culture of copyright contempt where even 
startups are saying, look, I guess this is the game. The game is 
that I have to just turn a blind eye and let everyone post whatever 
they will. I can’t monitor or I will get myself into trouble. I think 
we have set up the incentives exactly backwards. 

Ms. Jackson Lee. So I think what we would want is a really in- 
tense discussion listening from both sides of that. 

Ms. Oyama, you have made — well, let me just say, you all have 
looked for answers, as we understand it. So how far can we take 
that monetized approach that you are using, which I think is very 
interesting? I like the billion-dollar number. I like the partnership. 
How far can we take that? 

Ms. Oyama. I think the sky is the limit. We are seeing a really 
big uptick in the number of consumers globally, so not just in U.S. 
consumers but globally that are trending toward mobile and other 
devices. So as markets expand, as there are more users, more con- 
sumers of music, movies, other types of content, the question I 
think we are all grappling with is how do you direct legitimate con- 
tent to those users. So one of the things that we have really always 
believed is the best way to fight piracy is to increase the avail- 
ability of legitimate offerings. 

So there are data that show in markets where Spotify has en- 
tered the market, rates of piracy have dropped like 25 percent. So 
those are the kind of things that we want to harness, how do we 
figure out our services. But there are also great innovations in the 
TV and film space that are getting into the home entertainment as 
well. How do we encourage rights holders to be comfortable getting 
their content into the digital space? How do we make consumers 
aware of it in compelling ways? And how do we all grow the pieces 
together? 

I think the one, just bringing it back to the safe harbors, these 
services are providing new and really tremendous opportunities for 
the industries. Their revenue continues to grow, as well as creators 
who can now access these types of tools that they wouldn’t have 
been able to independently. They can now do that on their own at 
lower cost. 

So we have to think broadly about what kind of policies stimu- 
late more services like that, more license services that will be pay- 
ing rights holders, that will be feeding revenue back to the content 
industry. The safe harbors there, they have been critical for every 
U.S. Internet company that exists. And in other countries, places 
like Europe, they don’t have the startup economy that we have. 
Southeast Asia, same thing. Silicon Valley is a precious part of the 
U.S. economy because of Congress’ foresight in the DMCA. 

So I would just urge folks to be very careful when we think about 
whether or not we would want to start tinkering with that very 
careful balance. 
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Ms. Jackson Lee. Mr. Sieminski, if I might, you indicated that 
your company received in the neighborhood of 825 takedown no- 
tices last month. How many counter-notices did you receive as a re- 
sult of that? 

Mr. Sieminski. We received four last month on those 825. 

Ms. Jackson Lee. How do you assess that? 

Mr. Sieminski. I think 

Ms. Jackson Lee. Because you are here to solve a problem. 

Mr. Sieminski. Yes. I think the counter-notice system has many 
of the same problems that we see with the notice system. I think 
the counter-notice procedures are very difficult to navigate, espe- 
cially for the average user, and I think a big problem with it is 
even if you receive a notice for content that you legally have the 
right to post, if a website takes that down, and even if you go 
through the counter-notice process, there is a 10-day period when 
that content is down for good under the statute. 

So the notice process provides for content to be taken down for 
at least 10 days, and then there is a complicated process for 
counter-noticing that most people can’t navigate. 

Ms. Jackson Lee. I have just a follow-up question, Mr. Chair- 
man, for Professor O’Connor, if I might, and I will conclude with 
Ms. Schneider on a yes-or-no answer. 

I wanted Mr. Sieminski to speak because he indicated that there 
are no damages available for those who misuse the notice process. 
While there may not be statutory language in 512(c), the statute 
does provide for damages and fees if someone is found to have 
abused the process. 

Mr. O’Connor. Courts can craft remedies, yes. 

Ms. Jackson Lee. So is there a damage process, or do we need 
to make that more clear? Or do you believe there should be one, 
or believe there is one? 

Mr. O’Connor. I think it is not clear enough, and I think we 
should make sure that we can take care of the abuses if they are 
happening, although they should be happening on a relatively 
small scale. 

Ms. Jackson Lee. I just want to read this and conclude with Ms. 
Schneider. I think it is important. You may have said this, Ms. 
Oyama, but this sort of crafts the difficulty that we are in. 

This is really, really a good one in terms of the experience of no- 
tice and takedown. A physician claiming a copyright in his signa- 
ture sent a takedown notice aimed at a document related to the 
suspension of his license to practice medicine. So I wanted to leave 
us on that note because this is in your testimony about takedown 
notices, that sometimes it can get really off center. 

But I want to agree with Ms. Schneider and simply say as you 
listen here to the testimony around the table, monetize, talking 
about trying to find a balance, are you seeing that as being helpful 
to you by looking at a way to balance these issues? 

Ms. Schneider. The takedown notices? 

Ms. Jackson Lee. No, not the takedown notices, just the idea of 
the utilization of your intellectual property monetized as a tech- 
nology, looking at clarifying the law. Is that going to be helpful to 
you? 
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Ms. Schneider. No, because it is such small quantities of money 
for so many views, advertising on Google and various things. I 
mean, the thing that is frustrating from a musical standpoint is 
that if you imagined music here with this much volume of money 
that was coming in, we refer to it now as content, and the content 
is being used by a number of companies on the Internet to draw 
people, to draw eyeballs, and the more eyeballs they get, the more 
data they collect, the higher paying the advertising is. 

Ms. Jackson Lee. So your answer is what? Your final answer is 
what, to the solution? 

Ms. Schneider. For me, the solution is that DMCA has to have 
a more robust upload, stay-down means takedown, and there 
should be a Content ID for every company so that everything is fil- 
tered, so that at least I can control what is being illegally uploaded 
out there. 

Ms. Jackson Lee. Mr. Chairman, thank you for your indulgence 
and courtesies, and to the Ranking Member as well. I do think 
there is a call for us to work together. 

I yield back. 

Mr. Marino. This concludes this hearing. I want to thank all our 
witnesses for attending. I want to thank our guests in the gallery 
for being here. 

Without objection, all Members will have 5 legislative days to 
submit additional written questions for the witnesses or additional 
materials for the record. 

This hearing is now adjourned. Thank you. 

[Whereupon, at 12:29 p.m., the Subcommittee was adjourned.] 
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Material submitted by the Honorable Darrell E. Issa, a Representative in 
Congress from the State of California, and Member, Subcommittee on 
Courts, Intellectual Property, and the Internet 



PtJBLlC.RESOURCE.ORG A Nonprofit Corporation 
Public Works for a Better Government 


May 30. 2013 


Hon. PhHtp Cunn 

Speaker of the House 

Mississippi House of Representatives 

PO Box 1018 

Jackson. MS 39215 

Hon. Jim Hood 
Attorney General 
State of Mississippi 
P.O. Box 220 
Jackson. MS 39205 

Dear Speaker Gunn and Attorney General Hood 

I am pleased to enclose for your consideration a George Washington USB Thumb Drive 
containing a scanned version of the Mississippi Code as well as XML- encoded versions 
of the code. Our purpose in making these statutes available is to promote access to the 
law by citizens and to promote innovation in ways the statutes are made available so 
that public servants, members of the bar, citizens, and members of the business 
community have ready access to the laws that govern them. 

Access to the law is a fundamental aspect of our system of democracy, an essential 
element of due process, equal protection, and access to justice. The Supreme Court of 
the United States has repeatedly reaffirmed this principle, stating for example in Banks 
V. Manchester (128 U.S. 244, 1888) that "the authentic exposition and interpretation of 
the law. which, binding every citizen, is free for publication to all, whether it is a 
declaration of unwritten law. or an interpretation of a constitution or a statute.*' 

The fact that there is no copyright in the law has been affirmed as a statement of 
policy by the United States Copyright Office which stated “Edicts of government, such 
as judicial opinions, administrative rulings, legislative enactments, public ordinances, 
and similar official legal documents are not copyrightable for reasons of public policy. 
This applies to such works whether they are Federal, State, or local as well as to those 
of foreign governments. ’ 

I would be pleased to answer any questions you may have and look forward to better 
access to the law by the citizens of Mississippi. 

Sincerely yours. 


Carl Malamud 
Pubiic.Resource.org 
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STATE OF MISSISSIPPI 



JIM HOOD 

ATTORNEY GENERAL 


October?, 2013 


Carl Malamud 
Public. Resource Org 
1005 Gravenslein Highway North 
Sebastopol. CA 95472 


CERTIFIED MAIL 

RETURN RECEIPT REQUESTED 

NO. 7001 1940 0000 3122 2314 


Re; Letter of May 30, 2013 Addressed to Hon. Philip Gunn and Hon. Jim Hood 
Dear Mr. Malamud: 

The Legislature of the State of Mississippi, and specifically the Joint Legislative 
Committee on Compilation, Revision, and Publication of Legislation (“Committee"), has 
received your material and correspondence of May 30, 2013 addressed to the Hon. 
Philip Gunn and the Hon. Jim Hood. The Committee has requested the Office of the 
Attorney General to respond and to take all appropriate actions. I am intellectual 
property counsel for and represent the Attorney General and have been specifically 
requested to respond. 

The State of Mississippi appreciates your interest and efforts to provide access to 
the law for all citizens, including those of Mississippi. Its puqjose has been and is 
always to make the state’s statutes available so that the public has the unfettered ability 
to study, utilize, and access the law at any time. 

To that end, the Legislature has for years contractually agreed with LexIsNexis, 
the publisher of the Mississippi Code of 1972 Annotated, as amended, modified, and 
revised from time to time (“Code"), to have the latter publish an unannotated version of 
the Code on the publisher's Internet website at no cost to the Committee, the State, or 
the public. The Code is a compilation of the public statutory laws of the State of 
Mississippi organized by specific chapters, sections, and titles. Mississippi provides the 
published unannotated version of Its Code through the LexIsNexis website and 
accessible links to the site from the websites of the Mississippi Legislature, the Attorney 
General, the Mississippi Secretary of State, and the Mississippi Supreme Court, all at 
no cost to the public 


rosi ornccBox iini'-jArKSON.Mississiiw wii.Misn 
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Carl Malamud 
Page 2 

October?, 2013 


The Committee is cognizant of U.S. copyright law as H applies to the Code and 
operates within the guidelines set out within the law and expects all citizens to do the 
same. The Code includes annotations including, but not limited to. source and 
reference annotations, editor's notes and amendments, and administrative and judicial 
decision annotations, all of which are original works of authorship that include synopses, 
interpretations, and analyses of research references and cross references. Attorney 
General opinions, and administrative and judicial decisions. 

The annotations are created for the Committee contractually by LexisNexis and 
by others employed with the Mississippi Legislature and/or the Committee. The 
annotations are produced over time and through significant creative efforts. These 
annotations are original wrorks of the creators that are entitled to protection under U.S. 
copyright law. The unannotated version of the Code published by LexisNexis does not 
include the annotations and original works of authorship created by the publisher and by 
others. LexisNexis timely provides updates of the unannotated version of the Code on 
its website. The annotated Code is likewise always available to the public at the State 
Law Library and any public facility that maintains an updated set of Code volumes. 

With respect to publication of the unannotated version of the Code, the 
Committee subscribes to the 2007 Open Government Working Group's 8 Principles of 
Open Government Data that promulgate that government data should be complete, 
primary, timely, accessible, machine processable, and license-free; that access to such 
data be non-discriminatory; that formats of such data be non-proprietary; and that 
compliance with such principles be reviewable. The Committee has been and Is always 
available to address any matters relevant to the published unannotated version of the 
Code. 


The published unannotated version of the Code is a complete, current, and 
official version of the law itself and does not include copyright-protected material which 
does not comprise the law. The Mississippi Legislature enacts only the law itself, not 
the annotations, summaries, and analyses. Moreover, it publishes only the law itself in 
the unannotated version (no cost basis) and publishes both the law itself and the 
annotations, summaries, and analyses in the annotated version (cost basis). Thus, the 
Mississippi Code of 1972 Annotated is also a complete, current, and official version of 
the law of the State and includes the law itself and copyright-protected material The 
annotated version of the Code is the product and result of an independent commercial 
effort by the publisher to (1) copy the state statutes, i.e., the law itself, and (2) compile 
the law, on a for-profit basis, with additional copyright-protected annotations, 
summaries, and analyses that belong to the State under U.S. copyright law. Copyright 
in materials can reside with the State and the copyright to such annotations, summaries, 
and analyses is owned and will be enforced by the State. Although published with the 
law, such annotations, summaries, and analyses within the annotated version of the 
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Carl Malamud 
Page 3 

October 7, 2013 


Code are not the law As mentioned, absolutely no restriction exists on the use of or 
access to the cuTent law itself. 

The Committee is of the opinion and believes in good faith that the annotated 
version of the Code involves original works entitled to the rights of copyright protection 
and has requested the Attorney General, by statute, to take any and all actions 
necessary to enforce such rights. The contractual agreement between the Committee 
and LexisNexis, or any publisher, provides the State of Mississippi and the Legislature 
the practical ability to provide and maintain a quality and accurate Code at a reasonable 
cost to the taxpayers. The Committee is committed to ensuring full and complete 
copyright protection of the Code. 

The Committee is likewise committed to providing accurate and publicly 
accessible statutory law and has provided ample assurance that such is and will 
continue to be timely updated and published. The Committee's position is that the 
annotated Code that you have copied and published is comprised of copyright-protected 
material The Committee therefore requests that you immediately remove the 
annotated version of the Mississippi Code of 1972 Annotated from any and all of your 
website{s) and from all sites and all types of written and electronic media over which 
you have control. The Committee further requests that you respond in writing to me 
within five (5) days of the receipt of this letter that such action has been taken and 
include written assurance that the annotated version of the Code will not be published 
or provided to any individual or entity in any format in the future by you and will not be 
published on any such website(s) or provided by you through written, electronic, or any 
type of media whatsoever. 

Thank you for your prompt attention to this matter All correspondence should be 
directed to me at the Office of the Attorney General via the address shown below. 



Larry A. Schemmel 

Special Assistant Attorney General 

State of Mississippi 


c. Ronny Frith, Co-Counsel, Joint Legislative Code Committee 
Bubba Neely. Co-Counsel, Joint Legislative Code Committee 
Anders Ganten, Senior Director Government Content Acquisition, LexisNexis 

tMarryvCopyn^htVMSLegisteiureVTMlamud.nrl 
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PUBLlC.RESOURCC.ORG - A Nonprofit Corporation 


Open Source America's Operating System 
‘it’s Not Just A Good Idea — It's The Lawl '* 


October 11, 2013 


Larry A. Schemmel 

Special Assistant Attorney General 

Office of the Attorney General 

State of Mississippi 

Post Office Box 18S0 

Jackson. Mississippi 39215-1850 

Dear Mr. Schemmel 

I am in receipt of your letter of October 7 regarding your request that we "immediately 
remove the annotated version of the Mississippi Code of 1972 Annotated from any and 
all . website(s) and from all sites and all types of written and electronic media." We 
respectfully decline to comply with this request for the reasons staled herein. 

First, let me thank you for thoughtful letter. I especially appreciate your support for the 
8 Principles of Open Government Data, which I helped draft with 30 of my colleagues 
in 2007. If I may take the liberty of paraphrasing your letter, it seems like you are 
making twro main points: 

• You state that the State of Mississippi makes the unannotated versiort of the 
Code available and that this is complete, current, and official. (Emphasis in the 
onginal letter.) 

• You state that the annotated version of the Code is also an “official version of 
the law of the State and includes the law itself aftd copyright-protected 
material." (Emphasis in the original letter.) 

Let me begin by addressing the question of availability of the unannotated version of 
the Code via your vendor’s web site. As you know, the 8 Principles of Government Data 
require that access to government data— particularly public domain data such as we 
both agree includes the unannotaied Code— should be license* free and machine 
processable. 

As you will see in Exhibit A. access to the site is initially blocked by a popup which 
requires the user to agree the Terms and Conditions. Those Terms and Conditions, 
which are attached In Exhibit B. consists of an extensive license agreement spanning 5 
pages of exceedingly technical language in fine print. 

Some of the highlights of the agreement include fairly draconian prohibitions against 
effective use, including a prohibitions against the ability to "copy, modify, reproduce, 
republish, distribute, display, or transmit for commercial, non-proht or public 
purposes all or any portion of this Web Site." 
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The Attorney General of Mississippi, Page Z 


The terms of use. in turn, refer to the Copyright Statement from your vendor, which 
states: 

No part of the materials including graphics or logos, available in this Web site 
may be copied, photocopied, reproduced, translated or reduced to any 
electronic medium or machine-readable form, in whole or m part, without 
specific permission (to request permission to use materials, continue to our 
Permission Request Form). Distribution for commercial purposes is prohibited. 

Source: http://wwwJef(isnexis.com/term5/copyright.aspx 
Last Retrieved: October !0, 2013 

If the user has the courage to click through, they are presented with a navigational 
interface based on frames and an extensive amount of clicking by the user before they 
can reach the section they are looking for (See Exhibit C). Finally, the user is presented 
with a section of the Code, for example Exhibit 0, shows § 1-1-S. 

The user interface your vendor presents is full of links to various proprietary products, 
but there is a little print icon, which presents a semi-clean version of the text, as 
shown in Exhibit E. However, there is a huge flaw in the user interface, in that the URL 
that is presented does not allow a user to share what they are looking at with other 
users, if you mail the URL to a friend, you don’t get the section of the Code, you get a 
screen from your vendor hawking proprietary products as shown in Exhibit F. 

The lack of permanent URLs and a modern user interface are Just the beginning of 
problems with this web site. 

• As you can see from Exhibit C. the site is replete with HTML errors, errors which 
prevent the text from properly working on modern standards-based browsers (I 
have included only the hrst 10 pages of the 39 page error report). 

• In addition, as shown in Exhibit H, the site is replete with CSS errors, as shown 
in Exhibit H, making the site work improperly in browsers (again, I have included 
only the first 10 pages of the 165 error report, which is a test of only one of 
several of the CSS hies used). 

• In addition, as shown in Exhibit I, the site does not meet the Section 506 
accessibility requirements of the U.S. Rehabilitation Act. which makes 
information available to people with disabilities. 

• Finally, as shown in Exhibit J. your vendor does not permit search engines to 
crawl their site, making the most common discovery method for users 
unavailable in the case of the Mississippi Code. People should be able to easily 
discover what the law is. 

Perhaps the biggest issue is that the public access that is provided does not allow bulk 
access to the data. This means (hat other sites, which might provide better formatting 
or accessibility, are prohibited from providing this service by the terms of use. There is 
no requirement that the State or your vendor provide a good web site, but prohibiting 
others from doing so is a significant barrier to the rule of law and our rights to read, 
know, and speak the laws which we must all obey. 

Lei me turn briefly now to the issue of the Annotated Official Code. Exhibit K contains 
the marketing literature provided by your vendor. As you can see, any citizen and 
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certainly any lawyer would feel totally remiss in not using the the official annotated 
version of the Code. The marketing literature stresses that; 

Be sure that the law you read is the law indeed 
Official isn't just a word. It's a process. The Mississippi Joint Legislative 
Committee on Compilation, Revision and Publication of Legislation maintains 
careful editorial control over the publication of the official code, from the 
moment LexisNexis receives the acts to the final galley proofs of the hnished 
product. Their strict supervision ensures that the published code and its 
supplements contain no errors in content, conform carefully to the numbering 
scheme, and publish in a timely manner. 

Ote the code that's guaranteed to be right 

Because it’s official, you can rely on LexisNexis’ Mississippi Code of 1972 
Annotated for the correct statement of the taw . 


As you can see, it is very clear that the Code is the official statement of the law as 
promulgated by the State. This is not some independent commercial endeavor, this is 
an official process under the direction of the State. 

I have attached as Exhibit L the same section earlier attached from Exhibit D, this one 
being the annotated version. As you can see by comparing the two, the Annotated 
Code includes important cross references, research references, and Editor's Notes. The 
Editor's notes are not simply creative work, they are important materials. For example, 
the note to § 1-1-11 is a reference to a statement adopted by the Joint Legislative 
Committee on Compilation. Revision and Publication of Legislation. Statements such as 
these are part and parcel of the law. statements of the codihers that add important 
information to the original statutes. 


I appreciate the efforts you have taken to reach out to me and the informative nature 
of your letter. It is clear you have given the matter careful consideration. However, we 
believe that the Official Code as promulgated by the Joint Legislative Committee and 
bearing the ofhcial authorship of the Committee falls squarely in the category of the 
law. which all citizens have the right to read, know and speak. 


We therefore respectfully decline to remove the materials. However. I would be more 
than happy to discuss the matter including traveling to Mississippi to discuss the 
technical points which I have raised with you and others. 


Sincerely yours. 



Carl Malamud 
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EXHIBIT A 


lO/lO/l] 10 IQ AM 

^ o r.jLC>xw ■!! hmj 


Mississippi Code Of 1972 Unannotated - Free Public Access 

This website is mAmtained by LexlsNexls®. the publisher of the Mississippi Code Of 1972 
annotated to provide free public access to the taw. It is not intended to replace professional legal 
consultation or advanced legal research tools. To report errors regarding this website, please 
complete the Feedbacfc Form 

Terms & Conditions 

Your use of this service is subject to Terms and Conditions . Please indicate your agreement to the 
Temis and Conditions by clicking ’ I Agree" below. 
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EXHIBIT B 
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Terms & Conditions 

Tamw and CondauHW ol Um 

JamMwy 7.2013 

YOUR use OF THS MEB SITE CONSTITUTES YOUR AGREEMENT TO BE BOUND BY 
THESE TERMS AND CONOtTIONS OF USE. 
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any Mm nialtailiig , Inaiclttlatil » toapal rtomwimcaiaiia. VnwHwyntdoofy.iimdlly, 
lapruduoa. tapuMah dwinbaia. dtaiWy. or ttmwirN toi commarc w i, rton-iatA « puiito 
putpaMn mS nt any imiion cd llito VWb Sdo. aMapi to ton arloMl pairnatod abeva Ytut may nal 
uaaoi olharMw atiwrl oi n-mpotl Ilya WabSda or any pompn Viaraol, erViaCcintoyd If) 
vcdaiitm ol IM arpM aoniml lawa otto taouMiont ol Ma UnMari SWaa ol Aimrm Any 
itnauiriDiwad uaa al IMa Wab BMa or Ha Contort is pioNtatoil 

22 Thao Party Conanuniealtont. PnrrWar diirtana nl tabttoy tor any Thud Party 
CcaianuracBacum you naiy laaolyaoi any adtont you rnay (aM w tafnmlnttnUMngaa a tmul 
al any Tiard PaiTy Conanuncwioito You at# teUtf raaponalMa tor aatiiaana and vnrdytng Ma 
alaidOy and liualiNOiiliniaat ol Hta Murna and eanlaM M any TMd Maly ConvmnioiiOopMi 
Ptmtoat ataumaanoraaponaHMHy lor yamyrngand wafcaa ito rdpra m nto i i o tM cm twaitaitoat 
lagardbio. Iha idanWy or itMimoiihaia m a* iha wwoior nmitanl ol any ThaO Patty 
Ccaiawumcatton a Aa mad hwwi. 'Thud Parly CortaiuilcallDrKr nwana any cwtarunmaaia 
dUaftadtoyiM hom any Hurd (wny ibiaclly orawbrndly tncnonodwnwdrilliia YWab Sda 

3 Not Lagal Adnm CoidanltonalaitondadtoanddcMtnolaifnlkilalBgtoMMouamlna 
atlomav-cfami talalienaitlp • Itamad . nor to anyihng tubrnglad to Hu* VMi Sto Mnhid aa 
eonIManliat Tba aceuiooy, nnrnplatontai. iMlarH»at.> wrcurtancy otlhn Cnatonfftot 
rwairanMdorduaianlaad YowuaaotContanionintoWabSaaormAMraWlinleadiiDmmia 
Witi Sda to al voui oani nth. 


d. Miaiaetuiii Prupaiti RQMt 

4 t E*ito|4 Marpiataly pmi'dad to Mann Tamwof Uia. naHunBContoinad hatamnhad ba 
Gontoruad aa oontoning on you oi any lAtd pwh any Itoonaa or ngM. by WH id tJ li o ri. attoppal w 
olhaiwiaa iiiitlii nny Iwi fiPittaWiia r u i y irm tort nr imiian ry tort). nJa ni i a(|id M i n ii mrliiillnii 
udhoui tonhnllon lliom nialad to uopyrlob* ur cMw ii H a to e t uil propady rtgldi Vou agiae lhal 
ton Contonl and Wtoto Sito aia pnaasad by oopyngnito uadnntorlni. aa/vna maifea, painntoor 
olhar pioonnlaiy nyltot and Iiimi For ludbat Monnalion mm Ci^igW 

d 2 Thia WMi aOa coniaaM aMtoKUra aiaaa Mtodt aadudac. WMoia wnaaiion. any litogt, ydito. 
iHiHalat DOBidt, dtooMtoon tawidit ahal loanw. ariHd tonat* and tptatllon nnd amiwr 
laaiuraa <Ma *iniarK«ra Ai«w) You grani to Priwatoi an aitorooaUa. nonwtaluUra. rgyady- 
liaa p ai p atoal witlMiHda tomw to uta. ntdlwrttn ma M nnd Itom waad tai du bahtdl nny 
iihnto. m p iaato g n of itoa* toal.pltoilMcu.. irtonnagut^blotoi. Iitou.ddia. inlatTWiBn wMollinr 
ti a toanato you tubtrto ( aJ—A wtor 'PMHnua'itollitoiAtohSm SafeHctonaatowiiltioiil 
t^in liutoi el any Innd and umbout any pap tmn l dua hwn Proyalai to you or pa n i Ua a w n ur 
nWAriiann to you or any Ihrd patTy Thia Icaitn iKbidat. Ihn cigM to maka. um. tW. 


bttp./Anwn.laxltnaaii (MiUlartotl 



134 




10/10/JI lailAM 


fMpnMMM. («(•». ffOdff aMpl. imfamiiwMMMaMttAshatit.mntMMliiaineftwMt. 
kontliil*. itilxbHlii •. dMfAtir pMttinn and aiAitCMiw many torm.nwdMti. gi 
wn(vMlo«« MM NrtOMn O' iHiooAar daM«tnp«>l 

4.3 You eanty and Mwiwil Hiai llto PoAnQS (DiimyoMiailvnalinaitoarlliMllMifMortd 
•ueh vwtn km oMpfoMiv «mfHo4 io PtOMdar • miMOu* wo'NMOo ■i«vocatd« 

n m laanw tm md mwIo mMi all (d iha ia|Mk uramnd by you ki HeitoH 4 ? id iMw 

Tains ci Um* and (4) do net noM* and ntl net vMala Ihn hgtiti of «iy irird pn'kr *wlu*<|i Vk 
iqm e4 laditalv. dakd el taWeev . oapyilOM, mwifl w ccHar iianMeciiial pmiMnv 'IQM or any 
■nop'Slwv tgM 

44 Veo itfliweadsma ana i^i— mat ywa aubwdiaiq Poawnga s ths 'MH j M e deoonat crsdu 
any nawcnlnr any ttami raailiianitilp In d vsnn yon and Pimats 

4ft II youtwasdinsiMlepnoKiiA your itNMoonkMynraamyou none metmsidMiornoy 
ba Mftidad IN Ww IrdawdivB Ainas n(ftidlnoMll>yMa PoMlnoa II vhm Iwan nal Vitaniltnd a 
piMlo «wn Preaids may. M s md oMo4*M> M. d«|Mv a atoek uMie « lauai aviafta aalli yooi 
PaMin«a Ynw kannliyBiiioeM toHstiaaelaachaMdiphaiiia or avsuaaOT Ito inhiiBrJna 
Alan 

4ft By wtnnHwiI A> llan Mab Sto youaolaionlMlftaandaiimnllMPnndMin'ay 
onadn on lb om Uos lhal nsy ba. 0 may oWaai aiicaiaadms Ihal may ba. aamai oi aMmeml 
ioPoalBi 0 avausd)iys Van agiae Owl you dsk tsaa no raeoarsi a ft a n i M Pwaider tei any 
alh«nd m aeliiai admigansiil w irwappmin'ol'n'' id •"¥ piapnalii*v s dlh« HgM « llw 
Poaanftt you proyioa » pmndw 

47 PiQvKtar ihall I wmo IHo aaclnaira eyiliai to piii r haw hoin yn* and iwiMan all mwi Mteand 
Ndaraai n any Poaiinfta coileaimo islamahia •uoiact-inoita' vwi you MiOmi lo Nu» yyap 9i«a 
Tlia HaMa> Ml ha wrandaaiae by P'ondai liom iha data ynu aubrnd aueti Puasyi indl ana 
yaat Imm Ihal data II Pio wd ai a m r ii ma fta ofaionundai Ihlaaedion 4A. you aftiaatoacndri 
(symanl s IIM airaMini ol fti.000.00 USD or vMia ai hwd M Pitmdar^ dnootcn m AiU aial 
niflkdini eoialdaiallun Kw auch pwalima, and you ayiaa hi caacula sanontsltfa and dehrai 
anyandayaMiuimnbfaqunadlolianalarlagolAwnartlilixitPtslaigatoPreNHlar Such 
sdiwnwUa induda hui wa lad hnatad lo. aaalgoinanhi Mid dnelandkira aaacMI by ym 

4ft AddiMmaunMncoiBiPrcfiadv Tamsfoi AMAlavaNn 


4.ft,l NotwdhSaiumg I'ha Imraao gianlad M IlMa TBnysalUBn.AManiavamtMeailiaealahi 
Art A Uwyei i'AAl'I agiaadMl tlww P oaihifln. and ad aiirtaciual pmptify «Vhla twuM. 
airtnlaiB, adhoui lairtdisi, rt eopyngtila ami moral HgMa. ywaartrdV ^Wda'I wM Is 

maud axctuahsly by Prowdai Vow apwa Ohii Piontw isaoowanirtaoadvomopiwidasrtti 
Poabxdt.andlhaltliaPaBbiiftaaniynirtanwdalnrhiia To Iha oviani ownarrtiii al Yoai 
Portnqa itaat ncd vaal s ProvMM aa a wK modn la» lara. yon horaby airtrt lo Pravutai al IP 
RigMiaiandialNiPaUingc Yim alao aqraa s cnpinpWy rtactaa. a irt i u n hi ilga. and dasrar lo 
Piwrrtw any adtHbuiirt aaSftiiwsnti ar idtiaf ducnwanS dial msy lar ranaunobly naiunrtal by 
PiondarloalMurtumaaaaalolihalknaooIno tafflonoa*. VoonanayiladBaanii agnta Ihal 
PiwSar , aapaiaMand aMnlad onmiHimaaand IHW HoaiSMi nad aaaigna. may uaa Iha 
Podhng* *■ ady "wnnai llsl doansappiDiinala wWtoul uny alIrtmUonw paymonl loyowdl any 
WHI His (Miaomph ndl aurvha nay lari sw allcn of yoai isahctpaUMi n Al^ 

4 S.2 Provkiai ftianUyon a nonoiduanm. nardianolaiiiMa hirded boaisa In mb youi Podlbioa 
«Mtfisyiii»ftoaBlM«lwSV«ulicBbm Ymit IwailMiilw lyndmallnn iinliihM ynnr llmi‘1 
nrtsla. IdoOi Tacaboali. Unkodln. and Tynnar aoaourAi a^may Indudoony othar amnopraln 
MOrt madia wayotrutaiaitindbeMinnlpMpoaao TMa nwtad fcsnaa wdari lo iba tpacdie 
eoMad ndwh laprasMta Ita lyMaHMs hi wdadi you ws<wndnil «M AAk and yorn PnaMiga (Bw 
Doaionaino Coidaiin unoar Ida iMMiino lannu Mid oonMwna. 

4ft2a Each w ot Mia OaMp nn rtit Co nlart schidau a hvttannh lo Iha nsat iBaaM AAt OftA 
u oHMif itaynaai AAl nairtnonrtMl by Proutdai. and 

4 8 2b. EkA uaa d Hio OaumnaMI CnnUml s irdidy Ibi dm pur|nMa at ywcahio and 
naahartrg AAL ufidmr yoni noadirtnlhm el Ms DasanoM Cordanl feuiegloab Iha 'PiiipuBD') 

4S3 c The Marts. Uirt and OdagnMail Cnniara ahaltnM bnuaedMany iisds d orirtudi 
hanaAsMit Prindai ecmpalda'. 

4 824. Yoai rapraaaiil dial 0) you atnill conydy irtb al potems nnd Ums MlaMdiod by 
PicrrWai ItaabypatHnhaag.tnadMailn. uiuaaolaiivPimrtnoonldnl.mkjdaiolhB 
DsMpiMaa CofdMa UsliMg bd ri« UMiad n Prowidar a poaiMnino. nsMipng, and 
badonwik aanl taoo mama poftoloa. at mat haiainanwiblnd Innn Ibis lean«;tiA you alwdl 
oidy uaa IIm Mait pronMad lo you by PmuHlnr aeowdUia «o loaao Toms Ot Uua, and you Ml 
lid MU any dUM marh ndind PnwldM a tart awHIaii eonamdi (Wynn than ndlogaata any 
condunabori matt ndh any Pibidnr Malt, and III) yiM do nM oesdra any iigMaloPfoytlai 
a mn nohts.nsiho.nt any oUiai ndadaniMd piB|srty iindai Usm Tamsd Uaa areaplMs 
AidaJ noMo nacmoiy to ftiW Vs Pmpusa lor Its torviw umto' Msm Toms d Itoa 

403 Pleader imy Unnsdsndy wawwsia n«i4ioMm<Mtimortdl0 4upBadciiis.vour 
tenant to iioe may MorU 4 Prmidar dataimmat fi Bi loto dbcniavi KiM awdi «as dfiilaa, 
dUBOUthM. or bOiiu Mia rstoa d Hs any d Us IAmIb 0 doao nd oMfU) odh Piovunrs uasgu 
yduaa Ugon Proa Mar' t watuad ydn agiaa to rawanir Iba PnaiBiialail Codaul Mwksand 
LMda ndnai 14 <iaya ot Pio^dar'a iMMUa lo you 

4:84 VysanMnartl^MUtoi inpiihMhin<UUnbDto,ditonaiaMtoiaolN>n.udaanibno 0 
diont4sisi inrtanala mdudhio yod IbiAnama. pamunal iwnw, itmiamarkB. aarviM mark*, 
oftioa, annde, awl iiheaas. hu IIm laHyauMd (anaHMimi NwlnlaMebaa Aisoad lias Mab She 


hnp.rryn*aa.l*«<tnaai*.(emr(enm/ 
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ft OHHiolMMMuum UDMngw Aoi - Nonittaiun e* AHagad Copvnii" •nmngamM t'ltuMW 
IM •••MmwI an apanl wUi tw Uihm SMaa CgpynoM OHtoa m oaiAidana* vAh Iha Mm of 
«IM Pi^ MMannnan ComvtgM Ac> <IAt *Acr> and tta* «( KM pmtaciVnt uwM •># M 

Pirwrtii WMfVM ftm ApM In na mwe im CtnWHl ftmt aHagadir a4ilngw annthor paiion'* 
copmgM PrwUw wwtawwnnte. in app nxi na fci tnu iii n iliii c m aubaoHian and aoooirti 
iialiMa «l ayalam w nnMwHi *Aa aia rajiMl inMioai* <il anotf hi< pawdi'a oopyf igtn. 

MbMm to PtovRtor revwPno any iiiagMl vtpvnghl aftimgamnl Miguld te idMctad to lha 
LM«Nai«e>Haf La^OPtaat mmadaieaurMr ai944)ftpwy)baK>P*ka, Maunsfauift, Oton 
4ftM3 ytai aliay-aftftOMorviaamlaHatwmoiia ■^»««na«it jeni 

ft tMiaig to im Sito v<winariM«»UainutoifidM»bftMa.ii(«vw«dmai<a)VniiftonM 
lamma in otmaiia, lir fMnwg w oHwwIm, any pcfUBn nf 11* AM SWa rndMaig any 
aftnainMynanit. Kamaf wa. eopyrloM noftoa. awl oftift* nMwn on IImA«C> ftda. Ibi you 
ai>niilMi>y daaitorain and dtomMimiB pmMdinft lnfta to I** Abb 8>to ft laquaatad by 
PiOfMai, and toy Piofida* may dandmala any tnw») al ftaftbmtoian 

T.NoSaUciaMn VouahabnatdWnbUaoniaiMnuftbttiaWabSaaaiivPMMgacoMaaibia 
any aifyamaift pramobon. aaHabMton<ori|po(la.am«Btoilundaca«toiaiiUanlDiQtoanto 
tacom na»i»m a to any awian tob a cr oiganffatan ibn a>|m«a vanian painawMn to 

Pmrtoaf U toMINiaBitoio Hm toiiftpotBi "> MV itoaiMlMi aww to Into AMb Sia, v4Maa 
aNnooAato you *1 may bai to»ng viHh your itoma. a<Wra* iml arnai Mftw*, your owm mm 
M a'aUm aiMlb>wayniir»ia>»al Itowtiiarty mb Maa goaftawniiwaaaMbaftiaayiinbBua 
no Ibianato intorato to and iftoania no ftlrad oraaWtoel bnntob rrow aucb la c owwiawJatf mb 
aba. piiwIUEl <>• aannai m N laaaniim mb Mbwi in no avani noy any yaMWi to ani*r hiMI 
anyona ntob data lablavad hom into Vbab Sfta 

ft AOvaWaaia Vtoa AUb 8aa natoaontotn advarltaatu awt toMOHMablp Adnaniiai* and 
■pomora aia raatjonalbto toi anaumi} IM maMart aulmitoil tor aitoutoon on lft» AMi SHa • 
aoaiaHa and oamiilaii mMi apptnobia Ibmb. PmyuM wM nol bn raaponaftila toi (iia Aagatoy to 
w any airwoi aanMuncy Hi advarUaaff to npoMOia' mahnlnli urfai Hia acia o' lanmiena to 
Mtoamara and Monaaia 

ft RaoHMMBm Cadao a n da wa to Waa Atoli SM laqima you In raglai ftMfttonnhanto 
raftuaaMd. yoMdoraatopreyMaaocuratoandoompiatoiao'toraUaninlDrmaiion lltoyow 
iatoniiia>M| la otarmPnwtihatoBnycnantfnnlBbiat itooinMwn Eacb lagMalam atoi a 
tofttoMWnaiualonty . untoai vpacdlcBby dnaypioM Dthaiwao on lha lagMiabon pafta 
ftovldai dnaa nto pamM al anyoM otliar man you M uaa Ibt aeetoni mquamft logHiraUoh liy 
uavift your lan* w pamnonti or b) aaonaa Hiioafth a abigto minm bamg mado onaHobto to 
fni#toM«Ma«BonanaPwnoiQUiaMiM You aia mponoUa tor marantoig autoi unauPtorvaS 
•laa il you iMtora Hana haa Man unaillanwad ma. ymi n«M Htody P imtoa* inaiantoilaty by 
omatoift toHatouianiiQbinutowoom. 


to PntoaigalHinhMKtonaAiaaatollaa Abbdito 

lft.l,PottMftatoMLaMui iryaunamapaMMinHractiyaAfaitooniMiVWtbSna.yMarMi 
ntopnat. (atohUi upkiMiariWlnlMto any Pnaanga mPMi aia untontolnt dtoimauiany vmy, 
totoudaiO but nto b n aia d to, any PatoavaUialaiadetomBiory. Miatoiia, namograohlii, aOnna, 
thmaaBiang, UivatPa to prwaoy ai puHtoHy nghU. aitomrato luM apaach. or would cnntoaipB 
w nnwamiftn a aranaial Bitonaa ttotato Ilia iftMa to nny party orpnariwlDMtolyartKMa 
any tonal •uaa.Iadartoo'aitomtountoiiw.MtnaiaoiMMMaoilMUft Saeurataa atM 
Emboiftya Cmnwitw. any nitaM to any aaninitoa Kchanga tueh aa Pm Nmw Y«b Sledi 
EitoMfto lha AifMHCian Stocd CaePanOB. OilPa NASDAQ. adharaitonUanMy or 
tnamnionady PnwaM nmy du toto ynwi PoaUnpa to any Wtai tor any leman vtohoiil 
pamvaaoo (torn you 

t02 ItoaHniiaihbilnYouiNaNM Voui P ato wp a ahaB ba aoconyianiail by your nM nataai and 
•hud red ba potoad anonynawaly . NafMIhatananft lha piaywua aaiPanot. a lha apo> to nt*a 
lagiMMiini puga tor your p«aci|MaoH trt any to lha inraracHwa Amaa atoM* you to oaaia a 
awaan nama, you may atootalacland uaaanappioyBiuito toiaannotwHito la not your raid 
nanw. pro«atod IM you uaa your raaanama Man ratpatoPng tar pamuoalmri «i ma iMaraoim 
Atm and Mtomaya agiM Mtan rato iwma may atnay* bd peatart PanioMtoa ai Manuaivn 
AtftaaahalnMnaampraauAllhaMnMnltoyottM uP ft abDii wiHi any pataon Or orady, 

to a Patton* ahaU ntp canMun prcdBClad Imnllh aifari n aliB n Vau mm tbudly iittoMIml bran 
aubmaimft Poabng* irito oanonaMarad prtoa t Ud haMh NMttMiOtr undai lha Haanii 
aimMaMity oatPoriMHy Pramouan Act to 100ft(>ftPAA>oi ftia Maabh rtoioinaHiin 
Taolawtom tor Cootmtrrc wid Cbnionl Hoadb ^1 to 2O0ft IMITBCH) 

tfta NoMarMmngtoPowaioB Prenatal hmmobbgaicmianoutar eficramiPmiaioa and la 
rad tBMOMtala bu Iba tonla n i w audi Poaianiaoranv eanlil anbad Id or Itwn atMih Paabngi 
Prenaar honavar raaa w at IM ham. « la atoadnertPon, to morutor imamcHra AMat. aoaon 
PotoMfta. Md PiMwiia eauM ^Mi n* i«i to ba toalad. pulibalHali upbuntoil nr dMitoiiM 
and lantoMi PMtoii*. al tow Irma Md tor atw turnon or no taoaon 

tOft Nan-Cnrynroigal Uaa anty to liiiaiMbin Amaa totoracllm Aiant are p i m toa J lobrly ba 
yow paraonnlina. Any imuftionnBi uaa to lha Ito u t a aboa Arana to Ihto Aab 9ht. da CorPanl. 
at PfiM«|B • axpraaaA puPlutod 


1 1 Elton and Conoclam ProvaM daaa nol rayuMani or wnnmd Ibal IMa WM Sda or lha 
Cnrnoni or PoaUngs tob ba anor-lma. boa to uawm or etbaf Mmdkd coirponanto. <u IM 
datatoa wto ba ocrmclod at lhal I wP atnay* Int acoeawbte Ptmdat dona M wnitani ca 
raptpaora IM ih# DoMah) or Potoop* toadtoip on or totougb Put Abb ftaa wtft ba eerruto. 
a aaiiala, Ibnaty , at atPamna ratoPla Pmndai nwy nMa W au aranaiHla arnton ohanuMlnda 
toaiurao. hinehonaity or OoiMnl or Pnaaiga tonoy vnai 


titip./rywo*y.ian4tnaai«.<omr(emta/ 
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13 *iira Pany Cmwm Hnm pany conwim <inehw»r>fl. vwwaui l u aKw. p«hiwb%) tmi atijwM 
an iMi VtM So m may b* ocuMilO t« miB liwn Hm« VkWi SI* P»o*litM ihiit nel W 
namaafeto iiir ttto aaBima ito *or anr «itnnga«ww)l. wiaitaa. moaaawowa of mi. 
tMainaUmt Banrtai , IM gmw^ia MaahDnil qtacn Hy . in w n giaiiliv w pioCaian ai Ma 
Mahananta. opailowa. m p raa n filM aa ia ta Ot ulNar te>m of cxwlaia qonlaaart m unt WWW Muff 
oiiwaHi a|i|iaa»lii 9 on(MaVM(iSin. VDuiMtfatMandtfiatilwaiCafifaiUanantlafanton&attM 
MMd part) cpMant <t neiltiMi ontfaiiad by mvilgia* H liaM Iba baM of opaaen of Piwttaai . 
Suibw. aifamaioa od opMawB pmakal by twfitaiwaaml apawa of Pioawlai m lHianwta>a 
Aiaaa ••• •■•b naaimaiay anOaiaad »r Picntfai oad <fc> nM naoataantr tawwaaib <lw tiOate 

aM ««a»iMf M PfOvMM 

IS AHaiway Elbtea H c f l fca . P h HWh) Widaa If ymi m» aw Hawwy paulbuiallng W awy aapa»f id 
ttua watt 9*a. atqtbdng bul mm laMtd Kt lataMClM* Afoa. «l you agiaoMM (o piMiba aaac*.' 
lagaf aiMn at any ol yout Pitulama and ladmA Paaiama Mwdi aia apptm*** aduaahMHi. 
and at (wcotdanc* >4h aHoniay MMaa rabtfHamMMt. bi you wunaatil and n o taM Ibal yCM aa 
an aBetnay at genb attpaHnb muti a HoanM in pianllM tma a* « Baaa ono ca l(w> 80 UnaM 
Stain id Aiwaiwaut UmObwcI at CnluwdHa.i.*) you ay aatw pRunally noidy Pimatarnfufiy 
•owca. Matffk famnaMl, « canaur* btou^i i^aHW you. an ««• na natoMVn or olMi 
laoatMowaa, dl you ■liaiaibalifa baaifiaWKlianfPtcluaPBnalCoHihiBtidrbepilfMlfciiaw* 
tabaio you pa acarw) rPulad't awPr (o Pl aavacla of yow (wbawiwn and tfwl yOu Ml 
aiada by laaaa Pub* Thaaa PiMaa aMude, bai ara not liMad >a. iba map ratauaj tn 
aWoidaaip.MMMBnorefeBnK, lutaarapnidaiQlftaoaiataahmenlOf attomay^aafM 
i—uotiUw* taHaa *» waaupai caant aontaan c aa uxauiinartMa pmncp al law. and 
iwdeiadpiuipiii at lact PnivtdardaetnimaallraapoinibMylvviMrocNndMinoByidbthMD 
rblaa y ou tuiwaf ^ptaa awu aonaii in^t Hui Matn you aantapta at arry otBia iniaaagtra 
AiMMon ■« Wab 8Ha. Und yaa viM nof iMIar tapll BPtKai. Mill vM wMy pMdn gmm 0 t 
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SMfCt) - 1 Irniti • f OHtiMS CMM. ftcngnmnn u fv«)«ni c ol p of nnaui wofils w na>n«f mi iiilt of rndw nilwr rltan oMcmiI vtrsd/i 


10/10/U 10S9AM 


Seartfi Wrthin j Onflitn«< ResoHs (1*1) t j Advancetl . 

V(€w Tutorial 

1 of 1 • ^ 

&ook BroHV$« 

Miss. Code Ann. % 1-1-8 (.Copy w Cite) Pages: 2 

Miss. Co<teAnn. § 1-1-8 

MISSISSIPPI CODE Of 1972 

** Current through the 2013 Regular Sesston and 1st and 2nd Extraordinary Sessions *** 

TITU 1. UWS AND STATUTES 
CHAPTER 1. CODE OF 1972 
IN GENERAL 

Miss. Code Ann. § l-l-B (2013) 

§ I'l-B. OfTicial code; recognibon as evidence of public statute laws; restrictions on use of certain words 
or names in title of codes other than official version 


FOCUS"' Terms [ 


view I Full i I 


(1) The Mississippi Code of 1972 Annotated, as amended, modified and revised from time to time, 
chat Is published by the company with which the Joint Legislative Committee on Compilation, Revision 
and Publication of Legislation has contracted under Section i'l-i07(a): 

(a) Is the official code of the public statute laws of the State of Mississippi that are enacted by the 
Legislature; and 

(b) Shall be used, received, recognized and referred to as the official code of the public statute laws of 
the State of Mississippi, and shall be considered as evidence of the public statute laws of the State of 
Mississippi, in all courts of the State and by all public officers, offices, departments and agencies of the 
state and Its political subdivisions, and in ail other places or instances where the public statute laws of 
the State may come into question. However, if there is any conflict between the language of any statute 
as it appears In the Mississippi Code of 1972 Annotated and in the General Laws of Mississippi, the 
language in the General Laws shall control; and if there is any conflict between the language of any 
statute as it appears in the General Laws of Mississippi and in the original enrolled bills enacted by the 
Legislature, the language in the enrolled bills shall control. 

(2) No publisher of a code of the public statute laws of the State of Mississippi, other than the publishing 
company with which the Joint Legislative Committee on Compilation, Revision and Publication of 
Legislation has contracted under Section l-l-107(a), shall be authorized to use as the name, title or 
designation of the code that is published, the words "Mississippi Code of 1972," "Mississippi Code 1972," 
"Mississippi Code of 1972 Annotated," "Mississippi Code 1972 Annotated," "Annotated Mississippi Code 
of 1972," "Annotated Mississippi Code 1972," or any other combination of words containing "Code of 
1972," "Code 1972" or "1972 Code." The joint committee may seek injunedve relief, or authorize the 
publisher of the official code to seek injunctive relief on behalf of the joint committee, against any 
person or entity to enforce the provisions of this subsection. 

HISTORY: SOURCES: Laws, 1999, ch. 310, § 2, eff from and after passage (approved Mar. 8, 1999) 
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EXHIBIT E 
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MISS. Code Ann. § l‘l'8 
MISSISSIPPI CODE of 1972 

** Current through the 2013 Regular Session and 1st and 2nd Extraordinary Sessions ••• 

TITLE 1. LAWS AND STATUTES 
CHAPTER 1. CODE OF 1972 
IN GENERAL 

Miss. Code Ann. § 1-1-8 (2013) 

§ 1-1-8. Official code: recognition as evidence of public statute laws; restrictions on use of certain 
words or names in title of codes other than official version 


(1) The Mississippi Code of 1972 Annotated, as amended, modified and revised from time to time, 
that IS published by the company with which the Joint Legislative Committee on Compilation, Revision 
and Publication of Legislation has contracted under Section i-l-l07(d)r 

(a) Is the official code of the public statute laws of the State of Mississippi that are enacted by the 
Legislature; and 

(b) Shall be used, received, recogni7ed and referred to as the official code of the public statute laws 
of the State of Mississippi, and shall be considered as evidence of the public statute laws of the State 
of Mississippi, in all courts of the State and by all public officers, offices, departments and agencies of 
the state and its political subdivisions, and m ail other places or instances where the public statute laws 
of the State may come into question. However, if there is any conflict between the language of any 
statute as it appears in the Mississippi Code of 1972 Annotated and in the General Laws of Mississippi, 
the language in the General Laws shall control; and if there is any conflict between the language of any 
statute as It appears in the General Laws of Mississippi and In the original enrolled bills enacted by the 
Legislature, the language in the enrolled bills shall control. 

(2) No publisher of a code of the public statute laws of the State of Mississippi, other than the 
publishing company with which the lomt Legislative Committee on Compilation, Revision and 
Publication of Legislation has contracted under Section l'l-l07(a), shall be authorized to use as the 
name, title or designation of the code that is published, the words "Mississippi Code of 1972,** 
"Mississippi Code 1972," "Mississippi Code of 1972 Annotated," "Mississippi Code 1972 Annotated,” 
"Annotated Mississippi Code of 1972," "Annotated Mississippi Code 1972,” or any other combination of 
words containing "Code of 1972," "Code 1972" or "1972 Code." The joint committee may seek 
injunctive relief, or authorize the publisher of the official code to seek injunctive relief on behalf of the 
Joint committee, against any person or entity to enforce the provisions of this subsection. 

HISTORY: SOURCES: Laws, 1999, ch. 310, § 2, eff from and after passage (approved Mar. 8, 1999) 
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Loxis Total Research System 
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Law Student? 
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Lexis Advance* ID? 
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Lexis Advance- makes legal 
research faster and easier and 
ensures you have the critical 
resources you need to tackle 
all legal matters that come 
your way. 

Don't have a Lexis Advance* 
account? Shop in our store or 
talk with a sales person: 

888-253-3901 
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Markup Validation Service 

Cn?i’K Ih9 moil', up tHTMl.. >^HTMi. ; m fiougjpfint* 


Jump To: Notes and Potential Issues Validation Output 


lErrors found while checking this document as HTML 4.01 Transitionaltl 

Result: 

83 Enors, 34 waming(s) 

Source : 

‘<html> 1 

<heod> • 

Kineta nome*"viewpopt" content>»''widthadevice-w\dth, 
initial -scale*1.0, maximum-scale»1.0;’' /> 

!<Unk rel»"5tylesheet" type»'*text/css'* 
href*"/ri/newUIGlobal_05-OCT-2013.css*'></Unk> 


kLINK REL-^stylesheet'* TYPE-''text/css" 

HREF»'Vri/starpag„05-OCT-2013.css" > j 

!<LINK REL*’'stylesheet" tYPE*''text/css" 

HR|F-Vrl/ldcPopUp_0S;:Og_-20;L3.css> ! 

Encoding ; 

U(f'8 1 (dct«CT <utomaticallv) s i 

Doctype : 

HTML 4.01 Transitional 1 ((kt«ct<iutomaucaii^ : 1 

Root Element: 

himl 




r rv now the W30 Validalor Suite "* premium 
service that checks your entire website and 
evaluates Its conformance with W3C open 
standards to quickly identify those portions of 
your website that need your attention. 


mozilla 


The W3C validators are developed 
with assistance from the Mozilla 
Foundation, and supported by 
community donations. 

Donate and help us build better tools for a 
belter web 


Options 
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I jShow Soufcs 

□ 

Validate error pages 


D 

Show Outline 

o 

Verbose Output 


htcip or tnt opw*» i> av*llst)t» 


@List Messagas Sequentially Group Error Messages 
by Type 

JClean up Martrup wilti HTML-Tidy 

Revalidate | 


Notes and PotentiaJ Issues 

The following notes and warnings highlight missing or conflicting information which caused 
the validator to perform some guesswork pnor to validation, or other things affecting the 
output below. If the guess or fallback is incorrect, it could make validation results entirely 
incoherent. It is highly recommended to check these potential issues, and. if necessary, fix 
them and re-validale the document 

1 Unable to Determine Parse Model 

The validator can process documents either as XML (for document types such as 
XHTML, SVG, etc.) or SGML (for HTML 4.01 and prior versions). For this document, 
the information available was not sufficient to determine the parsing mode 
unambiguously, because: 

• in Direct input mode, no MIME Media Type is served to the validator 

• No known Document Type could be detected 

• No XML declaration (e.g .ixmi vi!rsioa-'i.5'?>) could be found atthe 
beginning of the document 

• No XML namespace (e.g «til-.mi xminrr=*htl:p-. / /www. wr .org/lViJ/xIitmi* 

xml could be found at the root of the document. 

As a default, the validator is falling back to SGML mode. 


t No DOCTtn foundl Checking with default HTML 4.01 Transitional Document 
Type. 

No DOCTYPE Declaration could be found or recognized in this document. This 
generally means that the document Is not declaring its Documenl Type at the lop. It can 
also mean that the DOCTYPE declaration contains a spelling error, or that it Is not 
using the comect syntax. 


bUp./ w).0r9/ch«ck 
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The document was checked using a default "fallback" Document Type Oerinilion that 
closely resembles "HTML 4.01 Transitional' 

Learn how lo add a doctvpe lo \rour document from our FAQ . 


^ No Character encoding declared at document level 

No character encoding information was found within the document, either in an HTML 
met! element or an XML declaration. It Is often recommended to declare the character 
encoding in the document itself, especially if there Is a chance that the document will be 
read from or saved lo disk, CD. etc. 

See this tutorial on character encodino for techniques and explanations. 


^ Using Direct Input mode: UTF-8 character encoding assumed 

Unlike the “by URT and “by File Upload" modes, the “Direct Input" mode of the validator 
provides validated content in the form of characters pasted or typed in the validator's 
form field. This will automatically make the data UTF-8, and therefore the validator does 
not need lo determine the character encoding of your document, and will ignore any 
charset information specified. 

If you notice a discrepancy in detected character encoding between the "Direct Input’ 
mode and other validator modes, this Is likely lo be the reason. It Is neither a bug in the 
validator, nor in your document. 


Validation Output: 83 Errors 

O Line 2. Column 1 no document type declaration; implying "<IDOCTYPE HTML 
SYSTEM>" 

The checked page did nol contain a document type ("OOCTYPE*) declaraton. The Validator 
has triad to validate with a faliback DTD. but this is quite likety to be mcorrea and will generate 
a large number of irtcorrect error messages It is highly recommended that you insert the 


blip./ /»4IM4IUY wi.orli/ciMrCk 
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proper DOCTYPE declaration in your document •• instructions for doing this are given above •• 
and It is necessary to have this declaration before the page can be declared to be valid 


i Line 4. Column 91 NET-enabling start-tag requires SHORTTAG YES 

-iewpori;'* contlent:>*'wiclth»deviee'W|dt.i«i inSCSai-6cale>l .0, niaxinmm'acale^l.O;" l> 

For the curreni document, the validator interprets strings like /> according to legacy 
rules that break the expectations of most authors and thus cause confusing warnings and 
error messages from the validator This interpretation is triggered by HTML 4 documents or 
other SGML-based HTML documents. To avoid the messages, simply remove the T 
cnaracter in such contexts NB' if you expect to be interpreted as an XML-compatible 

“self-closing" tag. then you need to use XHTML or HTMLS 

This warning and related errors may also be caused by an unquoted attribute value containing 
one or more T. Example In such cases, the solution is to 

put quotation marks around the value 


Q Line 4. Column 92 character data is not allowed here 

^ewpoTIr* coJicent-^wiiJCti'scl^fVlce-wUrJi, <0. nia'5tla»uni-scaie*l.P;" /> 

You have used character data somewhere it is not permitted to appear Mistakes that can 
cause this error include 

• putting text directly in the body ol the document without wrapping it in a container element (such as 
a ■<:p>aragraph</p>), or 

• forgetting to quote an attribute value (where characters such as and T are common, but 
cannot appear without surrounding quotes), or 

• using XHTML-style seK-closing tags (such as <meta . />) in HTML 4 01 or earher To fix. remove 
the extra stash fO character For more information about the reasons for this, sea Emolv elements 
in SGML^HTML^ML. and XMfML . 


O Line 5. Column 86: end tag for element "LINK" which is not open 

-rele^aLyJeaheet" type-'texL/eeg" hre£»"/ri/wev»aiGlobal_0S-0CT-30l3-cas"></Uiik> 

The Validator found an end tag for the above element, but that element is not currentiy open 
This is often caused by a leftover end lag from an element that was removed during editing, or 
by an implicitly dosed element (If you have an error related to an element being used where it 
is not allowed this is almost certainly the case) in the latter case gtis error will disappear as 
soon as you fix the onginal problem 

If this error occurred in a scnpt section of your document you should probably read this FAQ 
entry . 


ritlp.//»4M4iav.w>.of9/clv«ck 
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O Line 13. Column 64: required attribute "TYPE" not specified 

__Q5 -DCT-2013 . jfl* lAnguagee <• JavaScript " > «/acrlpc»<8cript are*''/rl/brcw8tr_05-O(lr. 

The attribute given above is required for an element that you've used, but you have omitted II. 

For Instance. In most HTML and XHTML document types the 'lyp^*' attribute is required on the 
"script*' element and the "alt" attribute is required For the "img" element 

Typical values for typ« are for and for 

^aerlfiti 


O Une 13, Column 136: required attribute "TYPE" not specified 

._05-C<?T 2013.36“ languag€«=“JavaSeript" ></Bcrlpt><6crlpt arc**'/ri/idcOo«i_m;lis_~. 

The attribute given above rs required for an element that you’ve used, but you have omitted it 
For instance, in most HTML and XHTML document types the 'lype" attribute is required on tne 
"script" element and the "alt" attribute is required for the ''irng" element 

Typical values for type are cyp^v'cexc^csa* tor '•cyi9> and Lyf>««*’tekc/>v«tfcti.f>t* for 

4atici{>t> 


O 13, Column 213: required attribute "TYPE" not specified 

___P5-OCI-2bl3 , ja'’ ienguagea’JavaScxlpL*' >,</8cript>*i5cript erc»"/ti/ettD'’_ne6^05-_ 

The attribute given above is required tor an element that you've used, but you have omitted it. 

For instance, in most HTML and XHTML document types the 'lype'' attribute is required on the 
"script" element and the "alt" attribute is required for the "img" element 

Typical values for cvpc are typ«*"L*xi/c*u* tor and Lypt9«''texL>’j*vAscixpc.* for 

4«C(ipt>. 


O Une 13, Column 267: required attribute "TYPE" not specified 

-._05‘OCT‘aoi3 . je* laiigu«4ge»“aavaScripr “ ></flcript>«ecripr «rr*" /ri/ciom_et3_iii_0S«. 

The attribute given above is required for an element that you've used, but you have omitted it. 

For instance, in most HTML and XHTML document types the "type" attribute is required on the 
"script" element and the ''all" attribute is required tor the "Img" element 

Typical values for typ* are type^^ivHt/csu* for <styie> and typ«*'’c.ekt/j«vdircript* for 


liKp./ /»«liiUiifr.w).orii/ch«ck 
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O Line 13. Column 362: required attribute "TYPE" not specified 

^OS-OCT-Jflia. je* language* ’•JavaScript " ^>/8CTipc^<8rript 3rc»''/r47tiH_ioe_ui_05-oi- 

The attfibule given above rs required for an element that you've used, but you have omitted it. 

For instance, in most HTML and XHTML document types the "type*' attribute is required on the 
‘’scnpf eiement and the “air attribute is required for the Nmg" element 

Typical values for Type are typ««''tc*t/<:ss* for and for 

<aerlpc>. 


O Line 13. Column 435: required attribute "TYPE" not specified 

, _05-OCT-3ttl3 . je” lan 9 uage»"JavaScripc’‘></«rripc>'‘*'rript 9ro«''/li/dcw.niR,ui^05-— 

The attribute given above is required for an element that you've used, but you have omitted rt 
For instartce. in most HTML and XHTML document types the Type" attribute is required on the 
"script" element and the **311" attribute is required for the "img" element 

Typical values for typ« are Typ^s^tcxt/c*** for and cyp*«‘'c«Kt/l<iv«*extrt* for 

«0ci‘ipt> 


O Line 13. Column 509: required attribute "TYPE" not specified 

„^D5-OCT-2l<l3 - js"* language* "Jav-HSCfipt •* > ^/scripcxacript sri:*"/ri/cGfl>mon«cfipc__^ 

The attribute given above is required for an element that you've used, but you have omrtted It. 

For instance, in most HTML and XHTML document types the Type" attribute Is required on the 
''script’' element and the "alt" attribute is required for the "img" element. 

Typical values for typ» are typ«*''ttKt/i;aB* for «styiit> and tyi?»«*'inc6/}atwacript* for 

*flcrlpc>. 


O Une 73. Column 586: required attribute "TYPE" not specified 

^05-OCT-3O13 .Jiii'' 3 anguage** JavaScript* > </8Cjript><6crlpc src»'Vri/brow8«r_05'OC- 

The attribute given above is required for an element that you've used, but you have omitted it. 

For instance, in most HTML and XHTML document types the 'Type" attrlbuie is required on the 
"script" element and the "alt" attribute is required for the "irng" element. 

Typical values tor cyp« are typ«s*texc/caB* for and cype**'cexc/jAv« 0 crip'’* for 
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O Une 13, Column 658: required attribute "TYPE" not specified 

__05*t.iCT*2U13 . J8" language- "JavaScript* > </ecrlpC><6cript 9rc»"/ri/lclc_navbar_05M. 

The attnbute given above « required for an eiement that you've used, but you have omitted It 
For instance, in most HTML and XHTML document types the ‘lype'' attnbute is required on the 
"script" element and the "all" attribute is required for the "Img" eiement 

Typical values for are for and typ««*'t«xc/j«v«act-ipc'' for 

<scrlpt>. 


O Line 13, Column 733: required attribute "TYPE" not specified 

___05't)CT-aDl ii .5s“ languages "JavaScirlpt " > c^/ecripcxecripc firc»''/rl/ldc^^sm_ul_0.- 

The attribute given above is required for an element that you've used, but you have omrtled it. 

For Instance. In most HTML and XHTML document types the 'lype** attribute Is required on the 
"script" element and the "alt" altribule is required for the "Img" element 

Typical values for typt are for <AtyiK> and typ^''mt/javAsctipc* for 

4«vript>. 


O Une 13, Column 809: required attribute "TYPE" not specified 

...pc>«8cripc Brc»*/ri/Jdc_gt>9m_ui_05*oeT-^03 J. ja" ianguaga«*'JaveScrlpt" ></S(:rlpr.> 

The attribute given above is required for an element that you've used, but you have omitted it. 

For instance, in most HTML and XHTML document types the "type" attribute is required on the 
"script'' element and the "all" attribute is required for the "Img" element 

Typical values for r;yp* are eypv»tox(.<’c»e* for <ttyL«> and typ^'toxtyjAVAucttpc* for 

<licvip£>. 


O Line IS. Column 33: required attribute "TYPE" not specified 

<SCHIPT languaqes^JavaScclptl .2" > 

The attribute given above is required for an element that you've used, but you have omitted it 
For instance. In most HTML and XHTML document types the 'lype" attribute is required on the 
"script" element and the "alt" attribute is required for the "Img" element. 

Typical values for typ» are and i*vMet:ipt* for 

■rartlpf s. 
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O Line 127, Column 8 required attribute "TYPE" not specified 

*8niipt 

The attribute given above is required for an element that you've used, but you have omitted it 
For instance. In most HTML and XHTML document types the 'lype" attribute is required on the 
"script" element and the "alt" attribute is required for the "ling" element 

Typical values for tvi>* are for and typ**"t«-Kt/l«V'*»cript* for 


O Une 132, Column 35: there is no attribute "TOPMARGIN" 

<oc>dy bgcolor** eppPPPF" topmargin* 0 iefcmdrgin*0 rJghcmargln-u ItVbody" 

You have used the attribute named above in your document, but the document type you are 
using does not support that attribute tor this element This error is often caused by incorrect 
use of the "Sinct" document type wHh a document that uses frames (e g. you must use the 
"Transitional" document type to get (he Target" attribute^, or by using vendor proprietary 
extensions such as “marginheighr (this is usually fixed by using CSS to achieve the desired 
effect instead). 

This error may also result if the element itself is not supported In the document type you are 
using, as an undefined element wiH have no supported attributes; (n this case, see the 
element-undefined error message for further information. 

How to fix; check the spelling and case of (ha element and attribute. (Remember XHTML is all 
lower-case) and/or check thal (hey are both allowed in the chosen document type and/or use 
CSS instead of this attribute if you received this error when using the <embed> element to 
incorporate flash media in a Web page, see the FAQ Item on valid flash 


O Une 132, Column 46: there is no attribute "LEFTMARGIN" 

<faoc3y ti 3 Culor^*liPFPPFF* i-.tipniargiiisO ivCtmacginQ 0 ciQhtRfarginKn lD*‘'bcidy'' 

You have used the attribute named above in your document, but (he document type you are 
using does not support that attribute for this etemenl This error is often caused by incorrect 
use of the "SInct" document type with a document that uses frames (e g you must use the 
'Transitionar document type to get the target" attnbuie). or by using vendor propnetary 
extensions such as "rnarginheighl" (this is usually fixed by using CSS to achieve the desired 
effect instead). 

This error may also result if the element itself is not supported in the document type you are 
using, as an undefined element will have no supported aRnbutes. in this case, see the 
element-undefined error message for further information 

How to Ax: check the spelling and case of the element and attribute. (Remember XHTML is all 


titlp./ w3.«t9/ch«ck 
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lower-case) an<t/or check that (hey afe both allowed m the chosen document type, and/or use 
CSS instead of this attribute. If you received this error when using the <embed> element to 
incorporate flash media in a Web page, see the FAQ dem on valid flash . 


O Line 132, Column 62: there is no attribute "RIGHTMARGIN" 

<bDdy bgcoiOT^^UPPPPPP" topqiai-gip«>li le£tin^rgin»0 jughcmargin* 0 

You nave used the attribute named above in your document but me document type you are 
using does not support that attribute for this element. This error ts often caused by Incorrect 
use of the ‘^cC’ document type with a document that uses frames (e.g. you must use the 
'Transitional'' document type to get the "target" attribute), or by using vendor proprietary 
extensions such as ''marginheight" <thls is usually fixed by using CSS to achieve the desired 
effect instead) 

This error may also result if the element itself Is not supported in the document type you are 
using, as an undefined element will have no supported atlnbutes; in this case see the 
elemenl-undeflned error message for further information 

How to fix: check the spelling and case of the element and attribute. (Remember XHTML is all 
lower-case) and/or check that they are both allowed lr> the chosen document type, and/or use 
CSS instead of this attribute. If you received this error when using the <embed> element to 
incorporate flash media in a Web page, see me FAQ item on valid flash 


O Line 133. Column 14: there is no attribute "MARGINHEIGHT" 

nuifglJiheLgbt-s 0 itiax’gi.nv/idchaO U3il4oari>'^hangeFont (HI.. 

You have used the attribute named above in your document, but the document type you are 
using does not support that altripute for this element. This error is often caused by incorrect 
use of the “Stnct" document type with a document that uses frames (e g. you must use the 
'Transrtionar document type to get the "target" attribute), or by using vendor proprietary 
extensions such as "marginheight" (this is usually fixed by using CSS to achieve the desired 
effect instead) 

This error may also result if the element itself is not supported in the document type you are 
using, as an undefined element wiM have no supported atlnbutes. in this case, see the 
element-undefined error message for further information 

How to fix; check the spelling and case of the element and attribute (Remember XHTML is ail 
lower-case) and/or check that they are both allowed in the chosen document type, and/or use 
CSS instead of this attnbirte If you received this error when using the <:embad> element lo 
incorporate flash media in a Web page see the FAQ item on valid flash 


O Une 133, Column 28: there is no attribute "MARGINWIDTH" 
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tnacglnheigliL-*^ raarginwidCtk^O onRael£e**refil4eHandl«£ O** onl>oad«''changeFont n /I.. 

You have used the attribute named above in your document, but the document type you are 
using does not support that attribute for this element This error is often caused by incorrect 
use of the “Strict" document type with a document that uses frames (a g you must use the 
'Transitionar document type to get the 'target*' attribute), or by using vendor proprietary 
extensions such as "marginheight" (this is usually fixed by using CSS to achieve the desired 
effect instead) 

This error may also result if the element itself is not supported in the document type you are 
using, as an undefined etement wiU have no supported attnbutes; in this case, see the 
element-undefined error message for further information. 

How to fix: check the spelling and case of the element and allnbule (Remember XHTML is ail 
lower-case) and/or cbecK thai they are both allowed m the chosen document type, and/or use 
CSS instead of this attribute If you received this error when using the <embed> element to 
incorporate flash media in a Web page see the FAQ item on valid flash 


O t-ine 133, Column 4Cf. there Is no attribute "ONRESIZE" 

■arginheislic:«o marginwidcb-eo oiiReaize* " reeizeMandlerl I " onLoad^i’changePoiicO 

You have used the attribute named above in your document, but the document type you are 
using does not support that attribute tor this element This error is often caused by incorrect 
use of the "Strict'' document type with a document that uses frames (e.g. you must use the 
"Transitional'' document type to gel the "target" attrrbuta). or by using vendor proprietary 
extensions such as ''marginheighi'' (this is usually fixed by using CSS to achieve the desired 
effect instead). 

This error may also result if the element itself Is not supported in the document type you are 
using, as an undefined element wiM have no supported attributes; in this case, see the 
element-undefined error message for further tiiformalion. 

How to fix: check the spelling and case of the element and ailribute. (Remember XHTML is all 
lower-case) and/or check that they are both allowed In the chosen document type, and/or use 
CSS instead of this attribute If you received this error when using the <embed> element to 
incorporate flash media in a Web page, see the FAQ item on valid Hash 


O Line 133, Column 95: document type does not allow element "BODY*' here 

-.iitgtnwidCliaU t?JiReei««»*r«eiX9Hdndtei'(| *' onLoada^changeFont ( ) j toudHandler (| r " > 

The element named above was found in a context where it is not allowed This could mean 
that you have incorrectly nested elements - such as a "style" etement in the "body" section 
instead of inside "head" - or two elements that overlap (which is not allowed) 

One common cause for this error Is the use of XHTML syntax m HTML documents Due to 
HTML'S rules of impflcitiy closed elements, this error can create cascading effects. For 
instance, using XHTML's "setf-ciosmg'' tags for "meta" and "link" in the "head" section of a 
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EXHIBIT H 

WiC C^&VdliMuirrcsjii>Fiirt«)(iArM(CSStrvf<iI 10/10/lt It-OZAM 


m: 


The W3C CSS Validation Service 

W5C C9€ Vaiiunlot iviw'Nfor t*xlAr«« (C^S l«v«i 3> 


Jump to: Errors (156) Warnings (47) Validated CSS 


W3C CSS Validator results forTextArea (CSS level 3} 


Sorry! We found the following errors (156) 


URI; 

TextArea 


119 

term. thTeirn 

Value Error - cursor hand is nol a cursor value hand 

126 

.pmterm 

hand is not a cursor value : hand 

140 

helpLHideN 

Value Error : visibilllv hide Is not a visibility value : hide 

140 

.helpLHideN 

Property zindex doesn't exist : 1 

141 

helpLON 

Value Error : visibilitv hide is not a visibilitv value . hide 

141 

helpLON 

Properly zindex doesn't exist : 1 

142 

helpLIN 

Value Error : visibilllv hide is not a visibility value ; hide 

142 

helpLIN 

Properly zindex doesn't exist : 2 

143 

.helpL2N 

Value Error : visibilitv hide is not a visibilitv value ; hide 

143 

.helpL2N 

Properly zindex doesn't exist : 3 

144 

.helpL3N 

Value Error : visibilitv hide is not a visibilitv value : hide 

144 

.helpL3N 

Properly zindex doesn't exist : 4 

145 

.txlHide 

Value Error : visibility hide is nol a visibility value : hide 

147 

.lxt#tagDel 

Value Error : visibility hide is not a visibility value : hide 

148 

.lxt#1agDelS 

Value Enor : visibility show is nol a visibility value ; show 

149 

.txl#lagSrc 

Value Error : visibility hide is nol a visibilitv value : hide 

150 

.b(l#lagSrcS 

Value Error : visibility show is nol a visibility value : show 

165 

tocexpandNS 

Value Error : vtstbiiitv hide is nol a visibilitv value : hide 

168 

locexpandNS 

Property layer-background-color doesn't exist : #FFFFCC 

Hip./ //igMw wi.orq/dt'yliMdllo) /vaHPaioi 
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174 .tocposNS 

175 tocposSbowNS 
162 tocexpandlE 
191 .CALyr 

220 tocScrollDIv 

221 .locScrollDiv 

227 .locScrollDivNS 

228 tocScrollDivNS 

296 .hpOpI 
320 fpMenuCell 
327 .fpMenuCellHover 
373 .tabA(4lve. tablnaclive 
406 .menu a;vlsited 
410 .menu aihover 
415 td.rnenu 
445 td.dlsabled 
450 td.dlsabled 

469 InPopupSlyle 

482 .CRNTrailStyte 

574 a.rtMenultemrhover 
608 tr.trActIve 

620 span.imglnactive 

631 img.meDocHand 
797 a.dftinlralnk 


Value Error : visibility hide is not a visibility value : hide 

Value Error : visibility show is not a visibility value : show 

Property layer-background-color doesn't exist ; SFFFFCC 

Property layer-background-color doesn't exist : #FFFFCC 

Value Error ; height only 0 can be a length. You must put 
a unit after your number : 100 

Value Ertor ; width only 0 can be a length. You must put 
a unit after your number : 380 

Vatue Error : height only 0 can be a length. You must put 
a unit after your number : 100 

Value Error : width only 0 can be a length You must put 
a unit after your number : 380 

Value Error : width "162px" is not a width value : ”162px" 

Value Enor : cursor normal Is not a cursor value : normal 

Value Error : cursor hand is not a cursor value : hand 

hand is not a cursor value : hand 

Value Error : color 0 is not a color value : 0 

Value Error : color 0 is not a color value : 0 

Value Error : color 0 is not a color value : 0 

Value Error : color 999966 is nol a color value : 999966 

Property font color doesn't exist : 999966 

Property layer-background-color doesn't exist ; 

#DFDFDF 

Property layer-background-color doesn't exist : 

#DFDFDF 

Value Error ; cursor hand is not a cursor value : hand 

Value Error : cursor hand Is not a cursor value : hand 

Properly ackground-image doesn't exist : 
url(/ri/arTow_black gif) 

Value Error : cursor hand is not a cursor value : hand 
Value Error : color Unknown dimension 3300cc 
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hand is not a cursor value : hand 

Value Error : f onl-familv Parse Error . Anal. Helvetica, 
sans-serif 

Value Error : font-family Parse Error : , Arial, Helvetica, 
sans-serif 

Value Enor : font-family Parse Error . Arial, Helvetica, 
sans-serif 

Value Error : font-familv Parse Error . Arial. Helvetica, 
sans-serif 

Value Error ; cursor hand is not a cursor value ; hand 

Value Error ; color 999999 is not a color value 999999 

Value Error ; cursor hand is not a cursor value hand 

Value Ehor : width only 0 can be a length. You must put 
a unit after your number ; 285 

Value Error : border Unknown dimension 2pxin8el 


1104 

tsppopupdose 

Value Error : cursor hand is not a cursor value : hand 

1140 

Msppopup 

Parse Error duralion=1) 

1176 

.scBlackTerm 

Value Ehor : color #black is not a valid color 3 or 6 
hexadecimals numbers : #black 

1163 

spellCheckFakeDivIE 

none is not a overflow-x value ; none 

1298 

.SS_popmenu 

Parse Error -HEIGHT; 1.1 em 

1349 

.SSjjopmenubar A 

hand is not a cursor value : hand 

1438 

tr.SS_headerblack Id 

Value Enor : oaddino only 0 can be a lenoth. You must 
pul a unit after your number 3 3 3 3 

1445 

tr.SS_subheaderdkgray td 

Value Error : padding only 0 can be a length. You must 
put a unit after your number ; 3 3 3 3 

1451 

tr.SS_noshadewhile Id 

Value Enor : baddina onlv 0 can be a length. You must 
pul a unit after your number : 3 3 3 3 

1469 

lable.SS_tableborder 

Value Error ; width only 0 can be a length. You must put 
a unit after your number ; 750 

1473 

lable.SS.tablenoborder 

Value Error ; width only 0 can be a length. You must put 
a unit after your number : 750 


WK CSA ValMJM# ruuAt Im TmiAim (CSS (ml tl 


888 

.hpTopLk2 

932 

small sans 

935 

.smallsansinact 

943 

.trGNSMAclive 

953 

irGNSMInactive 

960 

table.lableMenu 

963 

span disabledLink 

1035 

tr SSIrActiveClass 

1073 

.ssrchDocSel 

1077 

.ssrchDocSel 
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1700 pgheader 

inpul.browseBulton 
1916 input.selectSourcesButton 

1967 rbcTilleBar 
1989 rbcFomiHeading 
1995 .rbcFormSelect 
1995 rbcFormSelecl 
2003 input rbcFormSelect 
2007 rbcGolmage 

2011 frbcinputi 

2038 panebarselecledtab 

2149 input.invButtonWidget 

2150 input invButtonlMdget 

2153 input invButlonWldget:hover 

2154 lnpul.invButtonWldget:hover 

2240 input.benlArrowButton 
2261 input.tpCheckmarKRedButton 
2497 #sourceUsl input 
2502 #sourceLisl label 

2577 input.addButton 


Properly font-color doesn’t exist . #000000 
Value Error : cursor hand Is not a cursor value : hand 

Value Error ; cursor hand Is not a cursor value : hand 

Value Error ; lont-tamilv 1 1px is not a font-family value : 

1 1px Verdana.Arial.Helvellca.sans-serit 

Value Error : font-sire only 0 can be a length. You must 
put a unit after your number : 1 1 

Value Error ; font-size only 0 can be a length You must 
put a unit after your number : 1 1 

Value Error ; width only 0 can be a length. You must put 
a unit after your number : 200 

Parse Error onfocus="newoodeopl.checked- checked’;" 

Value Error : vertical-allan null is not a vertical-align value 
: center 

Value Error : width only 0 can be a length. You must put 
a unit after your number : 20 

Value Error : background #FFFFF is not a background- 
color value ; #FFFFF url(/rl7rabMiddleVVhile.gif) repeal-x 

Value Error : heinht only 0 can be a length. You must pul 
a unit after your number ; 30 

Value Error : width only 0 can be a length You must pul 
a unit after your number : 49 

Value Error : height only 0 can be a length. You must pul 
a unit after your number : 30 

Value Error ; width only 0 can be a length. You must put 
a unit after your number : 49 

Value Error : cursor hand is not a cursor value : hand 

Value Error : cursor hand Is not a cursor value ; hand 

Value Error : cursor pir is not a cursor value : ptr 

Value Error : cursor ptr is not a cursor value : ptr 

Value Error : cursor hand is not a cursor value : hand 
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2598 inpul removeBullon 

2619 input moveUpButton 
2640 input moveDownBulton 

2781 • 

3022 .l3Bold1 

3058 • 

3071 * 

3080 • 

3105 .qsTabActive. qsTablnaclive 
3146 * 

3220 dlvMeliveryLInKs ul 

3312 ulMopnav II 

„„gQ ulMopnav II sub. #subnavdiv 
sub. #beader .ddsub 

3627 li.LefISelecledTab 

3683 Htsubnavdlv a.disabled 
3804 primary 

3934 buttonGelAndFind 

3935 


lonont ISOS AM 

Value Error : cursor hand Is not a cursor value : hand 

Value Error ; cursor hand is not a cursor value : hand 

Value Error : cursor hand Is not a cursor value : hand 

Parse Error "html div#fas_contenl header span.right { 
margin: -3px 3px 0 0; } 

Value Error : oaddinn-riohl only 0 can be a length You 
must put a unit after your number ; 2 

Parse Error *html img.markelingBlurb { widlh:187px: 
heighl:234px: border:0px; padding-left:5p: margln- 
right:220px: } 

Parse Error *html img.quickSearchMarketingBlurb { 
wldth:188px: height:167px; bordenOpx; padding-leftiSp; 
margln-right:220px: ) 

Parse En-or *html td.laslOSRow { padding-lop:7; 
padding-left: 12px: padding-bottom:10px: } 

Value Epor : cursor hand Is irol a cursor value : hand 

Parse Error *html divUfquIckSearchByRcnlSrc a.formfid 
{posillon relallve: top:-3px;} 

Property bottom-padding doesn't exist : 2px 

Value Error : font-size normal is not a font-size value : 
normal 

Value Error : Igll only 0 can be a length You must put a 
unit after your number : -90 

Value Error : background- position only 0 can be a length. 
You must pul a unit after your number : 0 0.50% 23,righl 
0 

Property visibilty doesn't exist : hidden 
Parse Error color=#000000) 

Parse Error ■‘margin-right:3px: 

Unknown pseudo-element or pseudo-class :bold 


3937 


Parse Error ( 85% Verdana: ) hlml:nol((dummy]) 
buttonGetAndFind] 
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3946 

button Shepards 

Parse Error *margin-right:3px. 

3947 


Unknown pseudo-element or pseudo-class relative 

3947 

position 

Parse Error relative: 

3955 


Parse Error (,6px: *posj|lon:none; *botlom:0px; padding- 
lop:6px Ijmportant: paddjng-bottom:6px .'important: 
padding-lefl;2px: ) html:not([dummy]) butlonShepards) 

3970 

■buttonLexis 

Parse Error *position:none: 

3971 

* 

Parse Error *botlom:0px: 

3975 


Parse Error [:6px limportant: padding-botlom:6px 
limportant: } hlml:nol((dummy|) .buttonLexis] 

4024 

html:not((dummyl) 

scrollDivTable 

Value Error : oaddina-letl onlv 0 can be a lenolh. You 
must put a unit aher your number : 10 

4161 

alertsHeader 

Value Error : border-color cccccc is not a border-color 
value : cccccc 

4176 

dlv.aleitsOuter 

Value Error : border-tefl-color cccccc is nol a border-left- 
color value : cccccc 

4177 

dlv.alertsOuler 

Value Error : border-nohl- color cccccc is nol a border- 
right-color value : cccccc 

4182 

dIv.alerlsOuler 

Value Error : clear all is not a clear value : all 

4185 

dlv.alertsOuler 

Value Emor : border-too-color b0012d is nol a border-too- 
color value : b0012d 

4195 

dIv.alertsBody 

Value Error : border-color cccccc is not a border-color 
value : cccrxc 

4199 

dlv.alertsBody 

Value Emor : clear all is not a clear value : all 

4209 

div.alertsBodyGw 

Value Error : bonder-color cccccc is nol a border-color 
value : cccccc 

4250 

.alertsLlnklnactlve 

Value Error : color Too many values or values are nol 
recognized : dark blue 

4324 

.alertsLeRT abSpacer 

Value Error : border-bollom-color cccccc is nol a border- 
bottom-color value . cccccc 

4335 

alertsTabSpacer 

Value Error : border-bollom-color cccccc is nol a border- 
bottom-color value : cccccc 
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4349 alerlsRighlTabSpacer 
4541 .selecledlabstyle 
6074 * 

5088 #mainLayer li:hover 

5161 * 

5164 • 

5170 * 

5190 * 

5193 * 

5223 • 

5281 • 

5300 * 

5325 • 


5345 • 

5364 • 

5459 * 


Value Error : bofOer-tioWom-color cccccc is nol a border- 
bottom-color value : cccccc 

Properly size doesn't exist : 10 

Parse Error *html input InvSrchFrmAjaxBulton. 
button.invSrchFrmAjaxButton { v/idth:aulo: _width:100px: 
} 

Value Error ; texl-deco ration unerline is not a color value 
: unerline 

Parse Error *html fleldsel { padding :5px 0 lOpx 0; } 

Parse Error *html div.searchForm fieldsel { widlh:650px, ) 

Parse Error 'html div.searchFormNoSpellCheck 
fieldset#semanlic_reslrDate ( width:580px; } 

Parse Error 'html div searchFomi { margin-left:3px; ) 

Parse Epor 'html div.searchFomiNoSpellCheck ( 
margin-len:3px; } 

Parse Eoor 'html fonn#boolForm 
tieldsel#bool_lermsEnlry. 'html torm#freeForm 
fieldset#free_lermsEnlry { widlh;500px: _wldth;490px: ) 

Parse Emor 'html form#boolForm 
fieldseWboolFormOplions, 'html formtWreeForm 
fieldset#freeFormOplions ( lefl;4px: ) 

Parse Epor 'html div searchFomtOption ( overflow-y: 
hidden: overflow-x; hidden; } 

Parse Error 'html div.searchFopnOptionAclive { 
overflow-y; hidden; overflow-x: hidden: position:relabve; 
left:5px; heighl:20px: margin-left: -5px: _widlh:145px: ) 

Parse Epor 'html input.invSrchFrmButton, 
button invSrchFnmBullon { font: 1 1px 
Verdana, Arial.Helvetica.sans-serif; lexl-decoralk)n:none: 
color:#004b91 ; bacl(ground:lransparenl: border:0. 
padding;0 2px 0 0: margin:0; widlh:105px; height:auto; 
lexl-align;lefl: } 


Parse Error 'html formffsourceSearchForm 
field5et#formOpHons{ paddingbottom:0px: } 




Parse Error 'html divffsemlnpulHelp ( padding-left:135px; 
widlh:579px; ) 
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5464 
5531 • 

5543 • 

5620 • 

5750 dlv#freeHelpPod a 
5755 div#easyHelpPod a 

5759 dlv#semHelpPod a 

5802 * 

5820 edit 

6006 * 

6011 0tml>body 

iframe#disablePage 

6050 * 

6235 dedupeBollom 

6302 WransDiv 
6513 #transilionDiv 
6572 tabletBGheader 


10;i0/lt 1SD3AM 


Parse Error (:] 

Parse Error *hlml fieldset#bool_locSearchWithin input, 
fieldsel#free_locSearchWithin input { margin: -3px Opx 
Opx;} 

Parse Error *hlml div#bool_locSelecledNodes 
Input.khakiButton, ‘himl div#free_tocSelectedNodes 
input.khakiButton { floal:righl. margin-right90px: } 

Parse Error "html div#featuredContenl.fc_tnjncDisplay 
input#fc_tflewAII. •html 

div#fealuredContenl.fc_seleiaDi3play inputlWc_viewAII { 
margin-left:5px: ) 

Value Error : [qqI inberit is not a font value : inherit 
Verdana.Arial.Helvelica.sans-serif 

Value Error : fsot Inherit is not a font value : inherit 
Verdana, Arial.Helvetica.sans- serif 

Value Error : [aol inherit is not a font value : inherit 
Verdana.Arial.Helvetica.sans-serif 

Parse Error *html div#formPageErr { width:550px: ) 

Parse Error (M5lor=#000000) 

Parse Error ‘html iframe#disablepage { 
position:absotute: rilter:alpha(opaclty-60): top: 
expression((topval=document.body.scrollTop)+'px'), 
height: 

expression((heightval=documenl.body.clienlHeighl)+'px'); 

width: 

expression((wldthval=document.body clientVVAdth)+'px'); } 
Parse Error opacity=60) 

Parse Error *html body divffbool_searchTerms_fake. 

"html body divillfree_searchTerms_fake { widlh:390px; 
height:130px: ) 


Properly maring-top doesn't exist : 5px 

Parse Error opaaty=40) 

Parse Error = 0) 

Value Error : backqround-imaae top is not a cxsior value ) 
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6741 a.tablelOptionTabs Value Error : background-image top is not a color value 1 

6766 nfolabelsel Property align doesn't exist ' left 



1 ¥ 

VALIDATOR! 

Tbe W3C validators rely on community support for I 

hosting and development. 


Donate and helo us build better tools for a better vreb lilBB 1 


Warnings (47J 

URJ ; TextArea 

84 


Family names containing whitespace should be 
quoted If quoting is omitted, any whitespace 
characters before and after the name are ignored and 
any sequence of whitespace characters inside the 
name is converted to a single space 

88 


Family names containing whitespace should be 
quoted If quoting is omitted, any whitespace 
characters before and after the name are ignored and 
any sequence of whitespace characters Inside the 
name is converted to a single space 

91 


Family names containing whitespace should be 
quoted. If quoting is omitted, any whitespace 
characters before and after the name are ignored and 
any sequence of whitespace characters Inside the 
name is converted to a single space 

96 


Family names containing whitespace should be 
quoted. If quoting is omitted, any whitespace 
characters before and after the name are ignored and 
any sequence of whitespace characters inside the 
name Is converted to a single space. 

216 

tocScfOllDIv 

Same color for background-color and border-top-color 

216 

tocScrollDiv 

Same color for background-color and border-right- 
cotor 

216 

.tocScrollDIv 

Same color for background-color and border-bottom- 
color 

216 

tocScrollDiv 

1 

Same color for background-color and bonder-left-color 
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224 

tocScrollDIvNS 

224 

tocScrollDivNS 

224 

.locScrollDIvNS 

224 

tocScrollDivNS 

1181 

spellCheckFakeDivIE 

1181 

spellCheckFakeDivIE 

1181 

SpellCheckFakeDivIE 

1181 

SpellCheckFakeDivIE 

1291 

■SSjropmenu 

1719 

Inpul.saBtn 

2652 

hr tabEditSect Ion Divider 

3400 

Wheader ddsub 

3400 

IVheader ddsub 

3400 

IWieader ddsub 

3801 

.primary 

3801 

primary 

3801 

primary 

3801 

primary 

5078 


5114 

.priEir 

5114 

■priEn 

5114 

•priErr 

5114 

priErr 


Same color for background-color and border-top-color 

Same color for background-color and border-righl- 
color 

Same color for background-color and border-bollom- 
color 

Same color for background-color and border-left-color 

Same color for background-color and border-top-color 

Same color for background-color and border-right- 
color 

Same color for background-color and border-bollom- 
color 

Same color for background-color and border-lelf-color 

Same color for background-color and color 

Same color for background-color and color 

Same color for background-color and color 

Same color for background-color and border-lop-color 

Same color for background-color and border-lop-color 

Same color for background-color and border-top-color 

Same color for background-color and border-top-color 

Same color for background-color and border-righl- 
color 

Same color for background-color and border-bollom- 
color 

Same color for background-color and border-lefl-color 

Property _widlh is an unknown vendor extension 

Same color for background-color and border-top-color 

Same color for background-color and border-rlghl- 
color 

Same color for background-color and border-bottom- 
color 

Same color for background-color and border-lefl-color 

- -r Lzaa, I'JC . > o- U / Piiqc 10«| 
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http://www.lexisnexis.com/hottopics/mscode/ - Section 508 


Scan complete*]: 10/10/2013 2:03:22 PM 

Croup AJI tasues 

* Qjgct wn S06 ' 

|$<tction $08 guideimtt for web applications as 4ft*cri^d at th« US Aecass Board wib I 

\^t 1 

o nU94.2_2(a) _ 

|A tevt equivalent for every non*tax( eiament tfiaM be provided (e g., via *al(*. I 
'*l of»0datc’. er In element content). | 

• 0.1 1 All IMG elements are reqmred to contain eiOver. 

iThc ALT or LONGOE5C attribute Is used by user agents to supply informaUon I 
I aboiA ^ im^e wlm^r’i^es cannot be shown J 

■ BNon-decerativ* IMG element contains empty ALT atonbuCe 

• ntip //vnv«v.le>isn*ne.a9m/tiotb>p<cs/mscDdc/b>nn. 

• Line 40, column 33. IMG element. SAC e ‘‘http.//www len. .ettopics/mscode/i(na9ea/20x20.gir 

• Ol'age does not Dave IHG elements. 

• Mlp.//wivw.icaitnexis.flem/hotl 0 picvmseod«/ 

■ hBp://www leslsnem com/botlPpics/mKOde/bien .. 
e blip- //WWW. lBelsncos.com/hnttnpics/mscDae/iavo> 

• 0>i 2 AM APPtf T elements are reouired to contain bet .. 

fAPPin^ eiaments provida fbnetienality that is not available to all users. Eltnar 
Ithe element content or die ALT attribute are used to describe the purpose of 
jth e applet, flependm g wn tbe u s er agent 

• fiilD APPLET elements lound. 

• hKp.//www.iei(isn*Xig.com/hottopicvinscod«/ 

• http. //WWW lavitnexis com/hottepicWmscode/bann. . 

■ htlp;//www.lexlsneos.com/hatbipics/mKDde/blen. . 

B nnp;//www tBxisnens.cam/hotbipics/mscodc/lavn . 

• 0.1 3 W hen EMBED element* art used, the NOEMBED aieme... 

[embed eiemenla present functionality not available to ail users. Tha 
[moCMBED element can be used to provide a descrtpban. 

• Dl'age does not have EMBED eiaments. 

a hHp.//www inisneKis.com/hottopics/mscode/ 
a hCtp.//arww.leii5n«ins.oom/hotlRpics/nrbcede^enn. . 
a http;//www.lexi5nex)s.com/hwtbipics/mscode/blan. . 
a nixp://www lexisnejos.oam/hutbipics/inscode/lavu 

a O.! 4 All OBJECT ft lem anif are reouired to c ontain ala.. . 

INJECT elements Cyprcaliy use technologies that are not available to all 
users The clement content is used to describe the purpose of the 
)objec t/applet 

a tSpage docs not have OBJECT elements. 

a htSp.//www.tavltnex)S.cani/hottooics/mscod*/ 
a http://www.texlsnexis.CQm/hatb>pics/mKDd^bann. 
a hap://www.texi5nexis.cam/hetb»Dics/mscDdc/bMn. . 
a ht!p.//wwiwiasisneus ooin/hetCupics/mscode/iayo 

o 0:194.2^) 

iDecumcnts shall be organized so they are readable vuthoot requinng an assnclatad 
j style sheet j 

a 0*.J Failure of Succeas Cntenon 1.4.3, 1,4.6 and 1 .. 

Users with viaon loss or cognitive challenges often require speedK 
(oregiound (tawi) and bacMground color combinations Tor ihscance, meny 
people with low vision fmd rt much easier to see a Web page that has white 
text on a black background, so thev may have set their user agent to create 
this contrast If the author specifies that the text must be biacb, then it may 
override the setbngs of the user agent and render- a page that has black text 
(spcofied by the author) on black backgrourid (that was set in the user 
agent). This principle also works in reverse, If the Webmaster forces the 
background to be white, then the white background specified by the author 
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wrauld be the same cotor as the white text (which was set m Che user e^ent) 
renoenng me paoe tmusable to me user. Therefore, ff the author speofies a 
foieoraund (Ini} cotor then the/ should also epaO^ a bachpround color 
which has wibtfe nt cootnst (tnic) mltn the foregnmnO end vice versa. 

« OElement speciftes hackoround color but net specify fereorounO (text) color 

• hRp://www.ie«isnexis.i:om/ht>itopiiCs/m&<ode/E)Br)n. . 

• Line 40, oelurnn 9, TO element 

■ Une 40, oolwmn 33, )H6 element, SRC w *http7/wwrw.lexi,..ottoplcs/m6codc/«maQes/20x20 gir 
B rittp /rwww leMisnexis.cam/hottupics/mscode/iava 

a Une 31, column I, TABIE element 
a Line 32. column 3. TR element 
a Line 33. column $. TO element 
a Line 35, column 3, TR element 
a Line 30, column 3, TR element 
a Line 39, column 4, TO element 
a Line 39, column 28, BR element 

a Une 40, column 303, A element, HREF • *httb://www.iexi.. .com/hcittn(Ncs/mscDde/aiROort.htni* 
a Une 40, column 3S9, BR element 
a Une 40. column 365. BR element 
a Une 4}, column 5, STRONG element 

• Line 41. column 40. BR element 

a Une 42. column 44, A element, HREF « *http;/Aeww.leirisnexis.comAerms* 
a Line 42. column X67, A element, HREF • ''hClp://www.lexiBnexls.oom/terms'' 
a Line 44, column 3, TR element 
a Line 45, column S, TO element 
a Line 46, column 3, TR element 
a Une 49. column 5, TD element 
a Une 52, column 1 , OlV element 

a R'age contain no elements diet speohc foregraund color but no background coior or vice versa 

• rittp^/wwwlRvisncvs.cqm/hotlspics/mscoda/ 

• nttp://www.lBiilsneicis.cam/hoaiM>ics/mscodc/blan. . 

• Sd t Org ania documohts so they mey be read withoot ... 

[organixe dDcumenis so they may be reed without style thoets. For example, 
when an HTML document u rendered without acsodaied style sheets, ft must 
Istbl be posable tn read the page. 

a Opage uses an external style sneet. VerdV that the page can be reed without it. 
a r>np.//www,(eiisn«xis com/hotlsoi^mscode/benn. , 

■ hKp://www.<»vlsn«ins,com/hatb»0'CS/mscoa«fiay(i. 
a BPage does not use styla sheets. 

a hCtp://www.iaxl5n«xis.cam/hottopicVmscode/ 
a hRp,//www.lftxisnexis.cem/hotiopics/msccidaibiBn.. 
a Oi 3 Making the DOM order match the visual order 

a BEiemenis dtsplayed wRh absolute positioning mey be out of logical DOM order 
a nap.//www.lexl«nexis cam/hottapics/mscpde/layo,. 
a Line 30. column 1. OIV element 
• Bpage does not use absolute poslboning 

a hlip.//www.la«ifnexis.a3iri/h(ittupics/insccKle/ 
a http7/www.lexlsn«Kis,com/hottopicSi/mscod«/benn.., 

• htto;//www,lexisn«xis.cQinfhottopicx/mseod«/blan... 

0 Oll94.220) 

Trames shall be bbed wfth text that tacHItetes frame ideottfleabon end navigatloo | 

a Bt 1 Ail IPRAME ele ments are requireg to contain eie.-, 

IlFRAME eiemenu provide lunctMinaiity Uial it not avedaPle to all UMrs. The 
[e lement content should descHba the pur p ose of Oie IFRAWE, 

a BframE element does not have element content. 

a fiRp7/www.iexisnehia.oom/h4tKopic»/inseode/layo. . 

a Line 24, column 9, TFRAME element, SRC « ‘‘htlp;//www.lcirl....Ciim/hottopics/msCDde/benntr htm* 
a Une 27. column 43, IFRAME element 
a Bpage docs net hevc IFRAME elements. 

a nnp;//www.(exianekis.cem/hon4pies/nKcode/ 
a hKo'.//www.ie»isn*xit.comfhaiiopicvniseod«/benn. , 
a ntlp;//www.lnl«n«ins.oom/h<ftlnpica/mscode/bien. .. 
t Oi 2 All FRAME elements are reauired to contain the ... 

a Oframe clamant does not contain a TtrCE attribute, 
a hap;//www.ieKiBrMviB.oom/hntt<ip<s/mscod</ 

a Une 17, column 3. FRAME element, SRC • *http;//www.4exi....com/hotcop»cs/mscode/lavouc.htm‘‘ 
a Une 18, column 3. FRAME element, SRC « 'http;//www.lexi...s.oom/hottPpicVmscoae/blank.htm* 
a nnp.//www.lexi9nexif.cDm/hon>ooics/mKOde/leyo. . 
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• Line 24, eelumn 9. (FRAME element, SRC « ''hU»:/^Frww.leKl....com/hotcopics/'n6flode/banner.ntm* 

• Line 27, oelwmn 43, (FRAME element 

• Bno FRAME dements found In Oecumant body. 

• hBp./Mtvw texisnexie.com/honopicWmscode/benn. . 

• hnp.//vinvw.texisnexis.com/hoTtopies/mscod«/blan... 
a 0< 3 A ll FHAMeser demetwa wH be cbechad fat the N., . 

Foots twCh frames are not availaMi to dl users. TTte NOFitAMCS element 
should need to provide an dtamaW- 

• ODutarPRAMESeTdaesnethaveNOPRAMES. 

• niip7Aww.leyi»neios,«m/hat|op»cWn»*eode/ 

• ^^age does not have PRAMESET elements. 

• nQp y/vvww <exisneos.c4m/nn(KoDies/mscod«/bann. 

• nap.//www.ie<i5fleos.a)m/riDttDpics/mseodc/blan- . 

• ltap://ynvw.lexisn«xis,com/hottopicsynuei>de/iayo. 

e Bu94^(c) 

IWcb peoea shall be designed so dutali Mfnrmation conveyed wtli color is also 
[availabte xvfthout color, for example fratn centart or piarlcup- 

• Br J E nsure that all information conveye d with cater.,, 

[This checfc idenWiee pagw that poianbany require odor ter vituel chedong I 

• Bpage references an external scyle'sheec. Visual check required. 

■ htsp;//wtyw <exisnexiB.oom/honopKs/mEcode/bann. . 

• hnp.//vvww.lexisnexis.cDm/hdtlopies/mscode/lavo. . 

• Bpaot does not speedy color infprmaoon. 

• hnp.//www.lexisn«xis.CDm/hottopic5/mscode/ 

• r<ttp.//w«vw.iexi5n«xis.a)m/hottopKWm5code/bian.. 

o Bum 

. f<o«v and co lumn h eader s shall be Identified for data tables. \ 

• B'] 1 Fof data taoies. ide ntify row and column headers 

I This oiecA idenohes data Cables that do not have any TH dements. Data 
rebles art recognisad as having a border attribute greeter than 0. Tables with 
no border regufre e visuei check, unless they contain mput, image or child 
table elements, or cePs with long text, indleating they ere most likely layout 
cables. 

• Bpossibia data cable does not use TM clement. 

• httpi/Aeww lexisneyis.CDm/hottooics/mscode/benn. . 

• Line 41. eelumn 34, TABLE 4lem«nt 
• http.//www (exisnexiE.com/hOTtopicvmscode/lsvo. , 

• Line 22, column 1, TABLE element 
■ Bpaqe cnntein* no tables. 

• hnp.//www.)exisnexis.cDm/hottopicwmKode/ 

■ hnp.//www lexisnexiscxim/riottopics/mscode/blan... 

o BuM .22<J) 

iPeges shell be designed to avoid causing the screen to flicker with a frequtney 
I gn aadf than 2 Hr end lo war than S 5 Hz 

■ B|,2 Until user agents aNow users to mntrol blinki. . 

■ Bpfige may contam elements that cause DlinNiog. 
a hnp://www.laxlin«xis.cnm/hotlBpio/nHeod«/ 

• hnp://www.<evlsnex)s.cnm/hflttnpicWn>Kode/oerin . . 

• nap://www iBxlsnexis.oom/hotbipics/mscode/lavn.. 

• Bpage docs not omtam eiemcnu (hat can cause blimung. 
a htlp://www.takisn*ins oam/hottapics/mscode/blan... 

• B].l Pages arc required not Co contain the BUNK ele... 

• B>e«e does not contain a BUNK element. 

a http //WWW taxisnaHis.com/hnttonics/mKode/ 
a http://www.iexisnexis.CDm/nottopics/mscode/bann. . 
a hap.//www.lexisnekis.CDm/hottopics/mscod«/blan... 
a hRp.//www.(«Kisnex<s.cem/hotiopics/mscod«/lavo. . 

• BuM 22(k) 

|A taxtronly page, wfth equivalent information or functionality, shell be provided to 
I make a web site complv with the provisions of this part, when complianee cannot 
I be accomplished in any other way. The content of Che text'Onfy page shall be 
1 updated whenever the pnmary page char>ge s. 

a Bk.l Check fore Text Only Verson' Imk chat prey*. . 
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ff • T«)Ct Only CiquivJiiOAC at « t« pfovHlwl ll ntttst b« wpdOteO ivcry Umo 
|tt« pnmary content ctianges. This checkpoint typicaMy gets rnsrked N/A 
DeciuM then are suffioent technigues for melting complex web cortbent 
accessible. This checkpowt wiey need re be euaomaoa 

• ^^enty It text only vetwen IS necesMry for pege 

■ hap://www.lexisn«iiis.oam/hottapics/n»fciMl«/ 

■ ntip;//ww«v.tmsncx}s.cam/hPtt«toics/"*scodc/Darm. 

■ <«op//www.texlsneMs.cann/hottBpics/msco(l«/btan. . 

• http 7/www.lexlsn4MUf oam/hoctepicVnucocie/ieva.- 

fl 22 ( 1 ) 

I When oeges utiUTe senpUng lengueoes le displav cajntcnt, or bi create internee 
leicments, the informaPon provided by the senpt shall be identdied with tuncUanai 
I ie »t that can be reed by asstiUve technology. 

■ li.i Venty mformatian provided by scnpte sttaii be. . 

• A/enfy that script is irivoiteble or have textual representetien 

• hnpVMwvv.taxisnevis.com/hottooKs/inscode./ 

• http. //www.iexisnexis.com/holtopicVniscode/ Winn... 

■ hRp./^www.iaxisnekift.cam/hotiepic&ymtcode/layo. . 

■ Brio scripts usad on page 

• hnp://vyww.<exi9nexit.com/hottopi<s/niscode/blan... 

0 Bu» 4 2 ;(p) 

< Mhan • tuned respopM Is toguirsd, the user ^eU b« elorted end given sufnetept 
: ti me to indicate nriore time is cegutred 

• Bp.i Allow users to complete an acbvity without any... 

The otgective of this technique tt to provide users with ell the um* they need 
to complete en activity. Thts technique involves prowKling e specifted acbvitv 
which dees not require timed Intareition. Users are allov^ as much time as 
they need to interact with the activity. 

• ^^erdy purpose of timeout. Usabilicv tea to ensure that user can complete activity without time 
limit 

• http /^ww faxisnexis.com/hettODici/mscode/ 

• Une 7 ^ column 1, SCRIPT element, SRC • '1tRp;//www.lexi..oHlh/]Querv/)query- 


• nnp.//www-<exiinexis,fiQm/hotiop(cs/mscode/ber*n. . 

■ Line 7, column 1, SCRIPT element, SRC * *http://www.lexlsnexis.coin/clleAts/J*hh/util&.]c‘‘ 

• hapr//www.iB>itnex}S.(XMn/hottooics/mscodc/lava>. 

• Une 9, column 1, SCRIPT element, SRC « *htto;//www.lexlsnexis.com/ctieftts/’|slili/uOU.js‘' 
■ Bpage does not contetn timeouts 

» http //WWW texicnexis com/hottopics/mscode/blan.. 

« Oo 1 Pa ges ere required not to use the META element ... 

luntil user agents prowde the atMlfty to scop the refresh, do not ereete I 

(periodically auCo-relreshtng pages^ j 

• Bpaga does net contain the META element. 

• nRa.//www.(exi5neKif.a)m/hoRopics/mscDde/ 

■ http. //WWW . lextsn«xis.a) rn/hotmpics/mscode/ benn. . . 

■ ntTo://www.(exisneKls.cem/hottoO)Cs/mscode/blan... 
htip://www.iakisnexia.com/hotlBpics/(htcod^iayo... 


0 Bu94,22<e) 


(Redundant text links shall be provided for each aobve region of a server-^e 
l^ega map. 


f«» INPUT element should contain the U5EHAP attr... 

• Bnu input element contains an USEHAP attribute 

• hap;//www iBKisruuss.carn/hottupics/mscDdc/iavo 
■ Ohags does rut contetn INPUT elements. 

• hap://www fexisnems.cam/hntlnaics/mscode/ 

■ rtap;//www.<Bxisneas.oam/notbipicV**acode/bBnn. 

• rtap.//www.taxi$neus,eam/hetbip<cs/mtcod«/Dlan. . 

Bv 1 Locale any IMG element that contains the tSMAP ... 

If rnua use e aerver^SKte irnage" map, provlddVedunddnt text^micB tar 
each acbva raqion. Vou should if dient-s^a image maps where possible. 


page does not use server-side maps. 

• http://www.iexisnexia.com/hoaapKvmscode/ 

• htt 0 i//www lekisnem.com/hotlnRia/niKode/benn,,. 

• httpi//vnvw.lB»isncas.cam/hntbiRics/mscBdt/Dlan_. 
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• ttRp://wynv.{exisnexis.a)m/hotCopt«s/mscod«/tavg. , 

o Pll» A,a2(f) 

i(n«g« m«p« ihtti be prevKled tn«t««4 of Mrvtr*sM« imog* m»Ds •vetrt 
th« rogwns cannot bo doftftefl viKtb »n ivlubio gopmttfifcbhioe 

■ Br.2 Mo IMG element should contam the I5MAP attribute 

■ Bno IMG Moment eontaini an ISMAP aCtnbuta 

• iiOp //www.iaaisncnt com/hnttnoics/mccoae/oann 

• A’age does not conain IMG elements. 

• http //WWW < 0 kitnexit.com/hottapicvmftcude/ 

• nt3p.//wvvw <e>isn«int.com/hotli>eicVmsciMl«/blan... 

■ http //v<nww.t0iiisneme.nm/hotl9OicV*tiKO<l«/iava. 
e Br.a ho INPUT element should concetn the ISMAP attn... 

• Oho INPUT elomant eonteins an ISMap aantwte 

• htto;//www.lexlsn«x<«.com/n«taootu/mscodc/i»Vd... 

■ Bpage does not contain INPUT elements 

• hlip;//www.leftisnews.CDm/hotbtpics/mfteoflc/ 

• Http //wwvi(.|e»i$noxia.com/ho«opiei/m»cod«/baf*n . 

■ http.//www.lexisnexis.com/hottoDics/mscod€/bi4n.. 

• Bi i AN A REA elements aye required to have t>»« ALT . 

(cuent-siida tmaoe maps present funetwnality that t% notavaialite to an veers. 
The ALT attribute om b« used for area elements to provide a text 
tsQ uivaient, 

• flpage hes no AREA elements. 

• ht|p://www.lexianejas.oom/hottupicVmscodi!/ 

a l4ap7/vrwvr.lBxlsn*idS oom/hottepics/mscooe/bartn. 

• hRD7/wwiv.i«xisnam.cam/hettopics/mKod«ft>ian.. 

■ http://«www texisnexis.com/hettopKB/mscode/lavoo* 

a Bu04 

fwian eieerronic farms are deMgnod to be templ«ted on*>lno, me form shall allow 
I people uitno etaleUve technology to accatt the Infbrtnation. field elements, and 
functionalitv roquirad (or compiation and submission or the form, indudhig alt 
I directions and cuss. 

a Bn S EnMre that all LABEL 'FOR' aunbutes match an... 

• BjLBEL alement 'FOR' aimbutt has unique ID'S and matches all controls 

• http;//www.lBxisneus.cam/h(»ttopics/mscocle/ 

• http://www.lBXlsneius.oom/hottopics/mscodi!/b&nn 

• hUp://www.|exisrieMS.Com/hatlop>cVntscM)e/bMn. ■ 

• http;//www.iexisn«xis.com/rinttooio/mt<oda/lev9... 

a Bn 1 t denury all LABEL alements usad within PORM el.. 

I UpDI user agents support anpUcit smodations between labels and form 
controls, for all term controls with unpUddv associated labels, ensure that the 
label la property potibonad. 

• Bpagt does not contain FORM alementx. 

• hap://www.lBxisnexi&.corrt/hottopics/mBcoac/ 
a hRp7/www. lexlsnexls.com/hattiipies/inacoda/bann ^ 

• hKp7/www.ltxisnci>it oom/hattopicVm»cod«/bian..- 
a http7/www lexisnexis.oom/hettopics/mscoda/iave... 
a B>- / A ll INPUT elaments are nequined to contain tha ... 

I All visible INPUT elements must have a label, either by usmo a linked or 
cantamme LABEL element, or by using the ALT or TTriC atthbuM- Buttons 
are considarod to be aeif-iipeling. 

• Bno relevant INPUT elements found m document. 

a httP7/vrww.leiisneKiB.conr)/hottuoics/mseDda/ 

■ http7/www.le«isn*kis oom/hatknp'cvmscodchiann... 

■ http7/www lexisneius.com/hottooicVmKode/bian.. 

• http : //WWW .lexisnexis.CD m/tiAttODicVmKoaa/lsvo , . 

a B'l i Ass poate labels exphapy with their controls- . 

[All SELECT elements must have a label, either by using a linked or containing 
[l abel alamant. or by usetg the TITLE or ALT attribute, 

• Bno SELECT elements were found. 

• htxp : //WWW . laxi snexis. com/ho ttopics/macodc/ 

■ hnpi//www.icxi«nens.oom/tM!ttaRics/mscooe/b8rin.. 

• http7/www.laxisrMtvjscom/hottopicVmscod4/blon,.. 

• http7/www.laxisnax«s.eom/hrvt(opicVmKOda/layo... 
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• B'« 4 AMpeaf »b«|s e«pHc<t)y with Oietr controte^ 

Iai< TTrrAREA «ltmcn(f rpusK h«v* • label, either by uung • linluM» 
leonttlning lABSL titmwit. cr tty u»ao th> TITLE or ALf Attribute. 

• Bno TEXTAftGA elements were found. 

■ l>ttp;//vvww.isxisneus oom/tiottj>pics/R>scode/ 

• nap://www-le)(isnftias cam/f>otttiptcs/**ueoac/bBnp, , 

■ http : //WWW .lexaneKis, eom/hettopics/mscod«irbUn. . 

■ l>ttp://www laxisn«xifi.com/h<MtODtc$/mfccKl«/t*vo. . 

0 Bu94.22(b) 

( Equivalent aitarnaOves for any multimedM presewtsDon shall be synchronized with I 
the praaentatwi- I 

• Bb-l I dentify all OBJECT Elements met neve e multHn.. 

For any bmc>tascd multimedia presentatien (e g., a mavieor anrmatlon), 
fynehmniM eqwiveleiH aRematives (e.g., capoons or auditary descriptions of 
the wsual pack) w<fi the praaentatlofi. 

■ Bpage does not have OBJECT elements. 

■ ntxp://www.tBxisncns.CQin/hottop<cs/mscade/ 

• nnp://www.>exisrieias.cqm/riottopics/mscode/benn . 

• Hltp;//www.lexisn*xis OBm/hottBpid/mKodc/blan. 

• http.//wvrw.lttxisn«Mjs.cofn/hotttK)«cs/mBCCHM/levo. 

• Bl; J Idenufv all OBJECT Elements that have a DATA a^. 

• Bpage does rvoc contem OBJECT elements using known multimeda file extensions- 
■ nKp://www.lcxisneKis.cem/notlaptca/mtcode/ 

• hQp://www lexisnens.oam/bonBpics/niscode/benn... 
e nap://www.texisncos.can\/nottapics/mscodc/Dlan.. 

■ bap : //www.lexisnexis.oam/liottuDics/nucooe/layti, .. 

• Bii I Idc^t)^ all EMBED elemtnts that neve a SBC Att.. 

• BPage does net contain EMBED elements using a known muKImedla file extensioii. 
• http;//www. lexisnekie.com/hottopiC3/mKode/ 

■ nRp,//www.<ekisnckis.oofii/hotionics/n»siuide/b«nn.,. 

• hRp;//www.iexlSnehis.com/hotlDpics/mKode/blan..i 
• nt}Oi//www laXisnens.aom/hntlnRics/mtcoda/levo.... 

• Bl' 4 I dentify all knla that have an HREF attfioute ■■■ 

for any ttmt'basad mulDmedla prtsantitfan (a.g,, e movie or Bnimaaon), 
synchroAiaa aqmvaieni aWametives (e.g., enpoeni or auddaVy dMoipUons of 
t he viiuat track) wth the presantatton. 

• Bpege docs not contain links referring to any known multimedia file ekteirsAn . 

• nRp.//www.<e)(isnekis.aim/hOTtopio/inKode/ 

■ hRp;//www.iekisn*kis.com/hoillopics/mi«oda/bBnn.„ 

• nBp.//www.iexi5nexis.oani/hottDp'CS/mscode/blen. . 

• tiap://www.iaxi5nccfs.cam/hi>ttB0ics/mKofle/iBvn... 

0 Bu94_2^h) 

1 Markup Bfieir be used to aasociata date celts and header cells for data tebies that | 

I heve two Of more logical levels of row or column neaders, 

• Bh.l f or date tables that heve two or more logical I,,. 

I Describe the table structure using the SUHMAAY attribute. Identify structural 
groups of rows using THEAO, TFOOT, TBOOY, COLGftOUP and COt. Ubel 
table aiamenu wirh the ‘scope*, ‘headers*, and ‘axis* attributes to assist 
user agents 

• Bpege does not contain complex date tables. 

• i>ttp;//www te'xisnekis.com/hottopics/mscode/ 

• hap.//www.<exitnekis.com/hetlooi<3/mscode/benn... 

■ http://www.tixlsneins oom/hOtlno'Cs/niKoai^blan... 

• hCtp'.//www iBXIsncxIs.oam/hoUMpics/mKoOe/layii. 

o Bu9a.«{iTj 

iwnen a wreb page requires mat an apotat. plug-in or other applwaoon be present 
I on the client system to Intarprvt page content, the page muM provide a (ink to a 
jpl og^in or applet that oompMes with tUP4. 21(a) through (I), 

■ Bm.l Ail pages that have links to Mes that require .. 

iThis checkpoint may raquua custonigeiion. I 

• Bpaoe does not contani (Inks to filas known to require a special reader, 
t hRp;//www.(exisn«xis.cpm/hoitoplcs/mtcode/ 

• Mtp;//www texiHiexis.com/hottopics/mscode/benn. . 


*iUp.inw«W>cvr<lhUjay«.surnlreiiorSa>p«7id«iO07 
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Iinp7/imriy.le9i«n«als «nin/|ioiW(Mn/i*>tCBi9«y • Switon &08 


10n0/J] 11.03 AM 


t r>ni};//wwyv.lej<i5neK(s.com/riotcopieMmsced«/bian.. 

• bRp://wwvw.(AXi4MX<ji.cam/MBopicvin»cod«/i«vo... 

0 Oll94 .22<o) 

U wtth^ «hdl> bTprovkfO thU ptnnte M«toD rtpooMVR ntv<aiBciii Mwf. | 

■ Bo-l Pages sliould cootatn a bookmaric Iwk a> sidp a»... 

[T|>lscfteOj»owtm»y fqMlr»Qntofnli»Ben. - — ^ 

■ Opagt has no links. 

■ nQp://www misneos.cdrn/nnttnpics/mtcod*/ 

■ i>ap://www.i8Xi5neas.co>n/hatbipics/mscoOe/bBnn.. 

m nap://wvMw.lexl$neM& coi<n/h«tCuoics/mscod«/bM'*- ■ 

■ eoi’n/nauoo*q/m»<ode/lovo.. 

Tetei 7 


*itlp./lm*«*>cvninUj<y«.UHnlr9|iarSa>ox^«l*3007 
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EXHIBIT J 


MluMitppt C4M« (MfitUI coMi <u •v«lci*rt al puMlcftaiuif laws • CuuQlt SMtch 


)0/10/li U on AM 


Go. gle 


MiMissippiCcKto 1-1*6 Oftaatco<to ncogni&on as cvKltncc of puolic ctatute >8v I 


0 ihiif HP 


WMV 


o 


fiRpt ''t«Wf**OMK»0((K»u&us.'co4*niW(r*^if« ). 'l-l-fniWak Mnw * 
391CMl«M«lpplC««*Tm£ 1 LAWS AMO STATUTESawMrl Ccdr 0^1913 I- 
1*S Offieiaic«d» ••cugnitMMiMavtMnevofpuUMctaluialawi . 



vmM>ncsi9>9«t9cw'nntttlcM‘ORia»l_V*i*an_Stii(utM put': 
Mi*m>ipp>CMl«iyi9f3 Eoimnetp Sr*| i'1<a OOiCMilcodK iKogflitlanM 
•vtdane* ol public %Ului* la«M <i*«ffiann9 0nut>Bro»>(»n«MMai viwMbM— 


cnaclbf t i ^SCodtAn 

iM>MU.oom- -riTlE I -lAWS AMDSTAlureS* 

omciM eoU* lacognitHm m •vutwic* a* pubUc «■!»<■ inn Mnetiyi* on 

ibi OkMriatfWiONkv fomM eaeodM iSMrtnan oi^a) orator T.1«^ 

Results for similar searches 

SSlLCSS/IUrwibMib^cmblCodb - lltf » Gbnb«l A— mMy 
wwwwy* S<^ci«^MUMKKv4«ii^kt4*p''AcltOn02SOi^***it>M ▼ 

• MvkM attfa todof a AaeiiOA«j"n» staUitM .kOMM • Pubile AU'iW n«« 
nn| I ■wctolfttouonflwtow* o'iM* H lytMiCn in|n* C«4M ««l«M& 

h>*rrf — I*1-ai9«c VWWMm^' » coda mfonm UNomwmui 

nip il| noore<g M<ira>^ mo oeco^ayj otuunco'Ml • . 

Ms.* Air 

«i*i I !»■ oodo 1 1 8 olTlcwl codo wawWaif . n trictwics ol pubbc tWirto towi 


MknxoibOiti Mssitstppi Coda 1*1>a. Obicui cob* -IX> 

MUsIsAinm eodg 

MUW •»«•«« C9n» SUlo-UiiM I • 

SMitfi tlal»-S(«cAc Lam eag<JnMrit CudM A A*m» 

U*MM (rtf RaniM AeromwfUi - Mroca'P Lf<u» ■ *Anm< • ^iiA* Plan^iu 


Stahfib Codw 

<m*ti iv mm'Sc«ui»*Coaof • 

(Mrti suiui* Cofin uM« Lip OMk R**ux nowi 


Go > 'c. igk > 

1 V 9 A 9 4 ww 


i«mr»Mrrh^Ueri-Mlarl4rit*tP4Q*Vbstuippi*C ..»i*<oqrilKiPPU«tvid«p(«*ol4pw6lK»tni4iekUw*Si«>UTr>li*M*UT>-S 
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EXHIBIT K 


Wii(ei«nc i«i lr«<sN«*A 





LexisNexis' 



1998 


Mississippi Code of 1972 Annoidled 
$613 00 

Your Price $613 00 

PubAsher Micivs 

Pormei 32voii>mes neidbound with current supptamenl BOOK 
ISBN 9780327006283 


Pescription 

Note The once dspleyed (or (Ms product Is (Mcuatomnrsreatclng in Mississtpp Oiit>(i(*St8(eciatomerB pieesttcall l-BOO‘223>l940ror 
specific pndno informsOon 

Be sure tho( tho tew you roed Is the lew Indeed 

Ofltoei «n’t |ust e woid It's a piooeas. Tno Mimssipd Jotnt Lo^sielive CornnMttBe on Compiielion Revision and Pupucation oi Le^aieflon 
meintains careful edtonai control over in* pucecalion of the ofl^at oooe. from the moment LenrsNexis receives the ads to the finel gaVey 
proofs of the fintshed product Then stnci supervision ensures that the publisned code and its supplementa oontetn no errors in content 
oonloim carefutty to the rvumbertng scherna. anrl publish m a tnnely manrver 

CNe the code ttMTs guaranteed to be right 

Because itY offloai you can rely on Levis^xis' Mis»ssip(j» Code of t97Z Annotated for the corifict statnrnent of the (aw whether you get 
rt on CO, in print or onime throujjyi LeoaNexrs at lem com Cite It vnlh oonAdenoe: it's the original source supported by the state and 
guarantMd to be the accepted authority inir>e state court system Doni bet on danvaBve sourcea created outoide anddslant fiom irte 
procaas 

Rety on over 150 years of code publishing experience 

The lawyer-editorB who prepare the Mississippi Code of 1972 Annotated work m dose cooperation with the Uetpslative Commrttee to 
provide you iMlh the mosi accurate, compruhensive. and current statutory language availaole They read and anaiyza avery Mssissippi 
and faderal cate construing the statutes and court iiries. as wait as opmona of the Attornoy Gonor^ and other adnsniatraOve end 
regulatory agencies Trtey then create concise annotations that mterpretthestatutes giving you insight mto how courts apply your case's 
feats Ttmi efforts save you valuatXe research time by focusing only on cases that are on poinl, current and lelevant 


Table of Contents 

27 volumes plus cuireni cumulative supplernent 
The offictQl state statuias fiAy annotated 
Mississippi Court RUes Annotated ireplactd anriMiiy 
and suppiarnented samiannuallyi 
Advarice Legislative Sernoe <ALS) 

Advance Code Sarv<ce lACSi 

Annotation Otator (Providas Shepard’s beoinwni for 

all cases died In annotationg) 

Brand new Index m 1999 - comprehenaive. revised 
annually 

Pijlly anrvoiaied cumuialwe aiipptements publisnori 
annually widen 90 days of receipt of alt Acts 
Annotatrans baaed on 

Alt Mrsatssippi Cases and Federal Cases anamg 
in Miawampp 
State Law Reviews 
Amencan Lew Repor^ (ALR) 

Attorney Gerieral Opinions 

Alt case atations snepaidixed foi accuracy 


Mtssiasipol Code 

Title 1 Laws Artd Statutes 

Tinas Stale Sovereignly Jumdebon And Hmdays 


hnp./r««w)v.l*xi*Mnit i«rm/»i 0 ieyuuiD««bocilU»mpUit/pn«itfinMueiO*Mitt iiororBei0*744t 
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WtkflHit Hi LvmNma 


io/io/am.;QAM 


Hue 5 L« 9 «t 8 tive PepartmenI 
Titter Dtecuwe Department 
Htt»9 Cpuns 

Tlite 1 1 Crv^ P»actioe And ProcMufe 

Trite 13. Evidence Process And Junes 

Title IS bmiabofttOrAcbonB And Prevention Ol Freuds 

Tnte 17 Local Govecnmeni Provisions Common To CourHres And MuniOMtities 

'nse 19 Counties And County Officers 

Trite 2t Mursopaiises 

Trite 23 QecUtre 

Trite 2S. Public Officers Apd Emptoyees. Public Records 

Ttite 27 Texason And Finance 

Title 29 Public Lands, ButcanQS And Property 

Trite 31 Public Busirreae. Bonds And Obligabons 

Title 33 Military Aftaiis 

Trite 35. War Veterans Arvd Peneions 

Trite 37 Education 

Title 39 Libraries, Am, ArcNves And History 

TiBeill PuUlcHealth 

Ttlte43 Public Wslfaie 

Tim 45. Public Safety And Good Order 

Trite 47 Pnsofie And Prisoners. Probebon And Parole 

Tite 49 Conservation And Ecology 

Tnte 51. Waieis, VMle* RAOuroes, Water Orstmcis. Drsrnage. And Flood Coniioi 

Trite 53 Oil. Gai, And Other Minerste 

TiMS6 Parks AM Recreation 

TtM S7 Planning, Reeeaich Aitd Development 

TlbeS9 Pom, t^rbors, Lan^ngs And Watercraft 

TrM6l. Aviabon 

Trite 63 Motor VebideeArtd Traffic Regutalions 
Trbe 66 Htghtivays Bndgos And Ferries 
Trite 67 Alcoholic Beverages 
TIM 09. AoncuHurc. HorbcuMure And Ammais 
TtM 71 Labor Andlnoui^ 

TrM 73 Professions And Vocabons 

TtM 7S. Regulation Of Trade Commerce And Investmenis 

Trbe 77. Public UbliliM AikI Carnets 

TtM 79 Corporabons. Aasoaeeens. And Pertnertfiips 

TiM 61 Banks And Flnar>o8l Insliluiions 

Trbe 63 rnsursnce 

TIM 65 Debior-Crediior Rcladonehip 

TiM S7. Contracts Ar>d Contiadual Relations 

Tim 89 Reef And Personal Property 

TIM 91 Trusts And Ealates 

TiM93 Domestic Relairone 

TIM 95 Teds 

TIM 97 Climes 

TrM 96 Criminal Procedure 


To Older Of lor current pricing go to, 

wfwv iexisncxis oonVsioreAis or call 1-800*22V1940 


Pnc*«(jsiMitoci«no» snrens iwnamB-anoMlMisiwiiM •OMCtftwvsnriMM*. itnufine. i»»» siwwwaBa »oa. i*4 wcom sw ivaewfve 

n a aiwrt»dWfSCIxv« n i«o m Mtinfc UM 0 wie*> beariM tlwinswBarMlneanMarwrtlisetirMwIiarMMinawMwle inapiWIiK Obiir piOduets or «arviM«> 
mtv be SMNfiwin or rogeUTM tneomwM cT mov rMoaesv* cempwm Copnignt20l3U>'sNfi(n. ■oi«M«rio'n*odEeo%W lot M fuam ««Mrv«4 No pan d 
Hmowjloiwe wMuAesriebai w loen nwy Oaeop^ pnotocixMd.npiodMcaS.tramtinadoi ftfuBo rt lo airfflpOonc iiwdli^ or wk Iwiw woclatto tanfi nwNsIt 
or e eorr. waNM MMoho witwn pairmien ol kOWNom Ol3neuaoi>Nrconinwre«ieu«POM»i«pr«NbSM> 
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EXHIBIT L 

Code of 1972 S l-l-S 

RESEARCH REFERENCES 
CJS. C.J.S. Statutes 270-272. 

§ 1-1-8. Official code; recognition as evidence of public statute 
laws; restrictions on use of certain words or names in title of 
codes other than official version. 

(1) The Mississippi Code of 1972 Annotated, as amended, modified and 
revised from time to time, that is published by the company with which the 
Joint Legislative Committee on Compilation, Revision and Publication of 
Legislation has contracted under Section 1-1 -107(a): 

(a) Is the official code of the public statute laws of the State of 
Mississippi that are enacted by the Legislature; and 

(b) Shall be used, received, recognized and referred to as the official 
code of the public statute laws of the State of Mississippi, and shall be 
considered as evidence of the public statute laws of the State of Mississippi, 
in all courts of the State and by all public officers, offices, departments and 
agencies of the state and its political subdivisions, and in all other places or 
instances where the public statute laws of the Stale may come into question. 
However, if there is any conflict between the language of any statute as it 
appears in the Mississippi Code of 1972 Annotated and in the General Laws 
of Mississippi, the language in the (Seneral Laws shall control; and if there 
is any conflict between the language of any statute as it appears in the 
General Laws of Mississippi and in the original enrolled bills enacted by the 
Legislature, the language in the enrolled bills shall control. 

(2) No publisher of a code of the public statute laws of the State of 
Mississippi, other than the publishing company with which the Joint Legisla- 
tive Committee on Compilation, Revision and Publication of Legislation has 
contracted under Section l-l-107(a), shall be authorized to use as the name, 
title or designation of the code that is published, the words “Mississippi Code 
of 1972,” “Mississippi Code. 1972,” “Mississippi Code of 1972 Annotated,” 
“Mississippi Code 1972 Annotated,” “Annotated Mississippi Code of 1972,” 
“Annotated Mississippi Code 1972,” or any other combination of words con- 
taining “Code of 1972,” “Code 1972” or “1972 Code.” The joint committee may 
seek injunctive relief, or authorize the publisher of the official code to seek 
injunctive relief on behalf of the joint committee, against any person or entity 
to enforce the provisions of this subsection. 

SOURCES: Laws, 1999, ch. 310, $ 2, eff from and after passage (approved Mar, 
8, 1999) 

Cross References — Revised manuscript for Mississippi Code of 1972 declared to be 
official code of the State of Mississippi, see i) 1-1-36. 

Approval and acceptance of manuscript, see § 1-1-53. 

Advance sheets; contract for publication; distribution; provision of information to 
publisher, see $ 1-1-58. 

General power and duties of Joint Legislative Committee on Compilation, Revision 
and Publication of Legislation, see § 1-1-107. 
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S 1-1-9 Laws and Statutes 

Authority of Joint Legislative Committee on Compilation, Revision, and Publication 
of Legislation relating to preparation of legislative acts for publication, see § 1-1-109. 

Approval by Joint Legislative Committee on Compilation, Revision and Publication of 
Legislation of manuscripts of supplements and replacement volumes prepared by 
publishing company, see § 1-1-111. 

RESEARCH REFERENCES 

Law Reviews. Pre-1900 Mississippi 
Legal Authority, 73 Miss. L.J. 195, Fall, 

2003. 

§ 1-1-9. Copyright; use of code material. 

(1) Copyrights of the Mississippi Code of 1972 and the notes, annotations, 
and indexes thereof, shall be taken by and in the name of the publishers of the 
compilation who shall thereafter promptly assign the same to the State of 
Mississippi and be owned by it. 

(2) All parts of any act passed by the Mississippi Legislature, or of any 
code published or authorized to be published by the Joint Committee on 
Compilation, Revision and Publication of Legislation, including, without 
limitation, catchlines or frontal analyses; numbers assigned to sections, 
articles, chapters and titles; historical citations or source lines; editor’s notes; 
amendment notes; cross references; annotations; and summaries of judicial 
decisions and Attorney General’s opinions, shall become and remain the 
exclusive property of the State of Mississippi, to be used only as the joint 
committee may direct. 

(3) (a) If any person or entity uses any part of any act passed by the 
Mississippi Legislature, or any part of any code published or authorized to be 
published by the joint committee, in any manner otlier than as authorized by 
the committee, the person or entity shall be subject to a civil penalty of not 
less than One Thousand Dollars ($1,000.00) for each violation, and each day 
upon which a violation occurs shall be deemed a separate and additional 
violation. 

(b) If the joint committee suspects that any person or entity is violating 
or has violated this section, the Attorney General shall investigate the 
matter upon the request of the joint committee. If the Attorney General 
determines, after investigation, that the person or entity is violating or has 
violated this section, the Attorney General shall institute an action to impose 
a civil penalty against the person or entity, or seek injunctive relief against 
the person or entity to prevent further violations of this section, or both, as 
requested by the joint committee. 

(c) Civil penalties may be recovered in a civil action brought by the 
Attorney General in the Chancery Court of the First .Judicial District of 
Hinds County, Mississippi, or in the chancery court of the county of residence 
of the person or entity against whom the penalty is sought. If the person or 
entity is a nonresident of the State of Mississippi, the action shall be brought 
in the Chancery Court of the First Judicial District of Hinds County, 
Mississippi. 
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Code of 1972 § 1-1-11 

(d) All civil penalties recovered shall be deposited into the State 

General Fund. 

SOURCES: Codes, 1942, § 8; Laws, 1942, ch. 318; Laws, 1996, ch. 502, § 8; Laws, 

1998, ch. 546, $ 2, eff from and after July 1, 1998. 

Editor’s Note — At its meeting on May 20, 1998, the Joint Legislative Committee on 
Compilation, Revision and Publication of Legislation adopted the following statement: 

“It is not the intent of Section 1- 1-9(2) to prohibit any person from citing or referring 
to Code section numbers, articles, chapters or titles, or to require any person to obtain 
permission of the joint committee before citing or referring to Code section numbers, 
articles, chapters or titles. If there is any concern that Section l-l-9(2)does require such 
advance permission of the committee, the committee hereby authorizes any person to 
cite or refer to any Code section number, article, chapter or title at any time after June 
30, 1998, without specific permission of the committee being required for such usage.” 

RESEARCH REFERENCES 

CJS. C.J.S. Copyrights and Intellectual 
Property S§ 20. 27, 93. 

§ 1-1-11. Distribution of the Code of 1972. 

(1) Except as provided in subsection (2) of this section, the Joint Commit- 
tee on Compilation, Revision and Publication of Le^slation shall distribute or 
provide for the distribution of the sets of the compilation of the Mississippi 
Code of 1972 purchased by the state as follows: 

Fifty-seven (67) sets to the Mississippi House of Representatives and forty 
(40) sets to the Mississippi Senate for the use of the Legislative Reference 
Bureau, Legislative Services Offices, staffs and committees thereof. 

Ten (10) sets to the Governor’s Office; nine (9) sets to the Secretary of 
State; and twenty (20) sets to the Auditor’s Office. 

One (1) set to each of the following: the Lieutenant Governor; each 
member of the Legislature; the Ti-easurer; each district attorney; each county 
attorney; each judge of the Court of Appeals and each Judge of the Supreme, 
circuit, chancery, county, family, Justice and municipal courts; each Mississippi 
Senator and Mississippi Representative in Congress; State Superintendent of 
Education; Director of the Department of Finance and Administration; six (6) 
sets to the Performance Evaluation and Expenditure Review (PEER) Commit- 
tee, three (3) sets to the Director of the Legislative Budget Office; the 
Commissioner of Agriculture and Commerce; each Mississippi Ti-ansportation 
Commissioner; six (6) sets to the Department of Corrections; the Insurance 
Commissioner; the Clerk of the Supreme Court; the State Board of Health; 
each circuit clerk; each chancery derk in the State for the use of the chancery 
clerk and the board of supervisors; each sheriff in the State for the use of his 
office and the county officers; and each county for the county library (and an 
additional set shall be given to each circuit clerk, chancery clerk, sheriff and 
county library in counties having two (2) Judicial districts). 

TVo (2) sets to the Department of Archives and History; two (2) sets to the 
State Soil and Water Conservation Commission; sixty-eight (68) sets to the 
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§ 1-1-11 Laws anij Statutes 

Attorney General’s Office; six (6) sets to the Public Service Commission; four 
(4) sets to the Public Utilities Staff; thirty-six (36) sets to the State Tax 
Commission; two (2) sets to the State Personnel Board; six (6) sets to the State 
Law Library; one (1) set to the Library of Congress; ten (10) sets to the 
University of Mississippi Law School; one (1) set each to the Mississippi School 
for the Deaf £md the Mississippi School for the Blind; one (1) set each to the 
University of Mississippi, Mississippi State University, Mississippi University 
for Women. University of Southern Mississippi, Delta State University, Alcorn 
State University, Jackson State University, Mississippi Valley State Univer- 
sity, and the Board of Trustees of State Institutions of Higher Learning; and 
one (1) set to the Supreme Court judges’ conference room. In furtherance of the 
State Library’s reciprocal program of code exchange with libraries of the 
several states, the joint committee shall, at the direction and only upon the 
written request of the State Librariem, distribute or provide for the distribu- 
tion of sets of the code to such libraries. 

One (1) set to each state junior or community college; three (3) sets to the 
Department of Wildlife, Fisheries and Parks; two (2) sets to the Department of 
Environmental Quality; two (2) sets to the Department of Marine Resources; 
two (2) sets to the Mississippi Ethics Commission; six (6) sets to the Mississippi 
Workers' Compensation Commission; four (4) sets to the State Department of 
Rehabilitation Services; and seven ( 7 ) sets to the Department of Human 
Services. One (1) set to each of the following: State Textbook Procurement 
Commission; University Medical Center; State Library Commission; Depart- 
ment of Agriculture and Commerce; Forestry Commission; and seventeen (17) 
sets to the Department of Public Safety. Also, one (1) set to each of the 
following: Adjutant General, Department of Economic and Community Devel- 
opment, Department of Banking and Consumer Finance, Bureau of Building, 
Grounds and Real Property Management, the State Educational Finance 
Commission, the Mississippi Board of Vocational and Technical Education, 
Division of Medicaid, State Board of Mental Health, and Department ofYoutli 
Services. 

The joint committee is authorized to distribute or provide for the distri- 
bution of additional sets of the Mississippi Code, not to exceed three (3) sets, to 
the office of each district attorney for the use of his assistants. 

The joint committee shall provide to the Mississippi House of Represen- 
tatives and the Mississippi Senate the annual supplements to the Mississippi 
Code of 1972 for each set of the code maintained by the House and Senate. 

The set of the Mississippi Code of 1972 to be provided to each member of 
the Legislature shall be provided unless specifically waived by such legislator 
in writing. 

An elected or appointed officeholder in the State of Mississippi, except for 
a member of the Legislature, shall deliver to his successor in office, or to the 
joint committee if there is no successor, the set of the Mississippi Code of 1972 
provided the officeholder under this section. 

Before the joint committee delivers or provides for delivery of a copy of the 
Mississippi Code of 1972 to an individual officeholder, the joint committee shall 


1306 



179 


Code of 1972 8 1-1-11 

prepare and submit a written agreement to the ofiiceholder. The agreement 
shall, among other provisions, state that the code is the property of the State 
of Mississippi, that it shall be transferred to the officeholder’s successor in 
office, that the officeholder has an obligation to make such transfer and that 
the officeholder shall be responsible for the failure to deliver the code and for 
any damage or destruction to the code, normal wear and tear excepted. The 
joint committee shedl execute the agreement and forward it to the officeholder 
for execution. The joint committee shall not deliver or provide for delivery of 
the code to the officeholder until the executed agreement is received by the 
committee. The joint committee may include in the agreement such other 
provisions as it may deem reasonable and necessary. In addition to deunages or 
any other remedy for not transferring a set of the code to his successor, an 
officeholder who does not transfer his set of the code shall be guilty of a 
misdemeanor and shall, upon conviction, pay a fine of One Thousand Dollars 
($1,000.00). Upon request of the joint committee, the Attorney General shall 
assist the joint committee in taking such actions as necessary to require an 
officeholder to transfer the set of code provided under this section to his 
successor, or to the joint committee if there is no successor, and to recover 
reimbursement or damages from any officeholder for the loss of or damage or 
destruction to any volumes of the set of the code provided under this section, 
other than normal wear and tear. 

Replacement of missing, damaged or destroyed sets or volumes of the code 
provided by this chapter may be obtained from the code publisher through the 
joint committee at the established state cost, the cost to be borne by the 
recipient. 

No more than one (1) set of the Mississippi Code of 1972 shall be furnished 
to any one (1) individual, regardless of the office or offices he may hold. 

(2) The joint committee, in its discretion, may determine whether elec- 
tronic access to the Mississippi Code of 1972 is available and a sufficient 
substitute for actual bound volumes of the code and, if so, may omit furnishing 
any one or more sets otherwise required by this section. 

SOURCES: Codes, 1942, 8 7; Laws, 1942, cb. 318; Laws, 1944, ch. 314; Laws, 
1966, ch. 395, § 1; Laws, 1973, ch. 425, § 1; Laws, 1974, ch. 377; Laws, 1978, 
ch. 458, 8 4; Laws, 1981 , ch. 536, 8 1; Laws, 1988, ch, 486, 8 1; Laws, 1988, ch. 
518, 8 14; Laws, 1990, ch. 402, 8 1; Laws, 1991, ch. 530, 8 6; Laws, 1992, cb. 
543, 8 11, Laws, 1993, ch. 430, 8 8; Laws, 1993, ch. 518, 8 8; Laws, 1997, ch. 
385, 8 1; Laws, 1998, ch. 325, 8 1; Laws, 1998, ch. 546, 8 3; Laws, 1999, ch. 
310, 8 1; Laws, 2000, ch. 511, 8 1; Laws, 2003, ch. 551, 8 1, eff from and after 
•July 1, 2003. 

Editor's Note — Section 7-7-2 provides that the word.s “State Auditor of Public 
Accounts," “State Auditor," and “Auditor” appearing in the laws of this state in 
connection with the performance of Auditor’s functions shall mean the State Fiscal 
Officer. 

Section 27-104-6 provides that whenever the term “State Fiscal Officer” appears in 
any law it shall mean “Executive Director of tlie Department of Finance and Adminis- 
tration". 
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§ 1-1-12 Laws and Statutes 

Section 37-43-2 provides that the State Board of Education shall assume all power, 
authority, duties and functions of the State Textbook Procurement Commission. 

Section 37-45-3 provides that the State Educational Finance Commission shall be 
abolished and functions and duties transferred to the State Board of Education, Section 
37-45-3 further provides that all references in laws of the state to “State Educational 
Finance Commission” or “commission", when referring to the Educational Finance 
Commission, shall be construed to mean the State Department of Education. 

Laws, 1993, ch. 518, § 45, provides as follows: 

“Section 32 of this act shall take effect and be in force from and after its passage and 
the remainder of this act shall take effect and be in force from and after July 2, 1993, 
or the date it is effectuated under Section 5 of the Voting Rights Act of 1965, as amended 
and extended, whichever is later.” 

The United States Attorney General, by letter dated July 13, 1993, interposed no 
objection, under Section 5 of the Voting Rights Act of 1965, to the amendment of this 
section by Laws, 1993, ch. 518, § 8. 

The United States Attorney General, by letter dated August 17, 1995, interposed no 
objection, under Section 5 of the Voting Rights Act of 1965, to the amendment of this 
section by Laws. 1995, ch. 486, § 1. 

Section 1 of ch. 325 Laws, 1998, effective from and after July 1, 1998 (approved March 
12, 1998), amended this section. Section 3 of ch. 546, Laws, 1998, effective July 1. 1998 
(approved April 1, 1998), also amended this section. As set out above, this section 
reflects the language of Section 3 of ch. 546, Laws, 1998, pursuant to Section 1-3-79 
which provides that whenever the same section of law is amended by different bills 
during the same legislative session, and the effective dates of the amendments are the 
same, the amendment with the latest approval date shall supersede all other amend- 
ments to the same section approved on an earlier date. 

Amendment Notes — The 2003 amendment substituted “three (3) sets” for “two (2) 
sets" preceding “to the Director of the Legislative Budget OfiSce’in the fourth paragraph 
of(l). 

Cross References — Purchase and distribution of pocket part supplements and 
replacement bound volumes by Secretary of State, see § 1-1-57. 

Imposition of standard state assessment in addition to all court imposed fines or 
other penalties for any misdemeanor violation, see § 99-19-73. 

§ 1-1-12. Binding and identification of state-owned copies of 

Code of 1972. 

The sets of the Mississippi Code of 1972 purchased by the State to be 
distributed by the joint committee according to the designation in Section 
1-1-11 shall be bound in a different color binding from that used in binding sets 
offered for sale to private purchasers. In addition to the distinctive color, the 
binding of each volume shall have stamped thereon in a contrasting color the 
words “Property of the State of Mississippi.” Each of such sets of the Code as 
distributed shall be for use of the official in his official business and shall be 
returned to tlie state when the official vacates the office or when the office is 
abolished, as provided in Section 1-1-11. However, none of the provisions of this 
section shall apply to those sets to be distributed to members of the Legisla- 
ture. 

SOURCES: Codes, 1942, $ 7.5; Laws, 1972, ch. 412, S 1; Laws, 1973, ch. 425, $ 2; 

Laws, 1998, ch. 546. $ 19. eff from and after July 1, 1998. 
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Code of 1972 


§ 1-1-17 


§ 1-1-13. When Code of 1972 to take effect. 

The Mississippi Code of 1972, except as expressly provided, shall take 
effect on the first day of November, one thousand nine hundred and seventy- 
three, and from that day it shall be received in use, and shall supersede all 
prior statutes and clauses therein revised, and hereby repealed. 

SOURCES: Codes, 1857, ch. 1, art. 2; 1871, § 8; 1880, $ 2; 1892, § 2; Laws, 1906, 
§ 2; Laws, 1930, § 2; Laws, 1942, § 13. 

JUDICIAL DECISIONS 


1. In general. 

Former statute making it an offense to 
keep, have in possession, sell or give away 
intoxicating liquor, and providing for gra- 
dation of punishment for repeating offend- 
ers, notwithstanding repeal under this 
section, must be considered by way of aid 
to a proper construction or interpretation 
of the revised abridgment which took its 
place. Millwood v. State, 190 Miss. 760, 1 
So. 2d 682 (19411, alTd, 6 So. 2d 619 (Miss. 
1942). 


Words omitted in the publication of the 
code, and which are contained in the copy 
on file in the office of the secretary of state, 
must control in the construction of the 
statute. Nugent v. Mayor of Jackson, 72 
Miss. 1040, 18 So. 493 (1895). 

A purely local act, devised to meet the 
needs of a single community, was not 
repealed by a similar provision (Code of 
1892). Jones v. Melchoir, 71 Miss. 115, 13 
So. 857 (1893); Adams v. Dendy, 82 Miss. 
135, 33 So. 843 (1903). 


RESEARCH REFERENCES 


Am Jur. 73 Am. Jur. 2d, Statutes 
§§ 262 et seq. 

CJS. C.J.S. Statutes §§ 388, 390. 

§ 1-1-15. Repealed. 

Repealed by Laws, 1999, ch. 310, § 3, eff from and Eifler March 8, 1999. 
[Codes. 1857, ch. 1, art. 13; 1871, § 12; 1880, § 9; 1892, § 9; Laws 1906, 
§ 9; Laws 1930, § 9; Laws 1942, §§ 9, 20; Laws, 1942, ch. 318] 

Editor's Note — Former § 1-1-15 provided that the Mississippi Code of 1972, when 
published pursuant to the contract authorized by § 1-1-1, was evidence of the statute 
laws of tlus State. For present provisions, see § 1-1-8. 

§ 1-1-17. Appropriations. 

The cost of the recodification of the laws of Mississippi will be provided by 
appropriations to implement the purposes of Sections 1-1-1, 1-1-3 and 1-1-5. 

SOURCES; Codes, 1942, § 21-04; Laws, 1970, ch. 465, § 4, eff from and after 
passage (approved April 6, 1970). 

Editor’s Note — Section 1-1 - 1 referred to in this section was repealed by Laws, 1996, 
ch. 502, § 21, eff from and after passage (approved April 11, 1996). 

Cross References — For another section derived from same 1942 code section, see 
§ 1-1-7. 
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8 1-1-19 


Laws anu Statutes 


§ 1-1-19. Repeal of former statutes — Effect of Code of 1972 
upon laws enacted at same session or before Code takes 
effect. 

From and after the effective date of the Mississippi Code of 1972, subject 
to any express provisions relating thereto which may be found in the Missis- 
sippi Code of 1972, all acts or parts of acts, all sections or parts of .sections of 
the Mississippi Code of 1930, and all sections or parts of sections of the 
Mississippi Code of 1942, Recompiled, the subjects whereof are revised, 
consolidated and re-enacted in the Mississippi Code of 1972, or repugnant to 
the provisions contained therein, shall be. and the same are hereby, repealed, 
but with respect to statutes brought fomard in the Mississippi Code of 1972, 
that code shall be deemed to be a continuation and not a new enactment. It is 
especially provided, however, that no curative or validation statute, of any 
nature or kind whatsoever, shall be affected by the adoption of the Mississippi 
Code of 1972, in so far as the curative or validation provisions or portions of 
any such statute are concerned. 

Notwithstanding the provdsions of the first paragraph of this section, no 
section or provision of the Mississippi Code of 1972 shall supersede or repeal 
by implication any law passed at the same session of the legislature at which 
the Mississippi Code of 1972 is adopted, or passed after the adoption of the 
Mississippi Code of 1972 but before it shall have taken effect; and an 
amendatory law passed at such session or at any subsequent session before the 
Mississippi Code of 1972 takes effect shall not be deemed repealed, unless the 
contrary intent clearly appears. 

Any amendment to any section or sections of the Mississippi Code of 1942, 
Recompiled, or to any part or parts of acts, the subjects of which are revised, 
consolidated and enacted in the Mississippi Code of 1972, passed at the same 
session at which the Mississippi Code of 1972 is adopted, or passed after the 
adoption of the Mississippi Code of 1972 but before it shall take effect, shall be 
deemed to amend the corresponding section or sections of the Mississippi Code 
of 1972. 

SOURCES: Codes, 1857, ch. 1, art. 3; 1871, S 9; 1880, 8 3; 1892, S 3; Laws, 1906, 
8 3; Laws. 1930, 8 3; Laws. 1942, S 14. 

JUDICIAL DECISIONS 


1. In general. 

Where statute, authorizing circuit judge 
to determine, in vacation, appeals from 
county court, was omitted, because con- 
sidered unconstitutional, from Code tak- 
ing effect subsequent to statute, though 
statute and Act adopting Code were ap- 
proved by Governor on same day, statute 
held not in force after effective date of 
Code. Rackley v. State, 166 Miss. 287, 146 
So. 459 (1933). 


Laws in force at the time of the adoption 
of the (?ode of 1892, having been revised, 
consolidated and re-enacted in that code, 
are repealed. State v. Jenkins, 73 Miss. 
523, 19 So. 206 (1895); Nugent v. Mayor of 
Jackson. 72 Miss. 1040, 18 So. 493 (1895). 

Under § 3 Code of 1892, which repeals 
the acts and parts of acts, “subjects” 
whereof are revised, consolidated and re- 
enacted in said code, the subject matter is 
to be determined with reference to the 


1310 



183 



PUBLIC. RESOUKCC.ORG ‘-A Nonprofit Corporation 
Public Works for a Better Government 


May 30. 2013 


Hon. David Ralston 
Speaker of the House 
Georgia House of Representatives 
332 State Capitol 
Atlanta. CA 30334 

Mr. Wayne R. Allen, Legislative Counsel 
Office of Legislative Counsel 
Georgia General Assembly 
302 1 State Capitol 
Atlanta, GA 30334 

Dear Speaker Ralston and Mr. Allen 

I am pleased to enclose for your consideration a George Washington USB Thumb Drive 
containing a scanned version of the Official Code of Georgia Annotated as well as XML* 
encoded versions of the code. Our purpose in making these statutes available is to 
promote access to the law by citizens and to promote innovation in ways the statutes 
are made available so that public servants, members of the bar, citizens, and members 
of the business community have ready access to the laws that govern them. 

Access to the law is a fundamental aspect of our system of democracy, an essential 
element of due process, equal protection, and access to justice. The Supreme Court of 
the United States has repeatedly reaffirmed this principle, stating for example in Banks 
v. Manchester (128 U.S. 244, 1888) that "the authentic exposition and interpretation of 
the law. which, binding every citizen. Is free for publication to all. whether it is a 
declaration of unwritten law, or an interpretation of a constitution or a statute." 

The fact that there is no copyright in the law has been affirmed as a statement of 
policy by the United Slates Copyright Office which stated "Edicts of government, such 
as judicial opinions, administrative rulings, legislative enactments, public ordinances, 
and similar official legal documents are not copyrightable for reasons of public polity. 
This applies to such works whether they are Federal. Slate, or local as well as to those 
of foreign governments." 

I would be pleased to answer any questions you may have and look forward to better 
access to the law by the citizens of Georgia. 

Sincerely yours. 


Carl Malamud 
Publlc.Resource.Org 




IVOS CKAVCNITCIN mClIWAT MOUTH ICBAtTOPOl., CALirORNIH 0&47a • »U: (l«I) Atl-iaiO • rXM]IUim »U4 





(l^encral Aaaemblg 

AlUnl:i (^rur^ia J033*J 


July 25, 201 3 


Carl Malamud 
Public.Rcsourcc.Org 
1005 Gras-snstein Highway N.irth 
Sebaslopol. Calil’oniia 05472 

VIA CBRTIFIEU MAIL 

Dear Mr, Maluniud 

Dn behalf of the Georgia Code Revision Commission, we are writing to notify you that your 
unlawful eopyiiigofthe Official Code of Georgia Annotated infringes upon the exclusive copyright 
of the Slate of Georgia. Accordingly, you arc hereby directed to 

CEASE AND UESl.ST Al.I, COPYRJGHI’ INFRINGEMENT. 

The Stale of Georgia, acting through the Georgia Chde Revision Commission, is the owner of a 
copyright in various aspects of the Official Code of Georgia .Annotated. Under llnited Stales 
copyright law, the Slate of Georgia's copyright has been in cITecl since the original date of creation 
of such official Code in 1983. .All copyrightable a.s|ieetsofthe Official Code of Georgia Annotated 
are copyrighted under United States copyright law. The slate asserts no copyright in the statutory 
te.xt itself or in the numbering of the Code sections. 

We received your letter d?.tcd May 30, 20|3,1o Honomblc David Ralston, Speaker of the House of 
Representatives of Georgia, and Mr. Wayne Allen, Legislative Counsel for the Georgia General 
A.sseinbly. containing notice that you have scanned the Official Code of Georgia Annotated, as 
evidenced by the LiSB fhunib Drive which was enclosed with the letter. It has also come to our 
attention that such files can be freely accessed from the internet 
( https:. .'law.resouree.org/pub/us/code/ga/Eeoreia.scan.2012' > with no re.vlTietions to its acce.ss. 

Therefore, we demand that you immediately: (a) cease and desist your unlawful copying of the 
Official Code of Georgia Annotated; (b) remove any and all tiles containing the Official Code of 
Georgia Annotated from the internet; (c) destroy any and all files containing the Olficial Code of 
Georgia Annotated from the intemet; and (d) provide us with prompt written assurance within lO 
days of receiving this letter that all such steps have been taken and that you will cca.se and desist 
from any further infringement of the copyrighted Official Code of Georgia Annotated. 
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Mr. Carl Malanuid 
July ’5. 2013 

Pane 2 

If you do not comply with thi.t cease and desist demand within this time period, the State of Georgia, 
through the Georgia Code Revision Commi.ssion. is entitled to use your failure to comply as 
evidence of w illful infringement and seek monetary damages and equitable relief for your copyright 
infringement. 

For your information, the iinaniiotated Georgia Code, including Code section designations and 
headings. i.s available to the public at no charge at www.legis.ga.eov 

If you are represented by legal counsel, plea.se direct this letter to your aliomcy immediately and 
have youi anomey notily us of such representation. 





1 Josh MeKoon 
tjeorgia Code Revision Commission 


cc: Code Commission members 
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3Il]c ®«i£ral Asaanbig 

Altunto, tfirorgin 3tl33'l 


August 15, 2013 


Carl Malamud 
Public.Resource.Org 
1005 Gravenstein Highway North 
Sebastopol. California 95472 

VIA CERTIFIED MAIL 

Dear Mr. Malamud: 

We have received your response dated July 30, 201 3, refusing to comply with the cease and desist 
letter sent on behalf of the Georgia Code Revision Commission on July 25, 2013, regarding your 
unlawful copying of the Official Code of Georgia Aimotated. The response received was 
unacceptable. 

Your response includes a misstatement or misunderstanding of federal copyright law. As indicated 
in the prior letter, the State of Georgia already makes the entire body of statutory law in Georgia 
available to the public at no charge at www.leeis.ua.Eov. This is wholly different from the product 
produced by Lexis, the stale's publisher, which includes additional value-added material which is 
subject to copyright protection. 

Therefore, we again demand that you immediately: (a) cease and desist your unlawful copying of 
the Official Code of Georgia Annotated; (b) remove any and all files containing the Official Code 
of Georgia Annotated from the internet; (c) destroy any and all files containing the Official Code 
of Georgia Annotated from the internet; and (d) pnivide us with prompt written assurance within 
5 days of receiving this letter that all such steps liavc been taken and that you will cease and desist 
from any further infringement of the copyrighted Official Code of Georgia Annotated. 

If you fail to comply with this letter, llte Georgia Code Revision Commission intends to pursue all 
available remedies, including but not limited to, preliminary and permanent injunctions, damages, 
and costs and attorney's fees associated with defending the state's rights for copyright violation 
under the Copyright Act of 1 976. 



cc: Code Commission members 
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H hawley 

TROXELL' 


BKAUttfeR. pKA/fek 
AnMITTFliTOJ'RACTlCfcl.AWIN IDAHO 

I^IAII : hi r<>»*nt hai wU'\ I nm41.t imi 
tWtfin DaL 20R.»».4jr5 
DtRfn P.CC m^S-lSUd 


A’lTOHNF.VS AM) r.ODNSKI.OHS 
Troxell Ennis & H»iwU')' LLP 
877 McJin blrwl. Suilc’ KKH) 
P.O. Bt*\ lf»17 
Boiso, IdaKi 8*^71)1.1617 
2l»8.*m.(S(KH) 
w . hit w I t*y lKi xol 1 .1 1 tm 


July 12, 2013 


Via Facsimile to: (707) 829-0104 ami 
Via Email to: carl tfmetlia.org and 
Via U.S. Mail, Certified, Return Receipt 
Requested 

Call Malamud. President 
Public Resource Orj^ Inc 
1005 Gravenstein Hwy N 
Sebastopol. CA 95472 


RE / >A /( 'A Notice of ( 'opyn^ht Infniryenient at hihltc. liesourte.Org 


Dear Mr Malamud 

We act as intellectual property counsel to the State of Idaho, its agency the Idaho Code 
C ommission and tite Secretary’ of State, a constitutional executive oflicer of the State of Idaho 
(collectively. ‘Idaho") and write to you relative to acts of copyright infringement on a website 
that is either on your servers, in your network, or within your control This letter is directed to 
you as the ostensible Digital Millennium Copyright Act (" DMCA”) Designated Agent for sites 
located under the domain name resource org. based on filings here 
hap7Avw\v copVMuht uov.onlinem'agents'iyDubllicresoru pdf and information here 
htiiH //public lonuiccofu coovrigiu noliev html This is. accordingly, a Take-Down Notice 
issued pursuant to 17USC Section 512(c)(3), which is part of the DMCA 

By way ofbackgrouod. Idaho owns the copyright in and to certain statutory compilations and (he 
associated and accompanying analyses, summaries and reference materials (collectively, the 
“Idaho Code") We discovered* that unauthorized PDFs containing scans of the Idaho Code 


* Our diSCO\er> v\as adinittcdl) aided by \our 30, 2013. letter. :icop> of which is here 
jncMiuav pig./pub u>/:c<xlc{iil jdahojcllcrj^r 
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Carl Malarnud 
Jul> 12. 2013 
Page 2 


appear, ttucr alia, in directories located at 

h tin.s 'lavs resomce urtf/pnlVus<c<xletd/iriaiui scan 2012^ A specific example of one such scan 
may be found ai 

jiitj)s_, reso urc e oi g/puh' U.s codc/id/idaht^ Ncan 20 1 l^gpv lavv Id code 07 13 s 20l2 pdf' For 
illustration^ selected paj^es from that file are enclosed herewith a.s Exhibit One 

You will note that certain specific sections in Exhibit One are enclosed within red boxes; the rest 
are not The portions within red boxes illustrate the underlying, native statutory content that 
Idaho acknowledges may be used under license - The other content not within red boxes and 
similar content located in each corollary' file contained in the directory at 
hltp.s '|a_w.rcsc»iii\’C_orj^puly^iis/codcvid^^^ scari 20] 2/ constitute the analyses, summaries and 
reference materials mentioned above To be clear, Idaho claims copyright in both the native 
staiutory content ^ the analyses, summaries and reference materials contained in the linked 
directories (dcHned above as the Idaho Code) and as to which Exhibit One acts as an exemplar, 
and both are subject to this Notice. ^ 

Accordingly, pursuant to the DMCA, we hereby provide Resource org a.s the DMCA Service 
Provider and you as the DMCA Designated Agent with the following noUncation 

( 1 ) Certain infringing content residing on your servers or within your network 
has infringed and continues to infringe copyrighted works, specifically, the 
above-defined Idaho Code, to which Idaho o^vus the exclusive right to reproduce, 
adapt, display and distribute: 

(2) Exact scans of the Idaho Code are currently reproduced, adapted, 
displayed and distributed through the public resourceorg site as set forth above, 
all of which are literal or substantially similar copies of works to which Idaho 
owns exclusive rights to reproduce, adapt, display and distribute; 

(3) We believe in good faith that la) the materia) described in subparagraph 
(2) above infringes the copyrigltts in the matcriol.s described in subparagraph (1) 
above, and that (b) neither your nor public resource org’s reproduction, 
adaptation, display and distribution of the materials described in subparagraph 
( I ) above is authorized by Idalio, its agents or the law. 


^ Wc understand your position to be tliat such t$ not subyccl to copvright protection at all 

^ To the extent similar content is contained in Uic xml files located in the dircctoncs hcie 
lifliH -'. law icsouav oig./piitv»»codc'id tdalio scan 2tH2 and here; 

hOpi^daxN jesoufft*j>ig/piib'iiye.odeiid/idaho.\ntL2jLL2'. such content is also covered by this Notice 
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(4) The undersigned states thal the information in this notification is accurate, 
and under penally of pcijury. that the undersigned is authorized to act on behalf 
of Idaho, who owns the exclusive rights to reproduce, adapt, display and 
distribute the infringed material described in subparagraph (2) above, and 

(5) You may contact me at the addre,ss stated above 

Pursuant to the DMCA, your expeditious removal of or prevention of access to the Idaho Code, 
as defined, mav result in limiting your liability for your possible direct involvement in and/or 
contribution to the above-described acts of copyright infringement We look forward to vour 
compliance herewith bv expeditiously suspendine or disabling access to the Idaho Code , as 
required by the DMCA Please provide your response to me (if anything other than the retiuired 
^‘expeditious" removal action) within five (5) business days of the date of this letter 

Please know that we would grant a royalty-free copyright license to Resource, org to reproduce 
and display the native, underlying statutory code content such as that which is found here 
http dcvzislature Idaho utn 'idstnt/TOC 'IDStatutesrCK htm and that which is within the red 
boxes in Exhibit One. and we can provide the electronic files to permit ycHj to post that code. 
Having said that, the continuing reproduction and display of the Idaho Code as defined here, 
including the analyses, summaries and reference material, will not be tolerated, and Idaho 
reserves its rights to seek redress in federal court against the recipients of (his letter (o protect its 
intellectual property rights In any such action. Idaho may seek to recover actual or statutory 
damages, aiiomev's fees and injunctive relief 

Sincerely. 

HAWLEY TROXELL ENNIS & HAWLEY LLP 

/S/ BRADLEE R FRAZER ELECTRONIC 
SIGNATURE FOR EMAIL PDF COPY 


Bradlee R Frazer 


BRF/bf 
cc; Client 


Enclosures 
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EXHIBIT ONE 


2012 

CUMULATIVE 
POCKET SUPPLEMENT 


IDAHO CODE 


CatB|>tl«d Under the Superviftion of thv 
IdAho Code Conunlasion 


RICHAIID P. OOODSON 
R. DANIEL BOWEN JERE&H’ R PISCA 

COMMISSIONERS 

MAX M. SHBILS. JR. 

ESCECUTTVE SECRETARY 


PUicu thl» euppieraent Id the pocket of the eomuipoodlnit 
volume of the wet 


MICHIE 


701 l£wt Water Street 
CtiorloUeeville. VA 22902 


ujww.Uxl«nexiB.eoni 


Cusfonicr Srrrkv: 1*BIKMU3*WU4 
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liexisNpxtA und thr KnowlisdgH Burst logo arc registered trade* 
marks, and MICHIR is a trademark of Reed KJacvier Properties 
inc.. used under license. Matthew Bender is a registered trademark 
of Matthew Bender Properties Inc. 


O 2012 State of Idaho 
AU rights reserved. 


5068311 


ISBN 978*0’672*83888-0 (Set) 
ISBN 978-1 •4224'«373-4 






192 


Cart Malamud 
July 12, 2013 
Page 6 


PUBIJSU£R*S NOTH 


As>«nitfli«nu to luwv and new lawn onacUd binw the puhikolimi uf ihi- 
boutid vohinie down to and including the 2012 regular neoaion ai’e compilvil 
In thia atipplomant end will be Tound under liieir appropriute Hecliun 
numben. 

This publication contains annotations taken from decisions of the Idahu 
SaproDic Court and tho Court of Appeals and the appropriate federal courts. 
Thoim cnitaf will be printed in the lollowing reports: 

Jdaho Reports 

racifie Ruporler. 3rd Seriee 

Federal Supplement, 2nd Series 

Fodnrul Rt>pcirtur, 3rd Sories 

United Slates Suprvmu Court Repurla, Lawyers' Edition, 2nd Senes 

‘ntli* nnd chapter onalyoue, in thoHe rtupplumentM. carry unly Inwa that 
have boon uniendod or new laws. Old sections that have nothing but 
annolobuny are nnl included in the analyms. 

Folkiwintf ie no explanation of the abbrevintione of the Court Rules used 
(htouphout the Idaho Code. 


i.acp 

Idaho Rules of Civil Procedure 

LRE 

Idaho Rule# of Evidence 

LC.R 

Idaho Criminal Rules 

M.C.R 

Misdemeanor Criminal Rules 

M.R. 

Idaho Inhactioii Rules 

IJ.R. 

Idaho Juvenile Rules 

I.C.A.R. 

Idaho Court AdfOiniatmUvc Rules 

LA.K 

Idaho Appellate Rules 


If you have any queationH or auggestiona ounceming the Idaho Code, 
please write or call toll free l>800-dS3>984d, fax toll free at l*fiOO>G43>12SO. 
or email us at customer.supporMlbender.coro. 

Visit our website at http:/Avww.]i!xi#inexis.com for an ooline bcxikstore, 
technical support, euatomor sarvtcts and other company information. 

LexiaNcxis 

Attn. Cuelnmer S«rvu‘t> 

1275 Bruadwiiv 
Albany. SY 12204-269'! 

ALWATR CONHin.T THE LATERT SUPPLEMENT IN 
CONNECTION Wrm THK PKHMANKNT VOLUME 


iii 
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TITLE 7 


SPECIAL PROCEEDINGS 


K. Cirnmn* t 7-602. 

CHAPTER 4 


WRITS OF PROHIBITION 


7-408. Whrn And how iMuod. 

.nmtClAL OGCISIONS 


AAoqwcy nf CMItrr IIWMdj. bition wwM be tnjuUfMff. Injuafllee reUof 

cteyMrtmeni a/ iKtiJ'ia maiKm (a iU» wodd ha *1 leiMi u lAboUep m Imwuiiii of 
milM ibe •tuimey tarmswr* wnl of pivhibaUen (1m wrii. if oul iRona m. dtRle « Idabu Swio 
«eiietriMf(Ml,Mtlu!niWMApbdniSpM>(i 3 r,ftnd Bd tiriAiidCninm‘nMnr«Vea 1 ftKll>aefHain>, 
raoHHi)' lo Uu* tifiaiMy ewurau of (BO i<Ului B47. 249 P^al 346 (SAIO) 
iM wHdi iImi tn eitnuMtUniry wni tit prahi- 

CHAPTER G 


CONTEMPTS 

«onrw propArijr — Pnx«dur« upwi 

7-4102. B*eD(ry of diepo M awnt perton on rwl ennvictiDb 

7-608. Raenlry of diopowosoed porson on rrol property — Proee- 
dure upon conviction. — Hvory pcfAon diepowussed or ejected from or out 
uf any real property by the judgmoot or procesB of any court of competeol 
juriadiction, and who, not having right ao tn do. raentera into or upon, or 
tnkea poaeoaNion of, any auch real property, or induces ur procuroe any 
penon nut having right ao to do. ur aida or ubuia him therein, is guilty ofo 
euntompl of thu court by which auch judgment wua romlerud. or from which 
auch proceiw iamsed. Upon a conviction for such contempt the court shall 
immediataly issue an alias process dirveted tii the proper officer, and 
requiring him to restore tbo party entitled to the possession of such property 
under tho original judgment or process, to such possession. 

H iMery. | 6166: €.&. 9 7384; I.C.A.. « IS^Kl. am 

rc.r last. 4 B21. fLS^ R.C . « at. TOIS-cIi su.t 3.p ss 

liTATimiHV NOTK9 

Al— rtwi mu )ualk* of (he pea«« utul uaihiediAUly* n»ai 

Ttu JVV/ aoMudneBi. by d). JO. utbati- (he btsMflinirof Uia laal Mn(aiwc: 

Wle4 *Uw court thall {nimadrately' (or *gt 


1 
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7 610 SPECIAL PHOCKeOlNCS 2 


7*610. Judgment — Penjilty. 

JUDICIAL DRCIBtONS 


Inbamt Pp««r of Court- Mms llXi) oTI » viuUbon <J ihk pr» 

Whta apptUut^ ninor tfaughirr wan hmioa wa* imtuuhahle by r/tmisal cutueinpt 
plartid on prabaum Cor iwUl dwA. Uw m>c- uaclor ( 7-CK)1 and ihn ■wtuolonaiy ml« 
utrau cotat noIatM •p^lMiU' rooiUi pppellenta to undniicu urteil 

Awndoaolri^hubyraqairlne nppuHanuttn ytM (cotioe ronstHuted « wurIi (hat w«« 
nuboBi W rwMlaai uAm (Mti&f Ibr drvga prmiiBpdwly levaUd without • woirtot 
While (he mo^raie hod lh« outhoniy to SUw v. Ihie, list hlubo 5SU, KSa KM 1375 
iinpMo • probation cooihtioo uodar tubwe- fSOlOt. 

CHAPTER? 


EMINENT DOMAIN 


7«701. Umb for which autbort ted. 


AKSEAR1:H RKl-'BRENCBif 


AJ.R. — Voliiiil) of nkimUnntorlal e«n- Zonbti •cJioim. plan, or mduiAinr a* Imi 
J awiialioa by iiuuiki|Mlity- 44 A.L a.<Mi ponrv takinc. A.UIl4hh 65S. 

7-70SI. Ebtatua aubjccl to lakiott. 

tUSBARCH KBb'liHCNCISh 


A-lsIL Validity of •■munritorial con- 
detonalioa by muaMpality, t4 A LKAtb 3a0. 

7<711. AsaoAsmcDt of damages. 

IIBRBARCH REFERENCES 


AXJL — Kh'initnu nnt) munauns arcoov Zotitns Kboma, plan, nrotriinanop M laoi 
panaaftmi in vnunoBt Jatoatn procwadinji Kk jpimry taking. 2i5 AX-li Qth 055. 

(anponir) mklug iif propartv. 48 A.I.K.8U) 

3M 

7«7I7. PoNKeMtion by plaintiff -> Payment of damagt^ — App(»}nt> 
mont of commlMtionors. 


JirDtClAL DECISIONS 


Aapoala. oonpcniaiicn and ordertd the coodmm te 

Apfmilaie raurl (bruiari condamneie'i notirm rofiAiH to iKn «Ut« fund* <« rsr«M of iHr 
lu dianMu Ui» «uU'» appaoJ bacauM Uw ap- amount, the appeal would not be moot be 
pool w«a not moot cwvn thMigb tha wate (AuaetheJudldalcfewmlftanMWouMhavoa 
lendemd a check In tba eandeiiin** ro aatia' pracUtol afTen on (hr mlcowe. ta that Ibe 
Caction of Ihr jiidtiMnl (wforv fihnt iia np- «Mtr wouM m«<r«r Miike of lU oMiivy. SUUft 
(Ml. If (lia Si^lhiP' rowt datermloed that Rx Kel Wtnder «; Caj|)vn Vliu Pamlli- Led. 
the iorr randered a verdki in mat* ofiual Kahip, t4A Idaho 718. 2S8 P.bd 985 tSttlOX 
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TITLE 8 

PROVISIONAL REMEDIES IN 
CIVIL ACTIONS 

ft. ftwTMswwi* MV UANMUumi I ft-507C 1 w | ft- fiw 

CHAPTER 1 

ARREST AND BAH* 

8>100. Time of roiiKinft and content* of order. 

OimiCtAL OfCiSIONA 

AtHharUy tit ftherifT. tnl eT biul. wlflrti la j oMkiu* •iUun Uw 

noiKUy<<imn>ii«tnn«v»'«u|»rvMBry*ulli«r« «^rt(r» Authority liiutrr thi» •ocUmi and 
Hy Ui MNitiv) 'lUirr vwwUluUaiwI offlcvf* ilM i9-ftl7 and ft Altiod Bon Ducula, 

M*t »*U<>d |I> tha abontr* hall pmadunw 1 b^ «. Couitty of Krwii«no>. 151 Idaho 405, ilM 
Tho remmiunourn*' ntatnuuy dutie* under P.v ^UOf’JOII) 

H dO<OtU*iidSI.|ftnftAanatMoniii|MMrjM' 

CHAP'I'ER 5 

ATFACHMENTS AND GARNISHMENTS 
SotT: Piirort 


8<0i07C. Kuntuf. — ' 'I'he noUru nrttxt'inpuonft, Inatructton* to UebUir* stid 
I third pnrtius, and ihn claim of cxvoiptiun shall bt; in o form }>ubstaDiiaH>' 
niniilar tn liw form hcmnnfler proviited. The forms shall be miule nvaiinbic 
Id Chtytiuli and Spanish laiiguagu Iranslalioiui in the oincati of each county 
sheriff. Notice, wrilien in Siuinish, of the availnhility of ihcsr docuniontn in 
Spanish tranAlation shall be net forth on the nolico of L'semplirms. 

IMPORTANT LEGAL NOnCE/NOTICIA LEGAL IMPORTANTE 
MONEY/PERSONAL PROPERTY BELONGING IX) YOU MAY HAVE 
BEEN TAKEN OK HELD IN ORDER TO SATISFY A COURT JUDG- 
I MENT. YOU MAY BE ABLE TO GET YOUR MONFY^ROPERTY 
HACK SO HEAD THIS Nf/TICE CAREFULLY 
^ SI SOLAMENTE HABLA ESPANOL PUEDE OBTENERUNA fXJKMA 
EN F.SPANOL KN Kl. DKPARTAMRNTO DEL SHFRIFE 
Tlic L-ut‘Iii«oii writ l•^e.'cat*ulj<m ojuVor iinlice of ijamiihinent ha*, tliri'cled lUo 
shorifTto take ruatody by levying on your mnney aniVor personal profirrty in 
uTclcr io satisfy a court judgniunt 

The aheilfT has lorlt'd on your mooey and/or personal property. You liftvt 

.5 
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PUBLIC. RESOURCE. ORG ^ A Nonprofit Corporation 
Public Works for a Better Government 


July 15,2013 


Hon. B«n Ysura 
Secretary of State 
State oF Idaho 
PO Box 83720 
Boise ID 83720-0080 

Hon. Brenl Hill 

President Pro Tempore of the Senate 
Idaho State Legislature 
1010 South 2nd East 
Rexburg, Idaho 83440 

Hon. Scott Bedke 
Speaker of the House 
Idaho State Legislature 
P.O. Box 89 
Oakley. ID 83346 

Idaho Code Commission 
P.O. Box 388 
Boise. ID 83701 

Dear Secretary Vsura, President Pro Tempore Hill, Speaker Bedke, and Members of the 
Idaho Code Commission 

Publlc.Resource.org is in receipt of the communication of July 12, 2013 from Mr. 
Btadlee R. Frazer of Hawley Troxell Ennis & Hawley LLP concerning your notice under 
17 U.S.C. § S 12(c)(3), the Digital Millennium Copyright Act. Your notice claims 
copyright infringement for the publication of the Idaho Code without having secured 
From you first a "royalty-free copyright license ... to reproduce and display the native, 
underlying statutory code content." In addition, your letter claims additional rights, for 
which you apparently will not grant any license, for all text which falls outside of the 
red boxes you drew on the Idaho Code, constituting what you describe as "analyses, 
summaries and reference materials." 

We respectfully decline to remove the Idaho Code and respectfully reject the distinction 
between "native" code and additional materials, as both are integral part and parcel of 
the only official Idaho Code, such material constituting the official laws of Idaho as 
published by the state. 




I09S ORAVCNSTCIN HIOHWAT NOBTtl. SEBAtTOBOI., CAMrOBNllI SMTS* BN. (I«7l »ZI-I«90 > rX; ll*!) aX9-6l«4 
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It is a long-held tenet of Amehcnn law that there is no copyright in the law. This is 
because the law belongs to the people and in our system of democracy we have the 
right to read. know, and speak the laws by which we choose to govern ourselves. 
Requiring a license before allowing citizens to speak the taw would be a violation of 
deeply-held principles in our system that the laws apply equally to all. 

This principle was strongly set out by the U.S. Supreme Court under Chief Justice John 
Marshall when they stated “the Court is unanimously of opinion that no reporter has or 
can have any copyright In the written opinions delivered by this Court, and (hat the 
judges thereof cannot confer on any reporter any such right." Wheaton v. Peters, 33 
U.S. (8 Pet.) S91 (1834>. The Supreme Court specifically extended that principle to 
state law. such as the Idaho Code, in Banks v. Manchester (128 U.S. 244, 1888) . where 
it stated that “the authentic exposition and interpretation of the law. which, binding 
every citizen, is free for publication to all. whether it is a declaration of unwritten law. 
or an interpretation of a constitution or a statute." 

This principle has become embedded clearly throughout our country. The Court of 
Appeals for the Sixth Circuit has stated that “any person desiring to publish the 
statutes of a state may use any copy of such statutes to be found In any printed book, 
whether such book be the property of the state or the property of an individual." 
Mowell V. Miller, 91 P. 129, 137 (6th Cir. 1898) (Harlan. J.). 

These strong precedents are reflected In the official policy statement of the U.S. 
Copyright Office 

“Edicts of government, such as judicial opinions, administrative rulings, 
legislative enactments, public ordinances, and similar official legal documents 
are not copyrightable for reasons of public policy. This applies to such works 
whether they are Federal. State, or local as well as to those of foreign 
governments. “ 

U.S. Copyright Office. Compendium If Copyright Office Practices § 206. OJ (1984) 

The principle that there is no copyright in the law. and that no license is therefore 
needed, has been fundamental to the evolution of our legal system. West Law could 
never have built that magnificent edifice of American jurisprudence, the Federal 
Reporter, if each court had required a license to publish. If citizens are required to 
obtain a license before repealing the law, does that not strike at the very heart of our 
rights of Free speech under the First Amendment^ If ignorance of the law is no excuse, 
how can we restrict promulgation of those laws^ 

The distinction between “native" content ("the law") and additional materials perhaps 
would have some bearing if the publication in question were the independent 
commercial endeavor of a publication firm. If such a firm were to copy the slate 
statutes and compile that information with additional analyses and summaries and 
were to do so as a strictly commercial endeavor, we understand and respect that this 
material would be their private property. 

However, the publication in question is not by some independent endeavor, it Is by the 
Idaho Code Commission and the document is clearly labeled as the official Idaho Code. 
Vour vendor states in its marketing materials that this document is "the only official 
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source" for Idaho law. The Idaho Code is a publication of the State and it is the 
definitive statement by the State of the law. Any lawyer would ignore this publication 
any of its components at his or her peril. Any citizen wishing to read the Offioa) Idaho 
Code would have trouble distinguishing between the material you outlined in red and 
those materials outside the box. No matter how you slice that cheese, it all looks the 
same. The Official Idaho Code, every component of it, is the law. 

A similar situation occurred in the great slate of Oregon when we received a Cease and 
Desist notice on April 7, 2008 for publishing online the Oregon Revised Statutes. As 
with the present situation, lawyers for that state demanded licenses as a condition to 
publication and attempted to make a distinction between the law and the additional 
organization of that material by the Legislative Counsel of Oregon. 

I am pleased to tell you that the State of Oregon decided that this was an issue that 
should be decided by the people of Oregon and their elected officials. The Speaker of 
the House and the Senate President called a hearing of the Legislative Counsel 
Committee, listened to citizens and to their own legislative counsel, kindly invited us 
to speak, and at the end of the day unanimously waived any assertion of copyright in 
the Oregon Revised Statutes. 

Not only was copyright waived, something very special happened. With the restrictions 
on use of the Oregon Revised Statutes lifted, a law student at the Lewis & Clark Law 
School was able to take this material and develop a vastly better version of the Oregon 
Revised Statutes for the people of his state to use. Restricting use of the codes restricts 
innovation, making it harder to use the materials. Restrictions on the Idaho Code hurts 
democracy and the citizens of Idaho by making their laws less accessible. 

In Oregon, the assertion of copyright dated back to the 1940s and the state had 
carried that policy forward. When the people of Oregon looked at the issue in the light 
of our modern era. the decision was very clear. Let us not forget that Section 73-210 
of the Idaho Code, asserting copyright in the Idaho Code, was added in 1949 and this 
right was authorized and empowered in the Session Laws of 1947. Is it not time, in 
light of developments such as the Internet, to revisit those restrictions? 


Our publication of the Idaho Code should be encouraged, not threatened. Our 
publication of the Idaho Code is the clean potato, not one that should be prosecuted 
by expensive law hrms in federal courts. I would be more than happy to come to Idaho 
to discuss the matter with you, and would strongly encourage you to discuss the issue 
with the people of Idaho. 


Sincerely yours. 



ntoiitlhr*lqn«dbyC«rl 

IMdmud 

ON; trr'OrilMamud, 
OetSibllcJlMooiveOrq. ou. 
enwiwjitenMdMiOrq, c«US 

-orw 


Carl Malamud 
Public.Resource.org 
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y By Authority Of 
THE UNITED STATES OF AMERICA 
Legally Binding Document 


By the Authority Vested By Part ^ of the United States Code § 552(a) and 
Part I of the Code of Regulations $ 51 the attached document has been duly 
INCORPORATED BY REFERENCE and shaU be considered legally 
binding upon all citizens and residents of the United States of America. 
HEED THIS NOTICE: Criminal penalties may apply for noncompliance. 


Document Name: aSTM F 24 12-2005 Standard Test MethenJs for 
Foot Proicclioti 


CrRSection(s): 29CFR 


DateofAction: 74 FR 40447, Aug 11,2009 




Qffioal Incorporator: 

The Executive Director 

OFFICE OF THE FEDERAL REGISTER 
WASHINGTON, D.C. ^ 
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■rnJMno^ 


Designation: F 2412 - 05 


Standard Test Methods for 
Foot Protection^ 


Htb f« ttond npdcr l!w liuJ lieii^WMn P1413,' 3k nombo brnwiDMe^ tbHowtng ihs iJwp»Uiiii mOcatet Ik* yiair vT 

n^liMl akKilNa or. la ih« eoe of nvttM, «k yto af Nol tmtion. A Ranber b (uiuulhaa* indloua iha jam of IM nnp(<rm«l. A 
atferafp. e;Kt>«n M InOnwi m odlun^ Hw *■» itmiaa or » ui |ipio»al. 

INTltODtJCnON 

For more than sixty yean, the predecessor to these test ineiJiods. ANSI Z4t, estabtislwd the 
perfomiutce criteria for a wide range of footwear to proiea from the hexanU that affect the petsoDa) 
( safely of workers. The value of these standaixls was recognized early in the history of Ihe Occupationai 
Safety and l^lih Administmtion (OSHA) and inooqiMfuied as a reference standard in the Code of 
PedenJ Regulatioa (CFR) Sectioo 1910. 

Utese teat nicUiods ciHiiajns test protocols developed in conjun^ion with ANSI Z4I as well os other 
A5TM standartLi that are used (o evaluate the performance of footwear when exposed to a variety of 
hnninls; (I) impact rcsrstaoce for the toe nea of fooiwenn (2} compressioo rcsi&lance for the toe area 
of fooewenr: {3) 10010101 x 111 impact proceciion Utoi redoocs Ihe duuico of injury u> (he metaiiinad booea 
al the top of the foot; ( 4 ) conductive propefliea that reduces hazards that may result from sialic 
electricity buddup and reduce (he pos&ihiiily of ignition of explosives and volatile cheroicalx; fjj 
electric shock resistant iwn-eonduciive; i6) static dissipative (SD) propeiiies to reduce hazards due to 
excessively low footwear resistance iliui may exist where SO footwear is required; f7/ puncture 
lesislsnce of fool boiioms; fd> chain saw cut icjrisianac hazards; and (9) diolaci^ hazard 


(. Scope 

I . I Theae lea niOhods measure Ihc rentlnnoe of footwear 
to a variety of hazards ihui can poieniially result in injury. 

1 2 Tlieoe lest methods nay be used to test for compliance 
ID mintnipm perfoimonoe requiremenu in esiabHthDd safety 
atandaitls. 

1 .2. 1 By agreement between ihe purchaser and the suppliof, 
or os required by established sufety standards, tliese lest 
methods can be used to determine any one, or all of (he 
foUowiag: (t) impact resistonoe, (2) compresnion resistance, 
(Sj meuKOfsa) impact resismnee, fdj resisianoe to cloctrical 
conductivity. (5) resistance to eleciric shock, (6) static dissipor 
tivc peifamaoCB. f7i pimcuire lesiaionce of outsoles, (8} chain 
saw cut lesisuince, ond (9) diekeme insulation. 

1.3 Tlie values stated in SI units ore to be regarded as the 
slSDctojil. The values given n) parcaUtesBS are for information 
only. 

I.d ThU sto$uhrd dotts not purport to oMnsx alt qf tlta 
ntfkry cuncemi; if onjt osxociaftii With lit use^ tl is the 
rrspontibilliy tf the user of this stondani to estoNish oppw- 


'TtMc ten nmbodt st mkIw ilw ieewtiaien uT ASTM CaMRMo0 FIS w 
MMuUWWdkwiy aoe Fmhww end ot> Ok iIwb: fminnaiMUii of 
SL-bOMiHCBUca PiSJO a* FeatwoK 
CiKM •ttioe 4p|w>««l M»«a 1. 3003 Aiblabed MmU 30(0. 


pnn/e safety and health praaices and detennUtr the apjdlco- 
Mity <rf n>gw/art»ry Umitetioas piior to use. 

1, Referenced Ihioinients 

2. 1 ASTM Statfdards: ^ 

B 117 Practice ibr Operating Salt Spray (Png) Apparatus 
F 1 1 16 Tea Method for Determining Dielectric Strength of 
— D ie i aLmi p uuiweit i 

F I45H That Method for Measurement of Cut Resisiam to 
Cliainsaw of Foot Proiecbve Devices 

2.2 eSA Stondtud:' 

CAN/CSA2195 Protective Footwear 

3. Terrulnology 

3.1 Zl^mV/cirur.' 

3.1.1 ^anvear, n-^earing appauel for the feet (cuch as 
shoes, boots, sMppen, oroverahoes). excluding hosiery. 

3. 1 . 1.1 DfKu.fn'on— This term con reiier to eith^ leff foot or 
h|dii foot units or pairs. 


* her (eltoeKti) ASTM aaiOinb, VKit ihR ASTM MCtate. Mwaanvais. or 
own AflW Cmiihhw Sarvic* al «W«fOC#wnuiii(, Far Aaamrf A>^ tfASTiS 
SJotuUmh wiluaK tnftaraalkn. nfe wiIm MaOenl'a D tt amwii 9itiiaKr)r ;uf»aR 
Ifae AS7XI wdaJrs. 

* AMlIaMi r«in OhmIIw Bu^udi Aawaloiire (CSA). 171 HnOak lUvii. 
tWumu. ON Ctaada MVWiU. 


Crv^oastu 


■ibv ASTM Inti (all righisieKsved); ■acMMAMBuicuR.wnwr 

JS.i*-Li2?.?Sd per License Afreemenl whh Kadie H<k$Srf.!Sfr?£l?iS AccoumlX Mon Ap( 4 13:S2:42 BOT 2003 
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3.1.2 iiuert, fooibed nonnftlly made of a foam pfxxiud 
with leather oi hibnc cover ahaped to cover the entire insole 
which can be iruened between the foot and insole board. 

3. 1 .3 insole, n->roundai(on of the shoe; the inner sole of the 
shoe which U nevt to the foot, under the suck liner or insert, 
onto whieh the upper u lasted. 

3.1.4 leir, n — soUd binged form, m (he generaJ sha|ie of e 
foot, around wluch footwear is constructed. 

3. 1 -S fortmg. v — building of footwear snuind a specific foot 
form. 

3.1.6 iinins, n>-tenn used to describe till coinponcms that 
can be used to consiTVCi the interior of the upper ponion of the 
foobMuir. 

3.1.7 (MMaIr ond heel, rt— exterior bottom platform of the 
footwear, the ktotcom surface. 

3.1.8 pmditcr category, a — daacription for a type of fool* 
weor designed uitd munufoctured for a specific hazard or 
hazards. 

3.1.9 product elassificatUm. n — footwear manufactured to 
meet a minimum performance requirement for a specific 
hazard or hazards. 

3.t.l0 protective footwear, n— footwear that is designed, 
oonsiructed. and clauiRed to pcotecz the wearer from a 
potctiiinl hazarsi or hiaards. 

3. UI piptecthe toe cap, n-^mponeni designed to pro- 
vide toe protection (bat is an integral and permanent part of the 
fontwear. 

3.1.12 quarier, /k - entire back portion of ihu foorwear 
upper. 

1.t.l3 siv. n — length and breadth measunsmenla of fool- 
wear determined by using a specific grading; the American 
system of footwear graduiig 

3.1.14 sockfining, n— material placed over (be insole which 
Is imprinted with a brand name or other desigmtion 

3.1.13 tpecimen, for protective footwear, n — footwear units 
evaluated for various hazards. 

3.1.15.1 Oitcianon— Footwear units may be a left foot, a 
right foot, or a matched pair. The exact number and type of 
footwear units is indicated by test rtveihod. 

3.1.16 tipper, n— -parts of a shoe or boot that aie above the 
sole. 

4. SigniflciiDcc and t’se 

4. t The pu/peue of these test methuds is lo provide miuuiiir- 
able criteria for various Mrards. 

4.2 The protection that con be demonsmued by cvaJiutitm 
of footwear includee the following; 

4.3.1 TIm offectiveness of impaci roMstanl foolwaBr lo 
eliminate or diminisJi the severity of injury to the toe area of 
tile foot when subjected to a falling object. 

4.2.3 TTic effactiveoess of corapre&sion resistant fomwear to 
etimtiute or dtimnish the severity of injory lo the toe area of 
the foot when subjected to a compressive force. 

4.3.3 The eneedveness of meratarsa) protective footwear ro 
eliminaw or diminish the seventy of injury to the meisiarsal 
area adjacent to where (he toes and the bones of (he uppo foot 
iniersea. 


4l24 The eifocliv«ic&s of conductive footwear to safely 
teduce the buildup of static electriciiy from wearer to ground 
M as (0 reduce (he possibility of igoilioa of explosives and 
volatile diemicala. 

4.25 Tlic efTectiveoess of electric sbodt resl&Uml footwear 
to provkle resistance lo electric sliucfc when accidental conUct 
ri made with live wirea. 

4.3.6 The efibcTiveness of static dissipative footwear to 
reduce (he hazards due to excessively tow footwear eleciriCQl 
resistanoc that may exist where St) footweac is required. 

4.2.7 The effectiveness of puncture re&isumi footwear to 
reduce (he pocribilily of puncture injury to (be bouom of the 
human fool. 

4.28 The effeettveoeas of chain law cut xesistani footwear 
to reduce the cliance of injury when exposed to a mnning 
power chain tsaw. 

42.9 The effechveness of dielectric tnsulaiive footwear to 
reduce the possibility of injory when exposed to a high voltage 
chaige. 

5. Impact Reslsbince 

5. 1 StmvfKtry of Methntk 

5. i. I Footwear with a proieciive toe cap is Impncied with a 
spocified force. 

5.12 After impact, the height of the clay cybnder ut 
Rieoaured 

5.2 Apparutuii 

5.3.1 The appomtus as shown in Fig. I consisu of a frame 
.structure that perTnits (be impactor to be cunatraioed to foil 
along a known and repeatable patfi. 

52.1.1 The impactor coiuifits uf a steel weigh! Iraving a 
muM of 23.7 ± 0.23 kg (50 ^ 0.5 lb). Tlw nose of the impactor 
is a steel cylinder having a diameter of 25.4 £ 0.8 mm <1 z 
0.03 ia.) and length of 50.8 mm (2.0 in.). Tlie impaci side of lbs 
cylinder has a smooth Bfdwrical surface with a t^iue of 25,4 z 
()Ll27 mm (1.00 - 0.005 in.). The longitudinal centerline of the 
cylinder is pomllel and coincident with 3. 175 nun (0.1 25 in.) to 
the synuneby of i(t vertical axis. 

52.12 Apparaiua iocorporates a means of measuring the 
velocity at impsa with a (olcmnce of £3%. The use of n 
velocity metering system allows for determining the time 
requir^ for a 25.4-mffl (l-ln.) wide blade to pass completely 
through a beam of liglu prior to the impactor striking the 
Kpecimen. The result, referred to os gate lime, is measured in 
ms The speed in mJi can he cnlculared using (be following 
formulN; 


where; 

V « velocity in in./a. and 
Ig X gate lime in im. 

522 The base of (he apparatus consiata of a steei plaie with 
a minimum area 0.3 m^ (I fr) and minimum thickness of 25.4 
ram (1 lo.>. The base is aoebored fo a structure having a 
minimum rruiss of 909.1 kg (2000 lb) (o provide sufficient 
stability to the opparaius before, during, and after testing. 

52 Sampling: 


bv ACTMlafI (all nghU rererved): . . 
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SJ.l 7)110: holT-psir lesi specimens shsJ) ioclucie bod) lefi 
and right fooiweei; of C4ich product category are pfcpared from 
new manufactured footwear randomly selected stock 
inventory. 

5.3. 1.1 Meu's footwear specimens are prepared from size 
9D, medium width. 

5J.1.2 Women's footwear speeiinens are prepared Cram 
size 8B. medium widili. 


5.3.2 The speciraeos shall be obtained completely re- 
moving the toe portion of the footwear. This is done by cutting 
across the width of the footwear 25.4 2 3.2 intn (1 - 0. 125 in.) 
behind the back edge of the protective toe cap as shown in Ftg. 
X 

5.4 Specirntn Mouniit^: 

5.4.1 Speciraeos are to be placed on the test apparatus base 
plate so that the sole ts parallel with the base. 


'wSnSTta^MmtbvASTM led (all rights reserved); stMM»uejc/»Mcw:tfli>a.iww 

* ”*'tay jwgj** «**i'wi .*ajr per Uceme Agreentcnl wilii Kmtie Aoceunt); Mon Apr 4 1 3:52:42 EDT 2005 
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5.4.1. 1 The speciiTien ii positioned do (hat the lotigitudituiJ 
center of the iKE&e of the impactor stnkes (Ik oppccuiniMe 
tenter of the prowaive toe cap lu a point ituJ is 12.7 ± 1 .6 mm 
{0.30 £ 0.0623 in.) io>ward the front as measured from the back 
edge uf the protective toe cap {see Fig. i). 

S.4 2 The specimen is hetd in position during lest by use of 
a cliunping device as shown in Fig. 4. 

5.4.2.1 Tlie suibilizing fort; dnmp device rests on the insert 
and can be adjusted by means of a screw. 

S.4.X2 The adjustment secures the specimen piitallcl to (he 
hose plate and prevents movement whM the impactor strikes 
the specimen. 

5.4.2.3 Clamping screw shall be tightened using a force (css 
than 28 Nm f25 in. lbs). 

SJ Frocfduft. 

3.3.1 Prior Ig impact testing, a lump of modeling clay 
fonned as a venica) cylinder is positioned inside the specimens 
directly under the point of impact {sec Pig 3). 

SJ.I.I The clay shall be .shaped so ibat the cylinder 
simultaneously mikes contan with the inaolaisock of the 
fooitvenr and the dome of the ptrumive toe cap. 

Simp 1 — A tmdl |Heee li mu puper ur cclIupApne cun be plKal m 


eitacr the btuiRm tide nr tup side rt the cytMla io pceveai M day rmn 
adhenoi ir> eilher ihe iiMon/sock liner or dome 

3.5. 1.2 The diameter of the cylinder shall not exceed 23.4 
mm (I in.]. 

3.3.2 After impact, carefully remove the clay cylinder from 
ioaide the specimen and measure the height of (he cylinder ni 
its lowest point tiaing a meastiring dewoe cupable of meuMiring 
to the oBonut 0.1 mm (O.OM to.}. 

3.3.2.1 Thu value ia reported as Ihe impact minimum 
inienor height cleamnoe fen the specimen 

S,5J To measiuB Class 73 product clawiflcoaon /ootwear. 
(he impactor is dropped fh)m a hei^i that results in an impact 
velocity of 2995 £ 61 mm/^ {1 17.9 £ 2 4 in^s). creating a 
foroe of 101.75 1 (75 tt~lbf). 

Koit 2— 4 q • vacuum, Iha diMaac* wDuld be 4S7 min (II In.}. Dub id 
R tciMw and sir waitnuioa. ihe MiglN wed (or the lui U somewliai (teaier. 

33.4 To measure Class 30 Product OnssiAcaiion footwear, 
the impocior h dropped from a height that raaulU in an impaa 
velocity of 2438 t 48.3 mmfs (96 : 1.9 inA). creating a foree 
of 67.8 J (50 ft-lbO. 

Nm 3— In a vacumn. Itie disuiwe would bu 303 mm (|2 le). Due ni 
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frJUItiu incl «f itninfloue, the fad|Jit uMd ftu iIm lew u tomewlui sretkiei. 

5.6 Tul Rfpon — Rcpon Ibe ntjjiiniunt liei^i of die cLny 
cylinder, without rounding up, to the nearest 0. 1 nun (0.004 in.) 
as the ctcamoce re&uit for lire product category for ell three 
tpedmens. 

6. Cuinprcssion RcsJelance 
6-1 Summoty cf Metfwd: 


6.1.) Pnoiweor with n proioctive toe cap U eupmed to a 
oompntssivB (btce. 

6.lJt During appliraikin of (lie compoMsive force, die 
interior ipece of the toe cup » meunred utiitg a clay cylindec 

6.2 ApfWMus: 

6.2.1 Compression testirtg equipmeni Ifta! is equipped witli 
sinoodi steel compression lest surfuem. 


■w«M*««M^tbvASTMlw‘l(iUn|ht>nuerval): ^Mcimoncf ptnwiw 

per Ucoiue AgreeotcM with Aecoimt); Mon Apr < 13;S3t:42 CDT2005 
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6.2.1. 1 Tbst surfaces muai remain parallel during npplica- 
lion of force up to 44 482 N (lO 000 Ibf). 

6.2. i ,2 Pressure head has a mioimum diameter of 76.2 mm 
{3 in.) find a bed plate with a miniraiim width of IS2.4 nun (6 
ia). 

6.2. 1 .3 Equipiitcrw muat be graduated in increments «o as to 
measure compressive force between 222.4 N <50 Ibf) to 44 482 
N (10000 Ibf) 

6.3 Sampling: 

6.3.1 A tout! cf r/rnrc Wf pair .rper/mens. which shall 
include both (elt end nghi footwear of each product category, 
are prepared rn>in irew nianufaaured footwear randomly 
selected from stock inventory. 

6.3.1. 1 Men’s footwear specimens are prepared from $ik 
VD. medium width. 

6.3. 1.2 Women's footwear specimens are prepared from 
ktze SB. medium width. 

6.3.2 T)w specimens shall be prepared by completely re* 
movittg the toe portion of Ibe footwear. This is dorse by cutting 
acraas the width of the footwear 25.4 :£ 3.2 amifl sO.IZSm.) 
behind Use back edge of the protective toe cap as shown in Fig. 
2 . 

6.4 5|perimeN Mowiling: 

6.4. 1 The specimen is pnstdoned on (he bed plate of the test 
apparatus i^s that rise higheoi point of the proieciive toe cap is 
perpendicular to the direction of force. 

6.4.2 The .stabillaiiig fork clomp device nrau on the insert 
and can be adjusted by mouu of a screw (see Fig. 4). 

6.4.2. 1 Thts adjuMment secures the specimen parallel to ihe 
bed plate and prcvenlS moveoKnt. 

6.4.2.2 CItunptng screw ahall be tightened using a force lesa 
than 28 Nm (25 in. Ihs). 

6.5 Procedu/t: 

6.3.1 fhior to compreuion testing, a lump or modeling day 
as a vertical cylinder is positioned inside ibe specimen directly 
under tbe cenier of the protective c^i (see Fig. 3). 

6.34 The clay shall be shaped so that the cylinder sicnulta' 
neously mokes contact with the insert/sock liner of the foot- 
wear and the doore of the protective cap (see Note I ). 

6.3 J The dlametef of the cylinder shall not exceed 23.4 mm 
(I in.h 

65.4 A compretsiv’c force » applied to the speciirwri at ao 
opproximale rote of 222.4 (SO 

655 ADei- eomptesskm tearing. cafeTully remove the clay 
cylinder from the specimen and. using a measuring device 
lapahle of meosunng to tbe tieonat 0. 1 mm (0.004 in.) measure 
dre height of tiK cylinder at its lowest poim. without lounding 
up. 

6.6 7e4i ffepoFt— Report (he miaimum inieriiir height clear- 
ance for the vpecimen to the nearest (XI nun (0 004 in.), 
without nsundiog up for each of three specimens as the 
coojprfrssioo resuiaoce and classihcarioia for (he product cat- 
egoiy. 

7. Motutami Impact Resistance 

7.1 Summary tgf Method: 

7.1.1 Footwear with a protective toe cap and metmarsal 
guard it impacted with the appropriate force. 

7. 1 2 After impact, the height of the wax form is measured. 


7.2 Apparatus: 

7.2.1 The same apparamt as used in 5.2 (Pig. 1) for impact 
testing of protective footwear, with certain mortlhcations, is 
used for meiauirral impact (eating. The modifleations to the 
apparanis are shown in Fig. 5 and Fig. 6. 

7.2.1. 1 The striking surface that impacts the meiatarval 
proiecUon u a horizontal bur that is parpcndicutar tn the 
vertical traverse of tire test apparatus. Tire bar of poliahed steel 
has a diameter of 25.4 £ 0.5 mm (1 ± 0.02 in.) and a length 
uf 132.4 ± 3.2 mm (6 ± 0 125 in.). 

7J.I4 The -Uriking bar is po&ittooed so that Ihe mipact is 
perpendicular to the longiTudinal plane of the heel^or axis at 
the uppropriate impad point for men's and women's footwear 
(see Fig. 7). 

7.3 Samfding: 

7.3.1 A total of three half-pair test specimens (shall include 
bod) left and right footwear) of each product category am 
prepared from new manufactured footwear randorrdy selected 
from stock inventory. 

7.3.1. 1 Men's footwear specimens axe prepared from size 
9D. medium width. 

7J.1.2 Women's footwear specimens are prepared from 
size 8D, medium width 

7.4 Speemen MotMllng: 

7.4.1 Mount specimen in a device, as shown m Fig. 0 . that 
ittains fooLweai in place during lestihg. 

744 Mount specimen ao that outsole is resting on base of 
apparatus and positioned ao that the point of contact for (lie 
sinking bar is appropriate for the specimen is shown in Fig. 7 

744. 1 Men's footwear i«(|uiica tlrai the pottu of contact for 
the striking bar is 89 mm (35 in.) when measured backwards 
from the front point of tbe (oe towanl the heel. 

7.444 Womeo's footwear requues that (be point of contact 
for Ihe striking bv is 86 mm (3.375 in.) when measured 
bickwanU from the froot pan of (he toe toward (be h(xl. 

7.5 Procedure: 

7.5.1 Iriseit a wax form, as desenbed id Annex Al, into the 
specimen. The iosertfsock lining of (he footwear shall remain 
in Che footwear dunog tesiiag 

7.5.1.1 Tbe wax forra shall completely Ail (f« pioiKtivc 
footwe^ cavity and extend toward the quartet of Ihe footwear 
approximiixely 76.2 mm (3 in.) beyond the back edge of (he 
proreciive toe cap 

7.5.1.2 The use ofa heel block U used to secure tlw wax 
(bnn in place end ulwi to 6)1 (he nvity between the buck edge 
of ihe wax form end ihe qtuuier 

754 Position the tmpactor nn (eat epparalus to (he proper 
Itelght Ibr product classiflcatioti of footwear (see 3.5.3 .ind 
55.4). 

754.I Releaic tbe unpocior, 

7.3.3 Reposition (be tmpactor on lest apparaius. and care- 
fully reonve the wax fom from the specimen 

7.5.4 Test Report — Measure (be distance from the lowest 
point of (he impreuion made in Uie wax form lo (be botiotn 
sinface of the form as shown in Fig. 7 and report the results to 
the neareai 0.1 mm (0.004 id.) for all three test specimens 
without rounding up 


ASTM Iflt’l (silhobureserml); aMw* 
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Ntnt — DioMMiein trt id IkAm (tmllinarct). 
no. S MDUUrMi fOQlwmr ImpKt TmI ApparMUS 

9. Conductive Pmleciive Fooiwciar S.2.1.2 100000 cr feiinorMiiili accuracy 2 lO % rated ai 

8.1 Siwimr)' tgMtlhod. W and SOU V m iinaler 

8. i. i Tbe roolweoi it placed on a bosc electnxle pluia and 8.2.1 .3 0 to S mA ammaier with accuracy o»' £5 % in one or 
the ucond electrode is embedded in a layer of nteial iciihetes ranges. 

whicii Oil the inside of the footwear. 8.2.14 VAtliraetcr of 0 !□ 300 V with iraormuin accuracy of 

8 1.2 Elotthca] resistance it raeanned nfier applying the 23 % la one ot mote ranges with a noroinal inietnal resistance 
specified voltage (or a pietciibod rime. of ID Megohm or greater. 

8.2 Appawtus: 8.2. 1 .3 A stainleit steel base electrode plate 22S.6 by 330.2 

8.2.1 Tbe apparaius as shown lo Pig. 8 jtqUites that it be as ram(9by 13 ioj tiul cam nccorranailote the oomplcte oulaoh} 

foMowi; and lieci of the footwear. The second electrode oonsisrs of 3 

8.2.1. 1 SDO V rtfguleted dc power supply wiilt a cuirenl mm (0.1 17 in.) solid metal spheres, such as BB shot, which is 

rating of S mA or gnraier. placed inside (be footwear to be tested so llial tbe entire intenar 


SSaki^airCMiwiawtbvASTM Inti (all lights reserved); — wjnwajonxfwmftMQ 

f^tnoni xoibe Hocprf.lSfI?.W3 Account); Mon Apr 4 13:53:42 EOT 2005 
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Fid. 6 MtMHTMl Foodwwf Rstoinlng Oivia 


suifacc of ilw rootwciiT it covered and reaches s depth nr ntH wliere: 

lest than 30 mm (1.18 in.). jr x retlstaricc ctiiculaiod in ohms, 

8.22 The electrical circuit connects powet supply in sehe» V x vploge Kitws l}>e lest sample in V. and 

with the resistor. Juruneter, electrodes, and test specunen. llie / ■ the cuirenl (liroufpi die lest sample in 

volt meter ia connected to the two electnxles to mettaure the g,3 SampfJng. 

volta^ across the ^wcimeti. g3_l Based on lot 4i«. the minimum numberof specimens 

8 JJ. I HKisUnw i» ailciiUKd umi j ohms l.w: ^ KlKltd from new nMnulKlured foolwMr iMdoiiily lo- 

A • vr/ (D iected from stock invemor)'. 



F 

A3TM loti (nUnghtt naerved); 

TSUSRirSFJSr,!^ per Lioeose Agresmeni wilh Kails '.tA'J.'SflS Accoaol): \fan Apr 4 LJ-.32i42 CCyi' 30(kS 
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MOUfNt: 04979 tB 

no. 7 Poinl af lni|w«l and Altaf-Ttel Mlnimwm ClHtonn 


OteSinA 

100,0000 AmiMlir 



8.3. 1.1 Men's fooiwenr specimens are selected from size 
9D, modium width. 

83.1.2 Women's footwear Spccimeai are selected from site 
8&, metlhim width. 

83.2 Lot size detennimiioii for spccimem as follows: 

UNSa* FoobworWSairUnM 

leitoeflopan iMee 

801toaS00Op«>» SMOh 

SS OOi {wSi era ova* 5 mcK 


8.4 Sficcintm Motmtbifi — Place (he spednten timl hot been 
filled with metal tpheict on the outer electrode pluie of the 
apparatus so that ouLsole and beet are completely in cooiact 
with Uio fieeJ phue bote olocQode. 

S3 Pmetdure'. 

83.) Place specimen on steel plate base elecuode. 

83.2 Imen the second electrode so Ihiu Ji is posiiicmed In 
the ineiiil tpiteres. 


7iu*4i-wMM*«»ianitbvAfrMfnri(nlltubU<cnarve(l): . 

I I I Agraemgnt with JCalhc Acocunt): Mon Apr 4 1332:42 EDI' 2005 
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8.5.3 Apply the voliege wid take the resiannce meaxure- 
ments witbia a maxUnum time of 30 s. 

S.6 Test /{e/Mi/7— 'Report (he eleclrical re&uUtoce. 

9. Electric Sbncfc Resistant Fotttwesr 

9.1 Suttmary cf Method-, 

9.1J The toMwear Js placed on an outer mcial meab 
pUiform electrode; a aecood electnide ia embedded in a layer 
oi 'Sinall metal spneres pncMng the ifuitb of the footwear. 

9.1.2 Voliuge is applied to die footwear on the outer 
plaifoirm for a specif^ time. 

9.1.3 AC resistance la determined by measurtnR current 
How through the footwear. 

9.2 Appomius: 

Wamfiig — Extretne care must be Used when operating (his 
test appomtus. Human coniaa with any put oS the circuit could 
be lethal. Only qualified operators trained In high voltage 
testing should use this apparatus. The equipmeol should 
preferably be operated enclosed in a cabinet with interioclc 
pTotectiora on the door. 

9.2.1 The appaiaius shown in Pig. 9 is used to perfenn the 
test 

0.2.2 A 0.5 kVA fSOO VA) transformer having a roeusurc- 
rnem syscetn with an im^vdiurce value that docs not exceed 
380000 ohma. 

9.2.2. 1 The outer ciccirode platform consUu of a flno .screen 
metaj OBub that is spring mounted onto a frame using moderate 
tension. Mesli must be .suflicienc to support 'be wetglu of (he 
footwesii with the interior elociTtKle. 


9.2.2.2 The inner electrode coniisv of solid metal spheres 
(for esumple, BB shot) having a dinmeia’ of 9 ram (O.ilT In.) 
^aced inside the footwear to a depth of not less than 30 nun 
(1.18 in.). 

9.2j3 a voitmeter used in oonpincbon with a colihnled 
iostfuioent poteoiial transformer. 

9.2.4 AC ammeter, or an equivalent non-inductive .shunt and 
volt meter. 

9.3 Semphns: 

9.3. 1 Based on lot siite, the minimMm ititmber of samples arc 
schxied from new roanulactunsd footwear randomly seletieid 
fivm stock inventory. 

93.1.1 Men’s footwear specimem are selected from lixe 
9D. medium width 

93.13 Women's footwear specimens are selected Irom size 
SB. medium width. 

9.3.2 Lot size detennioation for specimens as follows: 

Lot fin* PeoMMT UmM » Pv Un« 

uewaooem zmca 

niiozzoaopM omcT' 

BIMOMovw fiMm 

9.4 Specimen Mountiaf—V\aat fooiweur that has been 
Hiled with .Mainless steel bulb onto outer elecnode r(ie.sh 
phnfiimi. (hen inscit Ibe inner eloclrodc Into the stainless Sloel 
balls. 

9.5 PmeeHuft'. 

9.5.1 Mainliuii inner elecimde 04 gmuod potenuol. 

9.5.2 Apply the test vofiage to ihe outer clecirode at a low 
level (near 0 V), 
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9 J.2. 1 Raise voltage ai a rate of I k V/s to 14 kV <rooi mean 
Kiuoie (rms) value) at 60 Hz and maintain ibis voliage for | 
min. 

9.5.2.2 Meaxuie voliuge using a voJimeter in coiv’unciion 
with A calibrated mstrumeni potential inTUformer coiUMscrod 
directly actoK the high voltage circuit. 

9J.2.3 Measun: ihe cummt will) an AC ammeter or an 
equivalent nou-induciive abuni and a votimeier, connocicd in 
series tvidi tlte spcdmeit, 

74E» Rtjfort^Rtpon the leakage cummU 

10. Static Dlsslpnllvc Footwear 

10.1 Sttmmary of Mtihid: 

10.1. 1 Static dUsipaiive footwear is fitted onto the feet of a 
human test subject- 

10.1.2 Resistance is measured by applybtg a speoi&c volt- 
age after a prescribed period of tioK. 

10.2 AppnraiHs: 

10.11 The apparetui. os shown in Pig. 10, requires having 
(he following: 

1 0.2.1 .1 A DC power supply at a fixed 50 V output that hns 
cuoeni limiied to 5 ruA for shock protection of human lesi 
subjects. 

10.111 Reference resistor greater tlian I ntegotuna. \tott- 
meter with a nominal internal resistance of 10 megohms or 
grenlecond whiclt mBasarea la three or more significant digits. 

10.11.3 A siaialesx steel grotmd plate of siifiicient size to 
accommodate the ouuole and hcei of s specimen pair of 
footwear. 

10.2.2 Ths eJecirienl circuit connocis the power supply in 
lerKS with (he resisior, electrodes, hiurtan lesi subject, ai^ test 
ipedmen. 1116 volimetBr is connected acroce the reference 


resistor to measute the voUage drop. The voltage applied 
Qcmss the human test subject and specimen footwear it le.<u 
ihati 50 V. 

10.12.1 Resistance is calculated using lire following equa- 
tion; 


(3) 


wliets: 

ft c rescHOnoe in ohms. 

V e voiiage diop across the reference resistor fte, and 
ft/» B (he combloMl purallel resistance of resistor fte and the 
internal resistance of vr^imeier ftF: 

10.3 Sampling: 

10.3. 1 DBaed on lot size, the miiiinuim nttmber of specimens 
are selected from new inaiiufacUtred footwear mrsdomly 9> 
Iccied frare slock inventory. 

10.3.1.1 Men's footwear spedmegs ore selected from site 
9D, medium width. 

10.3.1.2 Women's footwear specimens arc Klectcd from 
size SB, mediuro width. 

10.3.2 Lot size deieimineiion for specimens' as follows. 

kotStm XooiMevunRS 

ufiBaaopan BHtf 

aoiBzrooopeiit 9«en 

aemoarewnow saacn 

|0,4 Speebrunt Mounlinx: 

10.4.1 Human lest subjea mounts stainless steel ground 
plate in stocking feet. 

IQ.4,i.l Spedioen U ihen fitted onto Inunan lesi siibjecL 
lOJ Titi Pwrduns: 


•f SQvo&S 



RO. 10 Enmpla of TmI ClfeuM 


ASTMInt1(allneMsicserved); i— »i'uajiiWBTtBc««wi.wirww 

— per Licoisa Agraemau whh Ksttic Acooum); Men Apr 4 I3t52;42 CDT200S 
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10^.1 Homan test subject in stocking fimt makes hand 
contact to a oottductitig rod or dip that produces good body 
contact. 

103.1.1 This contact shows a resistoace path (o ground of 
100 000 ohms or less. 

103-2 Thsl subject is 6lted with speciineris and wcani them 
for 5 min before standing on stainless sled givund plate- 

I03.2.t Measure resistance of each specimen, left shoe, 
light shoe, and dten measure resistance of both feet simuKa- 
neously. 

10.6 Test kepoft — Repoit the elcdiical resistance for ibe 
right fbot. left foot, and the pair of dioes tasted. 

11. Puncture Rcslslaoi Footwear 

1 1 .1 Nummary igf Method: 

Ibl.l A puncture reaisuni device, a separate component 
outside of footwear, it mounted on a movable Mock. 

11.1.2 A pointed Sted pin having a speciDc geometry » 
positioned on a stationary platfonn 

11.13 The puncture reeistani device is visually examined to 
determine if ponciure baa occurred. 

11.2 Apparatia: 

II.ZI A test apparatus having a movable platform that 
permits travel of the specimen either laierariy or longitudinally 
U ivtod K> secure the specimen for testing. 

I13.I.I The mounting device ahail have a means to secure 
the specimen to prevent ntovcmcni either horizomally w 
vertically 


1 13.2 The apparatus having a hei^t of 1905 mm (0 l 7S in ) 
ia configured with an opening in the block hawng a diamcier of 
(2.7imn (D-SOin.). S« Pig II. 

1 1.2.2. 1 The apparatus is cooiigured with a pointed steel pin 
having a length of 50.8 mm (2.0 in.) and a diameter of 4.5 2 
I nun (0.18 ± 0.04 in.X a conical inmeated bp having a 
diameter of I XI l 0.05 mm (0.04 2 0.002 in.) and an angle of 
30 2 2^ mm at die tip. The steel pin shall have a RockwdI 
hardness C52 4 4. See Fig, 12. 

Note 4— 4Jr.lMi required to be done earlier, steel put to iw icplaoed 
aher {terfonmna 201) lean. 

1 1 .3 Sampling'- 

11.3.1 Select three pain of random sizes (six units) of 
puncUiie cesisouit devices for testing for each of Ihe three lesis. 

1 1 .4 Specimen Mounting-. 

11.4.1 Mount specimen onto apparatus having a movable 
platform and secure specimen to prevent moveoiem in any 
direction. 

1 1 .4.2 Coohrm that alignment of block will permit probe to 
penetrate the opening without any imerference. 

1 1 .4.3 Confirm rtiat puncture resistant device can be repo- 
sitioned within the apparetus to permit mutbple puncture tests 
anywhere on anrface of device. Positions of puiKturr impact 
include any location (hat b at least 25.4 mm (I in.) from 
uQlsido edge of device. 

11.5 Teat Pmeedun: 


PlntMwW* 

.jnt.03ieidi(«anit IJtnim) 



FM2. 11 Tost Apparatus 
II 

by ASTM Inti (all nghureaerved): MBSM«jwiiMacMi»«t«v9 

-rwp-ars.'tstsrisd per l.lceiise ApmtieM with Katbc Aceottitt): Mon Apt 4 13:5242 EDT 2005 
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Nsn—Siwl test pin 0.18 i .Wlin. (4.>0 ± 0.09 mtn) diamcier wiiti rnnieai«il (Ip (UM S i)02 in. (1.00 t DM mnl} in tbnmeier end wilii an angle 
o(»r£2*eii(R tip 

FtQ. 12 Steal Tkcl Pin 


I I.S.I Petform ihrcc puncture tesu on each puncture nsiii- 
tuit device by placing ibe sieeJ pin in contncl wiib ibe punciure 
revtitani device end exerting t ctetidy force. The nno of traverse 
of the sieol pin is )0 mm (0.393 in.) per minute. 

11.5.1.1 After eoBh test, reposiion the device a minimuin of 
25.4 inm (1 in.) from previous test and a minimum of 25.4 mm 
(I id.) fmui outer ed^ of device. 

1 1.6 Terr Report — Repoit the tninimiim force required for 
punciure 10 occur. 

1 1.7 flex RtitMancei 

1 1.7.1 Measure flex resistance of punciure resisoni devices 
using CAN/CSA 7.195. 

1 1.7.1. 1 Bex nesistancc device is shown in Fig. 1.3. 

IX Corrosinn Rusistamcc 

JXl MeiMiie tlie corrosive resisiance of Ifae punciure reais- 
uni device in aocotdmtoe with Practice B 1 17 using a S % salt 
solution for 24 h. 

13. Oubi Saw Col Resistant Footwear 

13.1 VlesMire chain saw cut resisunt fboiwear using 'Ibst 
Method F 1458. 

14. Diclccttic Insulniion 

14.1 Measure dieieuthc bnulsiion using Tbsi Method 
F 1116. 


15. Precision and Bias 

15.1 In case of a dispute arising from differences in reported 
i4»Hi results, when using these test meiliods for nooepunce 
testing of oammercial shipments, tiie purchaser and iJie sup- , 
plier ^ouid perform corapuniive tests to determine if there is . 
a statistical bias between their laboraiones. Compeieni staiia- ^ 
tical assisiance is recommended for Utc invesiiguion of bias. ' 
As a irinimuin. die two parties should inke o group of tost 
speamens fram die same lot of product to be evalua:^. These 
test specimens should dien be randomly assigned in equal 
numbw to each laboratory for testing If a tnas Is found, either 
its cause must be determined and corrected, or the puirlmser 
and the supplier must agree to ioteqset future test results in 
light of the knowu bias. 

16. Keywords 

16.1 cliain saw pmtociion: conductive Iboiwear; diejectric; 
electric sboeb resistance (EU); foot protection; unpoct resis- 
tance; mctaianol protection; protective footwear; puncture 
resistance; safety footwear electiical luizard: static dissipative 
(BSD) 


■ -t~‘-ttrr A5TT1 Inti (allngMit mrmvt)* 

per LlcoiSe Agreentenf with KiUie Acoounlh Mon Apt 4 13:5X42 EDT 2005 
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Kcwi Ditwwwwnt an in inches (inilUnwiic«> 

FKi. 18 8ol« Punciurt Rnslslinn Pnrtncl^ Dnvicn Rnxlng TmI 


ANNEX 

(Mandalory Infiirmnltoni 

Al. PREPARATION OF WAX FORMS— .WETAlARSAt IMPACT TESTING 

Al.l Appsrntiu All. 1.5 Moldi. 

All. I TV Tollowinj. equipnienl it needed to build wux Al Refneefotur. 
forms ID V used for metalftnol impoct tesHng; Al ll.T Reinfoiced nyloa tuappiQg tope (umiJ to remove 

AIM-I Hoi air circiUsttng oven capable of msiotiuning from footwear after toting) and 

temperaiureiup to lOB^: (2I2*F). 

A 1 1.1.2 Scale, 

AI1.U Mixer having a variable speed motor and a tingk 
agirator wire cage atitrer. 

AMl .4 Kettles for mixing lM)uid wax. 
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A1.2 IngredienUi 

Al^.l A ruio of live pom punUfin wax nnd one pun 
beeswax are needed lo produce six wax fonm; 

Panibi wax aaft b| 

anMMw 045l«(tO| 

AU Pmccdurc 

A 1.3. 1 Combine the paraffin wax and tlie beeswax imo a 
mixing kcuie. 

Al.3.2 Place kettle imo hot air cittvlaioiy oveu and heat to 
a lenipeiauire of 85^0 (IS5°F) so that boUi ingredtaiu aie a 
liquid. 

A).3J Remove kettle from oven, insert ibermumeicr ir> 
keitte, and stir iti a low speed m the wax cools to a lempcratiire 
of (14<PP) and wax oystaLs Ktaii lo fonO- 


A1 .3.3. 1 CnminiJe to stir white incrensiog agitaiinn speed lo 
medium rate of speed (approximaioly 440 rpin) until a light 
fonm begins to (onn in wax. 

A). 3.4 Pburinlo six sqtarate molds. 

At. 3.4. 1 Place a 226.8 inm (9 in.) length of ceiaforced 
sbappir'g tape on (he lop (flat surface) of (lie maid. Gently 
press this onto the form. 

Nmi At. i— Tspe fundMint u slumtie when tamoving wax fomi finm 
lesi tpecifuen- 

A1.3.5 Place molds in refrigerator wmil solid 

AUJ.l Remove wax fonm and store in room having a 
mttpenMurc between 1 8 to 29*^ (65 to IS5*K). Wax forms muu 
be stored in this aimosphere for a minimum of 13 b prior to 
tesimg- 


AflTXlwi n t Maiia iBWanppcnwan.wspacaiiirttiPiwiein crinyg*Hnrhpftitawrtatfa;canniOt»o naUianyiKn n iafiii ij mfl 
mawtianiawg. uawcrwracnawBai* •tfnmn^tMaMir^t9aimiinacnotihi\miMfc4»^iueftoamtitaht».mtavtimii 
ar mrrv^pa'wr or auert M nirwr (Mh Am famwoaany 


TnwflandweaiwawiiBivMHMai iff/mwayimreapCTWWtuenri r aKanvwnwwantfffHarea/ww— tf»>wf»A«»ruwaiw 
gngf n wWiCt aowf*— m*ow4af wi»t>w w > Vbar«a>nmanttM*fMM«Ma'Uirt*v(UanalinuaaanaB'divJbraaiMMaiawiarea 
antfaAs«ua»«tiMwwUteA5r<MMwiwieniiNM0t]wMre Vtevcw¥nwUNifneBMaa(«McimUwMWi«r«n«Mi*i9orili* 
rtapon«(Wl■0^MW<wn^«ff»a«lnanrcw>^•y«uana if you WW »■( your eornnom rtaw naf rwiiviie a lav naaifrig you mcwc 
'Site mw wWm k rttm le tfw i£7M Clih'iMm an filanowat, at M atfariM anowi OaloM 


T>uaiancwB»tUfl ) *ti*WtfCy4gnirtTW>nai«onar. «90e»nMWMrPrMa POPcvCTtU wax Cantwwa ia ft ns t94S8-£9SB. 
(Mad fliMi MtPMWW mpava IkApU w nnalMa eaplM> at Mr ttandtw <mk M atuirmi fly omiMW^ AS7U at m* mov* 
acXMM or at aroUPUMS tptmooi. aiCSSMHS or awviciOMKn.cfg lunatff: or Hotiogh vm ASTM inNuBa 
AMtMiatHiofiM. 
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Responses to Follow-Up Questions for the Record on 
Testimony of Sean M. O’Connor, Professor of Law and Assistant Dean for Law, 
Business & Technology Initiatives, University of Washington (Seattle) 

Before the Committee on the Judiciary 
Subcommittee on Courts, Intellectual Property, and the Internet 

Notice and Takedown Provisions under the DMCA, §572 

Date of Hearing: March 13, 2014 
Date of Responses: August 22, 2014 


Chairman Goodlatte, Chairman Coble, Ranking Member Nadler, Members of the 
Subcommittee, thank you for the opportunity to respond for the record to questions sent 
to me from Representatives Collins and Jeffries after the March 14 hearing. I appreciate 
the thoughtfulness of these questions and the chance to expand on my thoughts regarding 
this important topic. 

To update my biography from the time of the hearing, 1 have recently been appointed 
as Assistant Dean for Law, Business, and Technology Initiatives at the University of 
Washington School of Law, while still maintaining my appointed as tenured Professor of 
Law. Tn this new capacity, T oversee all of our intellectual property, technology, business, 
and entrepreneurship law programs and centers. I also serve as Chair of the university- 
wide Intellectual Property Management Advisory Committee, that reports directly to the 
President of UW. 1 continue to submit testimony on my own behalf, however, and my 
statements here are my own and do not necessarily represent the views of any of the 
organizations I am or have been affiliated with. 

I provide responses to the two questions I received from Subcommittee members 
below. 

Question 1 (Representative Doug Collins) 

“In providing that Congress has the power (and 1 believe responsibility) of “securing” 
the exclusive Rights of Authors and Inventors, the Constitution doesn’t make any 
distinction between small copyright owners like Ms. Schneider and large copyright 
owners. But there can be little argument that the latter have greater resources to protect 
their investments in creating new works and greater leverage in negotiating with large 
intennediaries (like Google) who make available and generate substantial profits from 
content that is infringing. 

If this Committee concludes that small copyright owners are disproportionately 
harmed by infringements of their works, would you agree we should take steps to ensure 
that their exclusive rights are “secured” as the Founders intended? If yes, what steps do 
you think we should take? If no, why do you feel that Section 512 should only provide a 
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remedy for those with enomious resources to monitor the use of their works online all 
over the globe?” 

Response 

This question quite rightly focuses on an important equity interest to make sure that 
all copyright owners be able to effectively enforce their rights, regardless of financial 
circumstances or negotiating leverage. I will respond by first making some observations 
on the importance of “securing” rights, and then directly answering the questions posed. 

The Intellectual Property Clause of the Constitution gives Congress the power to 
“promote the Progress of Science and useful Arts, by securing for limited Times to 
Authors and Inventors the exclusive Right to their respective Writings and Discoveries.”^ 
Why “secure”? Because there were state copyright statutes and most likely state common 
law rights of first publication for authors at the time of drafting and ratification of the 
Constitution. But these state rights and their accompanying remedies could be uncertain. 
They also suffered from being enforceable only within the particular state. Authors 
seeking to protect their works, such as Noah Webster, had to spend significant time and 
money obtaining and enforcing rights state-by-state, as well as the extra risk of different 
outcomes in different states. Thus, the IP Clause authorized Congress to “secure” 
whatever state authors’ rights existed by providing an additional unifonn, nationwide set 
of requirements, rights, and remedies for authors, for limited times. 

Given this background, it seems clear that the federal copyright system should 
provide an equally effectual means for all copyright owning citizens to enforce their 
federally “secured” rights. Representative Collins’ question focuses on the plight of 
acclaimed composer-performer Maria Schneider as a proxy for many individual creators 
and copyright holders who appear to be having a difficult time enforcing their copyrights 
in the same way that larger, deep-pocketed copyright owners can. Given the 
technological landscape, it is not clear that the current copyright system has adequately 
“secured” copyrights even these large interests, much less for copyright owners of more 
modest means such as Ms. Schneider. In the modern digital world then, Ms. Schneider is 
like Noah Webster in the pre-ratification period: spending far too much time and money 
away from socially-beneficial work just to protect legitimate rights to their works. 

To answer Representative Collins’ first specific question, yes, I agree that if the 
Committee concludes that small copyright owners are disproportionately harmed in the 
current environment of Section 5 12, then steps should be talcen to ensure their rights are 
indeed secured. My only caution is that such steps should not undermine the ability of 
other copyright owners to enforce their rights. Further, any steps should not unduly 
restrict a reasonable fair use defense. 

Because 1 agree with Representative Collins’ first specific question, then I will use 
the remainder of this response to answer his second specific question. I propose three 
steps, two of which are proposals I submitted in my original testimony. First, the “notice 


' U.S, CONSTITLITION, Art. I, § 8, cl. 8. 
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and stay-down” I described there would go a long way to helping small owners like Ms 
Schneider secure their rights. Large owners may be able to afford full-time staff who can 
keep up with the "whac-a-mole" game so well described by various witnesses at the 
hearing tracking and submitting notices on relentlessly reposted copies of their works. 
Smaller creator copyright owners simply cannot do this, without taking away from their 
socially valuable work. As I said earlier, this is not about potentially transformative fair 
use versions of works. Rather, it is about clear re-postings of untransfomied copies of the 
entire work simply to make "free" versions available to the public (at the expense of the 
rights owner) This is particularly pernicious where the posters or the platforms hosting 
the files are monetizing these "free” versions such as through ads accompanying the 
pirated content. At the same time, “notice and stay-down” confonns to my caution above, 
in that is does not disfavor larger owners just to help smaller ones. It also helps large 
owners ^ But just as the proportionate burden on small owners is higher in the digital 
piracy world, the proportionate benefit to them of “notice and stay-down" is higher as 
well It also should not impact reasonable fair use defenses as it targets only works that 
have already received a take-down notice ^ 

Second, the “red flag’ amendments 1 proposed would ret|uire online service providers 
(OSPs) to in effect help smaller creator owners like Ms Schneider by being more aware 
of potential infringement on their sites and not institutionalize a “blind eye" approach to 
piracy. Strengthening the weaker version of willful blindness that courts are currently 
using (the OSP must have direct knowledge of the infringement) would not only require 
OSPs to help in the light against piracy — in exchange for the valuable safe harbor tliey 
receive under the law — but it could also begin changing the culture of copyright 
contempt as pirates realize that the OSPs are no longer com pi icit with them in the 
“nudge, wink" manner that some OSPs currently signal. Like the prior proposal, this 
helps larger copyright holders as well But the effect is proportionately larger for smaller 
creator-owners like Ms. Schneider who are particularly hurt by the copyright contempt 
culture because pirates and complicit OSPs know these smaller players are even less able 
to purse tlteir rights in take-down notices and other mechanisms The proposal need not 
negatively impact reasonable fair use either, in that the willful blindness standard could 
be tailored to re-posted files and/or copies of the entire work in line with the first 
proposal above. 

Third, which I did not address in my original testimony, is that the Committee 
encourage the Copyright Office to continue exploring the latter’s copyright "small claims 
court” initiative/' In the abstract, a small claims court that could streamline the process 


^ As an additional bcnclil. ms proposal helps slan-ups too because under "notice and stay-down' they 
can allocate less slaft time to dealing with take down notices Why'^ Because they will have a greatly 
reduced volume of such notices— to wit. this sltould eliminate the follow-on notices to lake doun 
repostings of prcvtously takeit down content. For example, rather titan having fit e notices— one for the 
initial posting and four for four rc-postmgs — the slarl-up would have only one notice for the initial posting 
’ Where ihc poster believes they had the right to post the work, they can file a counter-notice Wliere 
that happeus. the parties can resolve whether Ihc postmg was aiithori/ed or a fair use. cillicr through private 
discussion or in court. My proposal cuts out Ihc volume of re-poslings and follow-on take-down notices 
that unncccssarih clog the sy stem while the initial lake-down is being resolved 
^ hup7/www cQpvnght gov/d oc s/sniallcl;uni&' 
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and reduce the costs of copyright enforcement would be a boon to creator-owners like 
Ms. Schneider. As an attorney and law professor I know well how expensive intellectual 
property litigation has become. On the patent side, it is sometimes referred to as the 
“sport of kings.” While it may not be quite as bad on the copyright side, it can still be out 
of reach for individuals and small copyright owners of middle class or moderate means. 
But rights are not secured for all owners when only the deep-pocketed can enforce them 
through litigation where necessary. At the same time, there are some concerns. A 
streamlined system can mean that important procedural protections are lost for both 
plaintiffs and defendants. It is often easy to be contemptuous of “technical” motions in 
court proceedings that seem to delay and distract, yet many of these are grounded in the 
fundamental “notice and a chance to be heard” principle of our civil procedure. That 
principle cannot be violated in the name of “streamlining.” Similarly, the lower cost of a 
small claims court could tempt bad actors into abusing it. This could hurt all legitimate 
players in the copyright system. Reasonable fair use should also be as much of a defense 
here as in regular copyright litigation. Notwithstanding these concerns, the copyright 
small claims initiative holds much promise to level the playing field for small creator- 
owners. 

In sum, creator-owners like Ms. Schneider have become the modern online equivalent 
of Noah Webster, forced to traverse a big space in a Sisyphean effort to protect their 
socially valuable creations. Without being able to obtain their fair share of the value of 
these works, they may not be able to go on producing and distributing new ones. The 
result is that both have had to spend so much time protecting existing works that it 
impacted their ability to create and distribute new works. But there should be a big 
difference between Mr. Webster and Ms. Schneider; the IP Clause and Congress’s 
subsequent legislation were supposed to fix this problem by “securing” the exclusive 
rights of authors. Congress has repeatedly risen to the challenge and promise of new 
technologies and media in the past to amend copyright law so that it does in fact secure 
such rights. It can do so again and 1 am confident this Committee will find ways to re- 
secure Ms. Schneider’s and other creator-owners’ exclusive rights. 


Question 2 fRepresentative Jeffries) 

“In oral testimony before the House Judiciary Subcommittee on Courts, Intellectual 
Property and the Internet, Professor Bridy stated that courts have found “red flag 
knowledge” means “knowledge of facts or circumstances from which infringing activity 
is apparent and that the knowledge in question can’t just be generalized knowledge, it has 
to be red flag knowledge of specific instances of infringement on a service provider’s 
system .”’ At study of the case law, particularly in the Second and Ninth Circuits, yielded 
the same findings.*’ 

Professor O’Conner [sic] disagreed with the court’s findings, stating that he believes 


' Oral Testimony, House Judiciary Coinmiilee Hearing on Section 512 of Title 17, Prof, Annemarie 
Bridy (March 13, 2ol4). 

^See Viacom Int • I Ina v. YoiiTtibe Inc.,616¥3d 19 , 30-31 (2"‘‘Cir. 2012). 
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Congress did not intend to narrow red flag knowledge in the way the courts have7 A 
review of the legislative history via the House and Senate Committee Reports seem to 
afFirm Professor O’Conner’s [sic] assessment. The House Committee Report for the 
Digital Millennium Copyright Act states: “if service provider becomes aware of a ‘red 
flag’ from which infringing activity is apparent, it will lose the limitation of liability if it 
takes no action.”* The report continues: “[i]f . . . and Internet site is obviously pirate, then 
seeing it may be all that is needed for the service provider to encounter a “red flag.”® 
Similarly, the Senate Committee Report on Section 512 says similarly that the question of 
red flag knowledge is simply “whether infringing activity would have been apparent to a 
reasonable person operating under the same or similar circumstances.”*® 

Both the House and Senate Committee Reports seem to indicate that “red flag 
knowledge” requires a broader awareness of pirated as compared to actual knowledge 
which is distinguished in both Reports as requiring “cM’ctreness of facts or circumstances 
from which infringing activity is apparent.”** In other words, it seems Congress intended 
the “actual knowledge” and the “red flag knowledge” standards to be two separate tests 
which is why they are located in separate provisions of the statute. 

Question to Professors Bridy and O’Conner [sic]: Is it reasonable to have an “actual 
knowledge” prong and a “red flag knowledge” prong designed to represent two distinct 
statutory pathways that have been interpreted by courts in a manner that closely mirrors 
each other?” 

Response 

In short, no, it is not reasonable for courts to essentially conflate these two different 
prongs into the same judicial test. A plain textual reading of the provision itself also 
reveals the clear distinction between them: 

(c) Information Residing on Systems or Networks At Direction of Users. — 

(1) In general. — A service provider shall not be liable for monetary relief, or, 
except as provided in subsection (J), for injunctive or other equitable relief, for 
infringement of copyright by reason of the storage at the direction of a user of 
material that resides on a system or network controlled or operated by or for 
the service provider, if the service provider — 

(A) 

(i) does not have actual knowledge that the material or an activity 


' Oral Testimony, House Judiciary Coimnittee Hearing on Section 512 of Title 17. Prof. SeanM. 
O'Comior (March 13, 2014). 

* H.R. REP. NO. 105-551, pt 11. at 53 (1998). 

^ Id. 

S. REP. NO. 105-109, at 20. 

” H.R. REP. NO. 105-551, pt. 11, at 53 (1998) (emphasis added); See S. REP. NO. 105-109, at 44. 
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using the material on the system or network is infringing; 

(ii) in the absence of such actual knowledge, is not aware of facts or 
circumstances from which infringing activity is apparent; or 

(iii) upon obtaining such knowledge or awareness, acts expeditiously 
to remove, or disable access to, the material;’^ 

The red flag provision is not only a separate provision, as Representative Jeffries points 
out, but it is a separate provision set against the actual knowledge provision within the 
same subsection (A). Further, the red flag provision (subsection (ii) in the statute) is 
prefaced by the phrase “in the absence of such actual knowledge,” which makes 
abundantly clear that the red flag “facts and circumstances” must be something different 
from “actual knowledge.” 

The only potential flaw in the statutory text is the choice of disjunction rather than 
conjunction. Thus, if the disjunct form is taken too literally, then so long as any of the 
three conditions applies the service provider seems to be eligible for the safe harbor. This 
could mean that if actual knowledge is not present, then the fact finder need look no 
further to see if the other conditions are also met. But the substance of the provision does 
not support this. Rather, the substance indicates these are all conditions that must be met. 
Thus, it may be that Congress should amend Section 512(c)(1)(A) by changing “or” to 
“and” (and thus from disjunct to conjunct) at the end of subsection (ii). However, the text 
of Subsection (iii) might also be reworded to clarify what seems to be its intended 
condition: if actual knowledge or red flag awareness are obtained, then service provider 
has acted expeditiously to remove or disable the material. Rewritten into statutory type 
text, rather than as a propositional logic statement, it could read: “in the event that service 
provider has obtained such knowledge or awareness, it acts expeditiously to remove, or 
disable access to, the material.” Section 512(c)(1)(A) would then read as follows (with 
edits shown in underline and strikethrough): 

(c) Information Residing on Systems or Networks At Direction of Users. — 

(1) In general. — A service provider shall not be liable for monetary relief, or, 
except as provided in subsection (j), for injunctive or other equitable relief, for 
infringement of copyright by reason of the storage at the direction of a user of 
material that resides on a system or network controlled or operated by or for 
the service provider, if the service provider — 

(A) 

(i) does not have actual knowledge that the material or an activity 
using the material on the system or network is infringing; 

(ii) in the absence of such actual knowledge, is not aware of facts or 


' 17 U.S.C. § 512(c)(1)(A) (emphasis added). 
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circumstances from which infringing activity is apparent; e rand 

(iii) Hpe ftin the event that service provider obtaintftgs such knowledge 
or awareness, ilacts expeditiously to remove, or disable access to, the 
material; 

This then would clearly reinforce Congressional intent that all three of these conditions 
must be met for a service provider to be eligible for the safe harbor. 

Stepping back, this question quite appropriately focuses on whether Section 512 is 
being correctly interpreted by the courts, presumably as part of the larger question of 
whether Congress should consider amending the Section at all. It may thus be true that 
there is no need for modification of Congress’ on this particular matter, as the 
way in which Representative Jeffries describes the legislative intent is indeed consonant 
with my views on Congressional intent behind the red flag knowledge provision. 
However, the question remains whether Congress needs to act to correct what appears to 
be misinterpretation of Section 5 12 (or at least Congress’ intent in passing it) by the 
courts. It may be that Congress could wait to see if a test case on this reaches the 
Supreme Court. But this could take many years. Thus, it might be better for Congress to 
amend the Section to clarify its intent on the red flag provision without waiting for such a 
case. 
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Question Offered by Representative Doug Collins 

In providing that Congress has the power (and I believe responsibilit)-) of “securing” the 
exclusive Rights of Authors and Inventors, the Constitution doesn't make any distinction 
between small copyright owners like Ms. Schneider and large copyright owmers. But there can be 
little argument that the latter have greater resources to protect their investments in creating nerv 
works and greater leverage in negotiating with large intermediaries (like Google) who make 
available and generate substantial profits from content that is infringing. 

If this Committee concludes small copyright owners are disproportionately harmed by 
infringements of their works, would you agree we should take steps to ensure that their exclusive 
rights are "secured" as the Founders intended? If yes, what steps do you think w'e should take? If 
no, why do you feel that Section 5 1 2 should only provide a remedy for those with enormous 
resources to monitor the use of their works online ail over the globe? 
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Response to Question Offered by Representative Dong Collins 

Copyright enforcement in the digital networked environment is an enormously resource- 
intensive proposition for both copyright owners and online service providers (OSPs). As a matter 
of policy, it is critical to fairly allocate the costs of online enforcement between rights owners 
and OSPs. Congress, in enacting Section 512, fairly allocated enforcement costs to allow both 
copyright owners and OSPs of all shapes and sizes to grow their businesses and, simultaneously, 
the Internet itself As Ms. Schneider’s testimony at the hearing in March made clear, the Internet 
has been a boon to independent musicians who want to release music on their own and reach 
their fans directly, without the intermediation of recording labels. Small and independent 
musicians can now forego contracts with labels and enjoy greater control over their creative 
process and a greater share of revenue from the sale of their works. They can also retain 
ownership of their copyrights — a substantial benefit that brings with it responsibility for 
enforcement. 

Enforcing copyrights online is a significant challenge for copyright owners of all sizes, 
particularly small copyright owners. It is also a significant challenge for OSPs of all sizes, 
particularly small OSPs. The question, from a policy perspective, is whether it would further the 
underlying purposes of the DMCA to require OSPs of all sizes to shoulder a heavier share of the 
enforcement burden than they do now for the benefit of small copyright owners who lack the 
resources of the major labels. I believe it would not, and I believe there are other avenues worth 
exploring for helping small copyright owners to more easily and efficiently navigate the notice 
and takedown process. 

One source of help for small copyright owners proposed at the hearing was an 
amendment of section 5 12 to prescribe a “notice and staydown” condition for the section 512 
safe harbor. “Notice and staydown” is a clever turn of phrase. Differing by just four letters from 
“notice and takedown,” which is already required under the DMCA, it creates the seductive but 
false impression that requiring OSPs to keep their systems perpetually free of previously noticed 
material would represent only a modest additional burden. In reality, a “notice and staydown” 
requirement would radically alter the existing contours of the safe harbors by repealing section 
512(m) and effectively imposing a 24-7-365 monitoring obligation on all OSPs, no matter their 
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size or available resources. Remaking the DMCA in such a way would allow copyright owners 
to completely externalize — and would require OSPs to completely internalize — the enforcement 
costs that go along with the generous bundle of rights that Congress secures to copyright owners 
large and small through Title 17’s statutory monopoly.' 

With respect to the plight of small copyright owners, it is a fact across the board in our 
legal system that those with fewer resources are positioned less well to vindicate their rights than 
those with more resources. To acknowledge that fact is not to embrace it; it is only to recognize 
that small copyright owners are not uniquely disadvantaged when compared with other small 
players our legal system, including small OSPs. Although wildly successful online platforms like 
Google and Facebook loom large in our cultural consciousness, the vast majority of OSPs are 
neither as large nor as wealthy as the big players. Even if one accepts the argument that major 
OSPs are in a good financial position to subsidize enforcement for small copyright owners, 
small- and medium-sized OSPs are not similarly situated. If Congress acts to allocate a larger 
share of enforcement costs to all OSPs regardless oi' their size and resources, we will likely see 
fewer new entrants in the Internet startup space, and existing small platforms may disappear. 

That outcome would undermine the DMCA’s express goal of facilitating the continued growth of 
innovative online services. 

A better solution to the problem of differential access to enforcement resources, and one 
less likely to result in unintended consequences for the online ecosystem, would be to increase 
access for small players to enforcement tools that are currently available only to big players. 
Automation has changed the landscape of the DMCA notice and takedown process over the 
course of the last fifteen years. Small copyright owners and small OSPs have both been left 
behind when it comes to increasing the efficiency and reducing the cost of the notice and 
takedown process. That is a real problem, but it is one that the emerging market for online anti- 
piracy services may help to solve.'^ Competition in the market for high-quality, automated 
monitoring tools is increasing, which should bring prices down and create options for small 
copyright owners who are currently navigating the notice and takedown process by hand. The 

^ In addition to granting a wide range of rights, tlie Copyright Act secures the riglits of tlie copyright ow ner tlirough 
“a potent arsenal of remedies." Son>' Corp. v. Universal City^ Studios, Inc., 464 U.S. 417, 433-34 (1984). 

^ See Ramon Lobalo and Julian Thomas, 'the tiusiness of Anli-Firacy: New Zones of Knlerprise in the Copyri^hl 
Il'ur.v, 6 INT'L I. COMMUNICATION 606, 615 (2012) ("Rcccnl years have seen a prolifcralion in commercial 
takedown opcralions. lo Ihc c-xlcnl Ilial there arc now spccialisl companies calcring lo dirfcrcnl niches.”). 
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quality of automated tools is of course critical, particularly to the extent that they involve Internet 
hots, because the goal of automating the process is to improve it and not simply to multiply 
notices.^ As the market for monitoring tools develops, user-generated content (UGC) platforms 
can be encouraged in the near term to create fillable online forms that enable small copyright 
owners to electronically submit DMCA-compliant notices. Many of the larger UGC platforms 
already have such forms, as I mentioned in my testimony, and I don’t think they are expensive or 
technically difficult to develop and implement. 

To further the end of increasing access to better tools, small copyright owners should 
investigate the feasibility of aggregating their resources to affordably contract for reputable third- 
party monitoring services that are now marketed only to enterprise clients.'* There is strength, and 
there are lower transaction costs, in numbers. Small copyright owners can increase their clout 
and resources by making common cause with one another and seeking a collective solution to 
their individual problems. Participation in the Copyright Alert System by the American 
Association of Independent Music (A2IM) and the Independent Film and Television Alliance 
(IFTA) might serve as a model for how smaller copyright owners can band together to get a 
place at the table with the big players when it comes to non-legislative, business-driven 
approaches to online enforcement. Inquiry by policy makers into the state of the market for third- 
party monitoring tools may produce usefitl insights and may encourage providers to find 
profitable ways to deliver services to segments of the market that are currently unserved. 

Personal stories like Ms. Schneider’s are compelling. Her frustration is understandable. 
We need to be careful, however, not to make copyright policy that robs Peter to pay Paul; we 
don’t want to help small copyright owners by hurting small OSPs. A “notice and staydown” 
regime would impose on OSPs a wholesale monitoring obligation that is antithetical to the 
current structure of the DMCA and that would be crippling as a practical matter for most OSPs. 

In lieu of legislating in response to compelling anecdotes, we should seek a more rigorous and 
systematic understanding of how the notice and takedown system is currently working — and not 
working — for copyright owners and OSPs of all sizes. Grasping the nature and scope of the 

’ See id. (noting tliat many connnercial operators han-e been accused of sending indiscriminate takedown “spam,” 
w'liich negatively affects many legitimate uses and users). It compromises the goal of effective and efficient 
cnforccmcnl when OSPs receive a large volume of notices dial do nol comply wllh Ihc rcquircmcnls oullincd in 
scclion 512(c)(3)(A). 

' MarkMonilor is an example: lUlps://ww\v.m3rkmonilor.com/download/ds/ds-MarkMonilor_AnliPiracy.pdr 
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problem empirically is the best next step to identifying workable solutions. Researchers at the 
American Assembly at Columbia University and the University of California at Berkeley are 
currently studying how the notice and takedown process is impacting operations and expenses 
for a range of actors in the online ecosystem, including large and small OSPs7 Changes to policy 
in this complicated and continuously evolving area should be broadly informed and evidence- 
based. We are only now engaging in the important process of getting the information and 
evidence that we lack. 


^ See The Takedown Projecl. hllp://lakedow'nprojcctorg/. 
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Question Offered by Representative Hakeem Jeffries 

In oral testimony before the House Judiciary Subcommittee on Courts, Intellectual 
Property and the Internet, Professor Bridy stated that courts have found “red flag 
knowledge” means “knowledge of facts or circumstances from which infringing activity is 
apparent and that the knowledge in question can't just be generalized knowledge, it has to 
be red flag knowledge of specific instances of infringement on a service provider’s 
system.”'’ A study of the case law, particularly in the Second andNinlh Circuits, yielded the 
same findings.^ 

Professor O’Conner disagreed with the courts' findings, stating that he believes 
Congress did not intend to narrow red flag knowledge in the way that the courts have.* A 
review of the legislative history via the House and Senate Committee Reports seem to 
affirm Professor O’Comier's assessment. The House Committee Report for the Digital 
Millennium Copyright Act states: "if the service provider becomes aware of a ‘red flag’ 
from which infringing activity is apparent, it will lose the limitation of liability if it takes 
no action.”® The report continues: “[i]f . an Internet site is obviously pirate, then seeing it 
may be all that is needed for the service provider to encounter a “red flag.”*® Similarly, the 
Senate Committee Report on Section 512 says similarly that the question of red flag 
knowledge is simply “whether infringing activity would have been apparent to a reasonable 
person operating under the same or similar circumstances.”" 

Both the House and Senate Committee Reports seem to indicate that "red Flag 
knowledge" requires a broader awareness of pirated as compared to actual knowledge 
which is distinguished in both Reports as requiring "m'areiiess of facts or circumstances 
from which infringing activity is apparent.”" In other words, it seems that Congress 


Oral Testimony. House Judiciary' Committee Hearing ou Section 512 ofTitle 17, Prof. Armemarre Bridy (March 
13,2014). 

See Viacom Int'l Inc. v. YouTube Inc.. 676 F.3d 19, 30-3 1 (2d Cir. 2012). 

^ Oral Testimony. House Judiciary' Committee Hearing ou Section 512 ofTitle 17. Prof SeanM. O'Coinior 
(March 13. 2014). 



" S. REP. NO. 1()5-1()9. al 20. 

*- H R. REP. NO. 105-551, pi. 11. at 53 (1998) (cinpliasis added); S. REP. NO. 105-109, al 44. 
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intended the “actual knowledge” and the “red flag knowledge” standards to be 
two separate tests which is why they are located in separate provisions of the 
statute. 

Question to Professors Bridy and O’Conner Is it reasonable to have an ''actual 
knowledge" prong and a "red flag knowledge" prong designed to represent two distinct 
statutory pathways that have been interpreted by courts in a manner that closely mirrors 
each other? 
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Response to Question Offered by Representative Hakeem Jeffries 

1 respectfully disagree with the question’s premise that the legislative history of the 
DMCA affirms Professor O’Connor’s assessment that courts have interpreted the scope of “red 
flag” knowledge too narrowly. Both of the legislative reports cited in the question make clear 
that Congress intended for Title 11 to provide certainty to service providers concerning their legal 
exposure for infringements.* A broad and indeterminate scope for “red flag” knowledge, such as 
that advocated by Professor O’Connor, is inconsistent with the stated policy goal of having clear 
ground rules for service providers to follow in order to be eligible for the safe harbors. 

The bounded definition of “red flag” knowledge that has been adopted in the Second and 
the Ninth Circuits is fully consistent not only with the legislative history but also with the 
language and structure of section 512. The courts that have considered this issue agree, without 
qualification or misgiving, that potentially disqualifying “red flag” knowledge is the awareness 
of facts or circumstances from which specific instances of infringement would be apparent to a 
reasonable person.* A close reading of the cases reveals that courts have not, in fact, interpreted 
the actual knowledge and “red flag” knowledge standards “in a manner that closely mirrors each 
other.”’ Rather, they have carefully distinguished actual knowledge from “red flag” knowledge 
based on well-established principles concerning the mental states of accused actors. In keeping 
with the language of the statute, they have developed two separate tests — one subjective (actual 
knowledge) and the other objective (“red flag” knowledge) — each of which has reference to 
specific instances of infringement. ^ 

Unlike actual knowledge, which is measured by a subjective standard, “red flag” 
knowledge is measured by an objective standard.^ When trying to determine if an OSP had actual 
knowledge of specific infringing material, the court must inquire into what the OSP svbjecUvely 

^ Set.' H.R. REP. 105-551. al 49-50 (1998) ("[Tillc li| provides grctalcr ccrlaitUy lo scrv'icc providers coticcmitig (heir 
legal exposure for iiifiingemeiits tliat may occur in the course of their activities.”): S. REP. 105-190. at 2 (1998) 
(“Title II will provide certainty' for copy riglit owners and Internet service providers 'with respect to copyright 
iufringenient liabihty online.”). 

’ See Viacom Int'I. Inc. v. YouTube, Inc.. 676 F.3d 19, 32 (2d Cir. 2012): UMG Recordings, Inc. v. Sheller Capital 
Partners LLC, 718 F.3d 1006. 1022 (9th Cir. 2013). 

’ Question Offered by Representative Hakeem Jeffries. 

^ See Viacom, 676 F. 3d at 32 (“The red flag provision, because it incorporates an objective standard, is not 
swallowed up by Ihc actual knowledge provision under our construction of Ihc § 5 1 2(c) safe harbor. Both provisions 
do indcpcndcnl work, and both apply only to specific instances of infriugcincnt.”). 

’ See id. al 3 1 . 


8 



231 


hiew. When trying to determine if an OSP that lacked actual knowledge of specific infringing 
material instead had “red flag” knowledge of that material, the court must engage in a different 
inquiry: it must ask whether the existence of the material in question would have been apparent 
to a reasonable person given the attendant facts and circumstances, regardless of what the OSP 
subjectively knew. The Senate Report, which defines “red flag” knowledge in objective terms — 
“whether infringing activity would have been apparent to a reasonable person operating under 
the same or similar circumstances”® — jibes perfectly with this reading of the statute. As the 
Second Circuit helpfully explained in Viacom v. YouTube, the difference between “red flag” 
knowledge and actual knowledge isn’t between generalized knowledge and specific knowledge, 
as Professor O’Connor would have it; the difference is between subjective knowledge and 
objective knowledge of specific instances of infringement.^ 

The case law on contributory copyright infringement going back to the Supreme Court’s 
seminal decision in Sony v. Universal teaches that courts must not cavalierly impute knowledge 
of third-party infringements to those who distribute products or operate services that have both 
infringing and substantial noninfringing uses.* The Court in Sony recognized that such casual 
imputation of knowledge would have a chilling effect on innovation. The DMCA safe harbors 
were crafted in the spirit of Sony to protect good faith OSPs whose services, given their 
capabilities, would inevitably be used by ignorant or bad actors to infringe copyrights. Congress 
did not condition safe harbor for OSPs on their monitoring their services^ or making legal 
judgments on the fly about whether specific content is infringing or not.'” It is no accident that 


'' S. REP. 105-190, at 20 (as quoted in the Congressman's question). 

' See Viacom. 676 F.td at 5 1 . 

“ See Sony Corp. v. Universal Cily Studios. Inc.. 464 U.S. 417. 4.i9 (1984) (declining lo impose secondary liabilily 
on the tlieoiy that “ [defendants] have sold equipment with constructive knowledge of the fact that their atsto liters 
may use lliat equipment lo make unaulhori/ed copies of copyrighicd rnalcriar'). 

^ .See 17 U.S. C. § 512(m) (providing lhal "nolhingin Itiis scclion shall be conslnicd lo eondilion the 
applicability of subsections (a) llirough (d) on ... a scrynce provider monitoring ils scrydcc or afrinnalivcly 
seeking facts indicating infringmg activityr except to the e.xtent consistent with a standard technical measure 
complying with the provisions of [§ 512(i)]”). The “standard teclinical measures” in section 5 i2(i) are defined as 
measures tliat copyright owners employ for the protection of tlieir works and tilth OSPs can acconunodate without 
liavingto incur substantial costs or burdens. .See 11 U.S.C. § 512(i). 

See S. REP. 105-190, at 49 (“The conmion-sense result of tliis 'red flag’ test is tliat [OSPs] wotdd not be required 
to make discriminating Judgments about potential copy-riglit infringement.”). The wisdom of this choice was made 
clear in Viacom v YouTube, w hen Viacom was forced to amend its complaint twice to remove from its list of clips- 
in-suil hundreds of clips lhal ils own employees had uploaded. See “Notice of Dismissal of Specified Clips 
Willi Prejudice” (Case No. 1 :07-CV-0210;t-LLS, Feb. 26, 2010) (referring lo Ihc hundreds of video clips dial 
Viacom had initially idcnlificd as "infringing” but which were subscqucnlly w ithdrawn from Ihc list of w orks in 
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the notice requirements in section 5 1 2(c)(3)(A) require the sender to specifically identify both 
the infringed work and the location where the work can be located, among other requirements. 
OSPs are not required or expected under the DMCA to guess about what material is infringing or 
where to find it. It is also no accident that notices that fail to “comply substantially” with section 
512(c)(3)(A) are ineffective under the statute to trigger the OSP’s obligation to remove or disable 
access to content. The statute plainly states that defective notices “shall not be considered ... in 
determining whether a service provider has actual knowledge or is aware of facts or 
circumstances from which infringing activity is apparent.”*' If defective notices concerning 
specific alleged infringements are insufficient to establish “red flag” knowledge, then Congress 
surely cannot have intended for “red flag” knowledge to mean free-floating, generalized 
knowledge of infringement. It can only have intended the more circumscribed scope that the 
courts have given it. 

Congress knew when it enacted the DMCA that the substantive law of secondary liability 
was still evolving in the domain of digital copyrights: “Rather than embarking upon a wholesale 
clarification of these doctrines, the Committee decided to leave current law in its evolving state 
and, instead, to create a series of ‘safe harbors,’ for certain common activities of service 
providers.”'^ With the case law and the technology both still relatively undeveloped, Congress 
made a conscious decision to let the courts work out the intricacies of contributory and vicarious 
liability, which they have subsequently done without disagreement, largely in cases involving 
assertion of the DMCA safe harbors. The purpose of the safe harbors was to create certainty for 
copyright owners and OSPs. The interpretation of “red flag” knowledge on which the courts 
have agreed both advances the goal of creating certainty and gives coherence to the language and 
structure of section 512 as a whole. A broader interpretation would do neither, which is why the 
courts have uniformly declined to adopt one. 


suit). How can OSPs be expected to kiioiv, without notice, wliat wnrks are infringing when copyright owners 
Ihctnsclvcs can oflcn be mislakcn? 

" 17 U.S.C. § 512(c)(.l)(B) (cmpliasis added). 

*- S. REP. 105-190, al 19. 
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FISEVILR 


By eMail and Regular Mail April iO. 2014 

Congressman BobCioodlaite 
Chairman 

Committee on the Judiciary 

Subcommittee on Courts, InteMoclual Pmpcrty and the Internet 
United States House of Representatives 
2138 Rayburn House OITlce Building 
Washington, IX! 205 1 5-62 1 6 


Re: March 13, 2014 Hearing on ‘^Section 512 ofTiUe 17” 

[>car Chairman Goodlattc: 

Please accept this letter in response to your April I S, 20 1 4, letter containing Congressman Doug 
Collins* question for the record relating to the above-refcsrenccd hearing. We appreciate Congressman 
Collins* question, which asks in relevant part: 

ir this Committee concludes small copyright owners arc 
disproportinnately harmed by infringements of their works, would 
you agree we should take steps to casure that (heir exclusive rights 
arc ^secured* as the Founders intended? If yes, what steps do you 
think we should take? If no, why do you feel that Section 512 should 
only provide a remedy for those with enormous resources to monitor 
the use of their works online all over the globe? 

Hisevier rccognires Uiut the challenges faced by small copyright owners and individual artists 
under the current DMCA 512 regime can be daunting and docs not believe that improvements to the 
current regime should solely benefit large copyright holders like I- Isevler. Nor does Elsevier believe that 
reforms should be reserved for only small owners and individual creators. 'Che system needs to be 
improved for all rights holders and all other stakeholders in the iniemcl cci>system. 

In most instances, as Congressman Collins points out, large copyright owners have more 
resources than small and individual owners to investigate copyright infringements and to take actions to 
protect their investments and works (though of course lan$c copyright owners usually have much larger 
portfolios of works (o cover, as well a.s their own internal and external creators to protect). 1 he current 
DMCA system, however, does not work cfleclivcly for both large and small copyright owners alike, 
w'hether they arc corporate owners or individual musicians, artists, authors or other creators. 
This is particularly true with respect to the problem of serial rc*uploading of copyrighted works (the 
“whac-a-molc” problem). 


F.Ucvirr lac. 360 Tiuli Avc SauiS 
NrwYmk. NY tItOlO U.SA 

Tel .1 (ill) ‘n't >800 I Kax «l 1111)653 3')90 | ww«^.cUevkr,cv».i 
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Elsevier’s principal recommendations to remedy this situation, reflected in both my written and 
oral statements to the Subcommittee, are: (i) appropriately tailored voluntary “standard technical 
measures” (e.g. filtering mechanisms), established through a multi-stakeholder standard setting process, 
to help prevent the re-uploading and sharing of infringements and (ii) clearer and better enforced repeat 
infringer policies. Commercially reasonable and effective filtering mechanisms will benefit ail copyright 
owners, regardless of size or relative resources, as well as other good faith participants in the system. 
They will reduce the need for constant repetitive notices for the same works and reduce the overall 
volume and Uie burdens posed by takedown requests for senders and responders. Tnuisparenl repeat 
infringer policies, if meaningfully implemented, will help deter and prevent the subset of ill-intentioned 
users who are often responsible for a large portion of the serial rc-uploading of infringements that plague 
certain sites — whether the infringed works are Elsevier books or Ms. Schneider’s songs. 

With respect to filtering, when a copyright owner like Ms. Schneider or Elsevier sends a valid 
takedown notice to a site hosting infringing material, a .standard filtering process could ensure that future 
attempts to upload or share the same (or sufficiently identical) material would be prevented. In addition, 
copyright owners, like Ms. Schneider or Elsevier, could voluntarily contribute “reference” copies of their 
works to sites for the same purpose, a practice that both Ms. Schneider and I each recommended in our 
testimony. In my testimony, I mentioned ww^ .scribd.com as an example of a site that utilizes both of 
these approaches for tailored filtering of user uploads that infringe piibli.shcrs’ works. Anotlier example is 
www.dr opbox.com. which is a rapidly growing and well know'n “cloud storage” site that prevents the 
sharing of works for w-hich it has previously received valid takedown notices, 

My statement also mentions that once “standard technical measures” are agreed upon in a multi- 
stakeholder process, Congress might have to address certain sites that refuse to voluntarily adopt tltem 
despite the fact that they need the measures the most - e.g., sites that technically comply with takedown 
requirements, but are structured to attract unauthorized uploading, re-uploading and public sharing of files 
that infringe copyrighted works. I'he suggestions for dealing with this recalcitrant subset of sites tliat 
exploit the takedown system would benefit all rights holders, large and small: the sites could lose safe 
harbor protection for refusing to adopt appropriate measures being implemented by peer sites and 
services, or courts could exercise their discretion under DMCA 5 1 2(j) to order limited injunctive relief 
requiring such sites to prevent the re-upload of specific works in suit even where the 5 12(c) safe harbor 
against monetary damages may apply. 

Similarly, Elsevier and the Association of American Publishers’ recommendations for addressing 
“Non-Compliant" sites that perhaps reside in “safe havens” tor infringement and refuse to substantially 
comply with takedown notices or other statutory or judicial requircments, would benefit large and small 
copyright owners alike. Where a US court with jurisdiction over a “Non-Compliant” site finds that it 
does not qualify for protection under any DMCA safe harbor and that the site is liable for copyright 
infringement, the court should have authority' to enter orders requiring US based third parties that provide 
services to the site — including advertising placement services, payment processors, search engines, 
server hosts, and domain name registran? — to suspend those services. 
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Beyond the repetitive infringement problem, Elsevier is sympathetic to Ms. Schneider's 
frustrations as an individual creator navigating the requirements and intricacies of site-specific takedown 
processes, the burdens of which do not affect large copyright owners with established vendor-supported 
takedown practices in the same way. So too the concern raised by Ms. Schneider about being identified 
by name in a negative manner for sending valid takedown notices, which is another practice that impacts 
individual creators in a different way than it does corporate copj^right holders. We believe these concerns 
can and should be addressed in the ongoing USFfO multi-stakeholder “roundtables" covering current 
DMCA processes and practices. 

Elsevier also agrees that large copyright owners generally have more resources to negotiate with 
large “intermediaries," although we would note that such negotiations to date have been slow, arduous 
and mostly unsuccessful even for larger copyright owners, for that reason, Klsevier urges a 
“government-guided” multi-stakeholder process to establish the range of measures that can be deployed 
to address online infringement. Without further government encouragement, voluntary measures by 
intermediaries, including in the area of technical measures like filtering, will not come to fruition in a 
timely manner. 

In sum, we believe there should be a fair and level playing field for all rights holders and 
stakeholders, regardless of size or resources. We also believe that the detailed recommendations hy 
Elsevier, the Association of American Publisliers on behalf of the publishing industry as a whole, and 
other groups within the wider copyright industries, are a good start for furthering best practices, 
collaboration on standard technical measures, and other reforms that can benefit all interested parties. 

iwspectfully suhrtitl-Od, 



] Paul F. Doda 
‘ Global Litigation Counsel 
Elsevier Tnc. 
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Response of Katherine Oyama, Sr. Copyright PoUcy Counsel, Google Inc. 

House Judiciary Subcommittee on Courts, Intellectual Propert)’ and the Internet 
Hearing on “Section 512 of Title 17,” March 13, 2014 

Question For the Record from Jlcptescnmivc Doug Collins for Katherine Osama 

1. In providing tliai Congress has die power (and I believe responsibility) of “securing” the 
exclusive Rights of Authors and Inv'entors, the Constitution doesn’t make any distinction 
benveeu small copyright owners like Ms. Schneider and large copyright owners. But there 
can be little argument that the latter have greater resources to protect their investments in 
creating new works and greater lev'erage in negotiating with large intermediaries (like 
Google) w4io make available and generate substantial profits from content that is 
infringing. 

If diis Committee concludes small copyright owners are disproportionate))’ harmed by 
infringement of their works, would you agree we should take steps to ensure that their 
exclusive rights are “secured” as the I'ounders intended? If yes, what steps do you think we 
should take? If no, why do you feci that Section 512 should onh' provide a remedy for those 
with cnonnoiis resources to monitor the use of their works online all over the globe? 

fn electing rhe DMCA, Ccnigress stuicl; a carehil biJnncc :u'id cirated ihe L .S. legjil tbimdiUon for (he 
liuciiiet we know today. As many li.ivc noted, iho DMCA made »( possible ro kuinch and operite nnline 
plitrfoims like eBay, .Ainaz^in, You l ube, l acehtMik, and 'Twirfer, which ui nirn have unlrashetl new sources 
of creariviiy, economic devciopmenr, and jobs. \t rhe* same iime, rhe courrs huvx* nwdc ir clear rhar rhe 
DMC.\ safe harbors provide no dicitci for iilej^rnnaic sites seeking to sltirk (heir responsibilines 

\\ e agree Ht.k small and mediiim size entities — independent creator?; and service providers alike — face 
some challenges submitring and processing rakedown nonces to ensure effectiveness, accuracy, and efficiency 
However, Section 5 12"s notjce-and-rakedown process has vastly improved rhe abilire of siiuiJl copvTight 
tiwners f<i police their works online Pn<x to rlie 1)M(].'V, rhe only mechanism available to eopv'right owners, 
large and small, was an mfnngeiTienr suit in federal court The DM(' \ created a system rh.ir eniiblc-d 
copynglit owners to obtain expeditious takedown vvirhoiH rlu need for rhe expense of c</pyngl»r rcgistraiinn 
and federal court btigahon Hiis is not (n say there is not more that can be done to contiiiue improving the 
notice and-takedovvn procc-ss for evxrvtine under our current sy.stem Goot.de*s own pnvcesscs continue to 
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improve and evolve in response to the needs of both large and small copyright owners. But re-opening the 
D^'fC A would risk injecting legal uncertainty into a well-established framework on which every Internet 
company — including thriving online platforms used by creators to make, distribute, and monetixe online 
content — relies. 

At Google, we have made extensive efforts to make it easy for anyone, including small and independent 
creators, to submit takedown notices. For example, Google maintains a public web form in many languages 
wheire anyone may subnait DAICA takedown notices 24 hours a day by answering a simple set of interactive 
questions. This is supplemented by ‘'tnisted submitter' programs to accommodate the needs of 
riglitsiiolders and enforcement vendors who use automated means to submit huge numbers of notices to 
our products. And, of course, Google has never chaiged copyright owners to subnait a DAICA takedown 
notice. These efforts to make the process easy to use for all copyright owners allowed tliousands of dii ferent 
submitters to send Google DMC.A notices in 2013 from nearly every country on the globe, in 70 different 
l-ingi.agcs- 


Over the past three years, wc have also seen the cmctgcncc of a robust, competitive market aimed at 
providing enforcement services to copyright owners. 'I'oday, firms like Vlarkctly, MarkMoniror, and IDegban 
offer their detection semces to coptTdghr owners and their industry associarion.s. This has made it cheaper 
and easier for copyright owners large and small to send notices to service providers. Furrhcmiorc, as 
copnighr owners and enforcement vendors continue to deploy new technologie.s to identify uses of their 
works online, we expect the cost per notice to continue to drop, which may make it easier for independent 
creators to rely on the expertise of diis growing vendor base in managing their takedown strateg}". 

In addition, Google is actively participating in the Depaitment of Commerce’s Internet Policy Task Force 
multistakeholder forum on impro^dng the operation of the DMCA notice-and-takedown system, In tliese 
ongoing conversations with copyright owners, entertainment companies, representatives of the more than 
66,000 sendee providers who are re^stered DMCA ct>pynghc agents, and users, we are eager to share best 
practices in the hopes that some of our owti process investments, such as the public web form in multiple 
langi.iages and the copyright section of our Ti-anspairrucy Reprut . can contribute to more accurate and 
efficient notice-and-takedown systems across the web. 

Lastly, wc arc deeply committed to ensuring that our products provide incaningTal tools to creators of all 
kinds - from large entertainment companies i:o independent creators, for example, You'l’ubc’s community 
includes not only a billion individual users, but also more than one million partner channels that earn money 
from their YouTube ^ddeos. YouTube has developed a scries of programs to help content partners thrive, 
including partnerships widi every major record kibel and with hundreds of collecting societies, independent 
labels, and music publishers, to license recorded music on the site. As a result of partnerships like these, 
YouTube generates hundreds of millions of dollars each year for copyaglit owners of all kinds, large and 
small. From musicians to athletes, teachers to comedians, thousands of creators are now earning six-figure 
incomes from their YouTube channels. 

We make available free online resources, such as our Creator Playbook . to help YouTube creators of all sorts 
develop their audience and monetize tlicir work. Wc have also opened ikav colkhorari-.a:' soaccs in Los 
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Angeles, ] ,ondon, and Tokyo (and an updated space in New York forthcoming where >'011 Tube partners 
can shoot and edit their content. Tn 2013, YouTube Spaces welcomed 21,000 people around the world who 
attended 150 workshops and participated in nearly 1,500 collaborations. Overall, 2,500 videos were created, 
generating more than 250 million views and more than 20 million hours of watch time (or the equivalent of 
more than 2,200 years). We are encouraged that these facilities not only help creators develop expertise, but 
also provide a physical place for collaboration and creativity. 

Thank you for your artention to the important matters of copyright, crearivity, and innovation on the 
Internet, and we look fuward to continuing our conversations with vou and your staff 
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Response to Questions for the Record from Maria Schneider, Grammy 
Award Winning Composer/Conductor/Producer, Member of the Board of 
Governors, New York Chapter of the Recording Academy 

Hearing on: 

“Section 512 of Title 17” 

Thursday, March 13, 2014 

Response to Question by Representative Doug Collins 

Congressman Collins, 

I agree with you that Congress needs to be proactive in protecting the rights of small 
copyright owners as the Founders intended. Small copyright owners do not have the 
resources to protect themselves from online infringement. In the music industry, many of 
us independent artists take on tremendous financial risks to pay for our records in an 
impossible-to-navigate environment full of rampant theft. And one little known fact is 
that many artists, even those on record labels, are paying for their own records these days. 
Bigger record companies are definitely better equipped to play whack-a-mole all day, and 
surely have more leverage against Google and others. But still, it’s a tremendous waste 
of financial and human resources. That’s hardly a DMCA success story. Independent 
musicians are now a significant industry with a very weak collective voice amidst all the 
big players, and the collective frustration and anger is rapidly growing. 

As 1 testified to on March 1 3'*', 1 believe there are simple, common sense changes 
Congress can make to Section 512 that will provide independent musicians, like me, 
better protection. And it just so happens that what will help us will also help the bigger 
players - these are win-win solutions. 

My three solutions were: a) take down means stay down b) require companies like 
Google to educate users who are uploading c) create the equivalent of a “do not call” list 
where copyright owners can select a “do not post” option for their creative work. 

Take down means stay down. The vast majority of my time in dealing with the DMCA 
is spent with the “repeat offenders.” This would go away for everyone with this simple 
change in the law. The reality is that if we had a “take down means stay down” policy, it 
would be much more efficient for everyone, even Google, except for the people looking 
to unlawfully profit from others’ copyrighted works. No one’s legal rights are 
compromised with “stay-down.” No legitimate business is compromised. 

Educating Users before Posting. Congress already passed the Higher Educational 
Opportunity Act of 2008 (HEOA), putting an affirmative obligation on universities to 
educate their students about the importance of copyright. It has been a successful piece 
of legislation. The important concepts embodied in the HEOA should be extended 
beyond universities to simply require companies like Google to have its users 
acknowledge certain points before uploading, and to require companies like Google to 
educate its users. Of course, companies who rely on illegal uploads for profit resist such 
measures (measures which have been successfully embraced by universities under the 
HEOA) because they know that if they require some education before uploading, it will 
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clearly decrease the number of illegal uploads, which will decrease their 
profits. However, copyright is important enough to be a Constitutional right. It is 
common sense to require companies who are profiting handsomely from illegally posted 
content to educate their users about copyright rights before users can upload. An Internet 
industry that has systematically de-educated a generation about copyright can now be 
required to re-educate them, just as universities are required by law to do. 

“Do Not Post” List. We all recall the invasion of our privacy and personal rights 
before the “do not call” list became the law of the land. We take it for granted 
now. Independent musicians should have the same option to protect their 
rights. Google’s representative suggested at the hearing that to empower musicians in 
this way would somehow impact “fair use” rights of their users. But this is simply not 
true. Where there is an exact copy of one of my music recordings posted verbatim on 
YouTube for immediate worldwide distribution, there is no possible fair use 
justification. Period. 

Musicians are not greedy. We only want what is fair. And we are more than willing to 
think creatively. But absent an agreed-upon construct that protects creators’ 
constitutional rights, it is not a burden to require nsers to seek my permission to use 
the Internet to publish to the entire world a verbatim copy of my mnsic. 

Letting a company operate under the safe harbor is hollow, if that company is handed 
every loophole to keep publishing infringing work on a world wide, unrestricted basis. 
And the DMCA indeed feels very hollow from a musician’s perspective. Any company 
given safe harbor should have to adhere to these steps that would actually protect 
creators’ rights. 

Our laws should not support business models that rely on infringement in order to remain 
economically viable. With existence of channels for proper permission, and the 
possibility of rights-holders to choose how their work is used, 1 believe we’d have an 
environment where more business can happen, legitimate business in an environment that 
is sustainable for all parties: Internet companies, users and creators. The current 
environment is not sustainable. Business is indeed booming, but not for the vast majority 
of those that create and pay for the making of the music. For us, the losses are 
catastrophic. 

My common sense solutions will stop the hemorrhaging and will not compromise 
anyone’s legal rights. 
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Response to Follow-Up Questions for the Record from 
Paul Siemiuski, General Counsel, Automattic Inc. 

We serv^e millions of users through our publishing platform WordPress.com, and many of them are small 
artists, audiors. photographers and creators. Wc place a high value on dieir creative work; in tact the original 
work of small, independent creators is tlic lifeblood of the 48 million websites tliat wc host on our scr\ ice. 

hi our experience, the remedies provided under 512 and die process for availing oneself of them, are flexible 
and accessible enough to scfX'c the needs of copyright holders large and small. The DMCA notice form is 
standardized, by statute, so that anyone who owns a copyright can send a standard form letter to any website 
to identify infringing content for removal under the DMCA. So long as the letter includes the statutory 
requirements, the website will honor it. Moreover, many websites (ineluding those hosted by Automattie) 
have created a standard form DMCA complaint form (ours can be found here: http : /.hutomattic .coni/dmca - 
n o t ice./) . We make diis fomi easy to find and easier to complete. If a copyright holder completes all required 
fields on this form and the claim of infringement is valid, wc will honor the notice, 

hi addition to the remedies provided by statute, laige copyright holders may develop their own internal 
systems to scan for content and send out bulk notices to infringing sites {w& have seen our fair share of these 
bulk notices). At the same time, there are numerous outsourced, third party^ cop^-right enforcement services 
that handle the task of searching for copyrighted content identified by a creator, and sending compliant, 
automated notices for its removal. We have seen many smaller creators take advantage of these services to 
enforce their copyriglits on the web. 

A remedy that's not contemplated by 5 12 - for good reason - is the concept of 'takedown/staydowm”, which 
some have recently advocated. This concept holds that once a copyright holder provides notice of an 
infringing file to a internet senice provider (like Automattic), the service provider must remove that 
file , , , .and also implement technical measures to prevent all future uploads of that same file. 

While this remedy w’ould certainly prevent the upload of some copyriglitcd files, it would also have a 
devastating chilling effect on free speech, by preventing many many uploads of the file that would be 
permitted by copyright law: such as uses of a file that fell under the doctrine of fair use, This is to say 
notliing of file technological challenges such a requirement would impose on web service providers, 
especially smaller providers, 

By the same token, no distinction is made imdcr the DMCA between large recipients of takedown notices 
(like Google) and small recipients (like Automattic). We both must expeditiously comply whth the valid 
takedown notices, and devote appropriate resources to design a process for receiving, reviewing and 
processing the DMCA notices we receive in order to fulfill our obligations under the statute. Tlie obligations 
are the same for large and small companies, regardless of the resources we have available to process our 
notices. 

The work of smaller creators is the lifeblood ofWordPress.com. Operating our DMCA process in a fair, 
efficient and transparent way is a time consuming and resource intensive task that we take very' seriously. 
Tliis is a especially true when one layers in the additional work we choose to take on to protect our users 
from invalid and abusive DMCA notices which arc made all too easy by tlic current statutory regime. 

Paul Sieminski 

General Counsel 

Automattic Inc. | WordPress.com 

email: pes@.automaUiC-Com 

sky pc: pc sieminski 

twitter: (:?^pesieminski 
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BEFORE THE HOUSE COMMITTEE ON THE JUDICIARV 
SI BCOMMITTEE ON COURTS, INEULECTUAl. PROPERTY AND THE 

INTERNET 

HEARING ON SECTION 512 OF THE DIGITAL MILLENNIUM COPYRIGHT 

ACT 

STATEMENT OF THE LIBRARY COPYRIGHT ALLIANCE 


The Library Copyright Alliance (LCA) consists of three major library 
associations — the American Library Association, the Association of College and 
Research L.ibraries, and the Association of Research Libraries — that collectively 
represent over 100,000 libraries in the United States employing over 350,000 librarians 
and other personnel. In this statement, LCA explains the importance to libraries of the 
safe harbors provided by Section 512 of the Digital Millennium Copyright Act (DMCA) 
1. Internet Access 

As the subcommittee reviews the DMCA’s Section S12(a) safe harbor for “mere 
conduits,” it must bear in mind that not only large commercial entities such as Verizon 
and AT&T act as service providers within the meaning of Section 5 l2(kXl)(A) Libraries 
play this role as well. In the United States, we don’t have Internet cafes that provide users 
with the hardware necessary for Internet access. While Starbucks has Wi-Fi, it doesn’t 
supply laptops. And although increasingly more Americans at all income levels own 
smart phones, it is difficult (if not impossible) to fill out an online Job application, or 
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apply for healthcare, on a smart phone. Libraries are the only source for free Internet 
connectivity and Internet-ready computer terminals for most Americans. 

Public libraries provide the public with access to over 240,000 Internet-ready 
computer terminals.' In 2010, there were 367 million user-sessions on these computers. 
There were 234 computer uses per 1,000 visits to public libraries. Public libraries in rural 
areas had the highest ratio of Internet accessible computers; 6.1 computers per 5,000 
people. 

A 2013 survey by the Pew Internet and American Life Project found that 66% of 
those who used the Internet at a library in the past 1 2 months did research for school or 
work; 47% say they got health infonnalion; 41% say they visited government websites or 
got infonnation about government services; 36% say they looked for jobs or applied for 
jobs online; 16% say tliey paid bills or did online banking and 16% say they took an 
online class or completed an online certification program," 

A study performed by the Information School of the University of Washington for 
the Institute of Museum and Library Services demonstrated the importance of the Internet 
access provided by public libraries to people below near or below the poverty line. The 
study found that in 2009, over 77 million people accessed the Internet from public 
libraries in the United States." Forty-four percent of people below the poverty line used 


' Institute of Museum and Library Services, Public Libra/ ies in the United States Survey, 
Fiscal Year 2010 (2013), http://w'ww.imls.gov/assets/l/AssefManager/PLS2010.pdf 
" Pew Internet & American Life Project, Library Services in the Digital Age (2013), 
http://libraries.pewinternet.org/2013/01/22/Library-services/ 

" Samantha Becker, Opportunity for All: How Ihe American Public Benefits from Internet 
Access at U.S. Libraries 2 (2010), http://wwfW.imls.gov/pdf/OpportunityForAll.pdf 
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library computers for Internet access and other services. Among young adults below the 
poverty line, the level of usage increased to 61%.“’ 

A 2012 study on the economic benefit of Texas public libraries found that Internet 
access via library computer terminals saved users over $300 million in 2011.^ The Wi-Fi 
provided by the Texas libraries saved users over another $20 million. 62% of the Texas 
library directors said that the Internet access was “extremely beneficial” to users, while a 
further 20% indicated that it was “quite beneficial.” 56% of the directors said that 
Internet access was the single most important resource provided by their libraries. The 
users’ online activities included: performing homework for classes from grade school to 
college; taking continuing education courses, training and testing for job certifications 
and licenses; looking, and applying for, jobs; applying for unemployment benefits and 
social assistance; applying for disaster aid as well as finding family during and after 
natural disasters; working short -terni, paid online jobs; developing and operating 
businesses by placing and receiving orders; researching price comparisons; market new 
products; using online banking; and filing taxes. Numerous library directors indicated 
that some users were running small businesses entirely via Internet at their library. 

The Texas directors noted that even users with home Internet access use the 
library Internet access because of its greater bandwidth and faster service. Additionally, 
not all users have the option of Internet access at their residence. “Ranchers and others in 
rural area in particular have difficulty obtaining reliable and reasonably priced Internet at 
their residences.” Further, numerous directors reported that users with laptops accessed 


* Id. at 5-S. 

^ Bureau of Business Research, IC2 Institute, University of Texas at Austin, Texas- Public 
Libraries: Economic Benefits and Return on Investment, 2012, at 39-42. 
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their libraries’ wireless service after normal hours; they cited examples of users parking 
near the library when the library was closed to access an Internet connection. 

Lack of connection is more than a rural issue. A study of the public libraries in 
New York City found that 2.9 million residents don’t have broadband access at home.*' 
Thus, between 2002 and 201 1, the libraries have increased their total number of public 
access computers by 89%. Between 2007 and 2011, the number of computer session 
logged at public computers in the city’s libraries grew by 62%, from 5.8 million sessions 
in 2007 to over 9.3 million sessions in 201 1 . 

Community college libraries also provide Internet access to underserved 
populations. Nearly 31% of students at two-year colleges do not own desktop computers 
or full size laptops, and thus often rely upon their college libraries for Internet access and 
other information technology needs.^ 

The Section 5 12(a) safe harbor for “mere conduits” has enabled libraries to 
provide Internet access without the specter of liability for onerous copyright damages 
because of infringing user activity. Any alteration of the DMCA’ s framework, either 
directly by amendment of 17 U.S.C. § 512(a) or indirectly by imposition of new 
obligations on Internet access providers, could have an adverse effect on the ability of 
libraries of all types to deliver a critical service to underserved and other user 
communities.* 


Center for the Urban Future, Branches of Oppommity, 2013, at 6. 

’ EDUCAUSE, Core Data Seji’we Fiscal Year 2009 Summary Report 34 (2009) 
ht tp://n et.educause.edii/apps/coredata;'report s/'2009/ . 

* At many colleges and universities, the libraries participate in the administration of 
campus-wide Internet access services. Under the Higher Education Opportunity Act, 
educational institutions have significantly more obligations to address copyright 
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11. Information Location Tools 

Libraries also rely on the Section 512(d) safe harbor for information location 
tools. Librarians prepare directories that provide users with hyperlinks to websites the 
librarians conclude in their professional judgment to contain useful information. Section 
512(d) shelters a library from liability if the website linked to, unbeknownst to the 
library, contains infringing material. 

One amendment would make this safe harbor even more useful to libraries. 
Currently, this safe harbor appears to be available only if the library, in compliance with 
Section 512(c)(2), identifies on its website an agent to receive notifications of claimed 
infringement, and provides the Copyright Office with the agent’s contact information. 
While the identification of the agent on the library’s website makes sense, the 
requirement of providing the Copyright Office with the agent’s contact infomiation is a 
completely unnecessary bureaucratic burden. The Copyright Office’s directory of agents 
serves no purpose. If the rights holder wants to notify the library’s agent about infringing 
activity, the agent’s contact information can be found directly on the library’s website. 
There would be no reason for the rights holder to consult the Copyright Office’ s directory 
of agents. This requirement’s only accomplishment is making it more difficult for 
website operators to qualify for the Section 5 12(c) and (d) safe harbors. Accordingly, it 
should be repealed. 

ITT. First Amendment Concerns 

Although the DMCA safe harbors have been extremely helpful to libraries in 
fulfilling their mission of providing their users with access to information, in some cases 

infringement by subscribers than do commercial Internet service providers. See 
httpi/Zww’w. educause.edu/library/higher-education-opportunity-act-heoa. 
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rights holders have abused the notice-and-takedown framework to target critical speech 
or restrict the fair use right.^ We understand that other entities will provide the 
Subcommittee with a more detailed discussion of these abuses and possible solutions. We 
share these concerns about these abuses. 

Moreover, some rights holders provide libraries with incomplete takedown 
notices, and then do not respond to requests for additional information. At that point, the 
library must make the difficult decision of whether the notice “fails to substantially 
comply” with the provisions of section 512(c)(3)(A) so that the library would remain 
within the safe harbor without taking further action. Tn other words, some rights holders 
are not doing their part within the safe harbor framework, and this imposes additional 
burdens on libraries. 

Additionally, the safe harbors can incentivize service providers to “over-comply” 
with the law. A service provider can retain its safe harbor only if it has adopted and 
implemented a policy for the termination of the accounts of repeat infringers. Section 
512(i)(l)(A). To ensure that they comply with this repeat infringer requirement, some 
companies that provide Internet access to libraries that serve thousands of users have 
threatened to terminate service to the library because one user allegedly engaged in 
infringing activity. In essence, these companies have adopted a “one strike and you’re 
out” policy: a result we believe Congress did not intend. 

At the same time, we believe that the DMCA safe harbors overall have had a very 
positive impact on free speech by enabling the emergence of the Internet as “a unique and 
wholly new medium of worldwide human communication.” Reno r. American Civil 

See, e.g., http://www.chillingeffects.org/dmca512/. 
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Liberties Union, 521 U S. 844, 850 (1997). In that decision, Justice Stevens observed that 
“it is no exaggeration to conclude that the content on the Internet is as diverse as human 
thought.” Id. at 852. From the user’s perspective, the Web is comparable “to both a vast 
library including millions of readily available and indexed publications and a sprawling 
mall offering goods and services.” Id. at 853. From the publishers’ point of view, the 
Web “constitutes a vast platform from which to address and hear from a worldwide 
audience of millions of readers, viewers, researchers, and buyers. Any person or 
organization with a computer connected to the Internet can ‘publish’ information.” Id. 

The DMCA safe harbors have encouraged commercial enterprises and nonprofit 
institutions such as libraries and universities to invest in the infrastructure and platfonns 
that facilitates this “worldwide human communication” by placing reasonable limits on 
their liability for the infringing acts of their users. 

March 2014 
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March 1 0. 20 1 4 

Rep Howard Coble, Chairman 
Rep Jerry Nadlcr, Ranking Member 
United Stales House of Representatives 

Judiciary Subcommittee on Courts, Intellectual Property and the Internet 
2 1 38 Rayburn House OtTice Building 
Wa.shington. DC 20515 

Dear Chairman Coble and Representative Nadler: 

The Directors Guild of America (DGA) respectfully submits this statement in connection 
with the March 13 Subcommittee hearing on Section 512 of Title 17. DGA represents over 
15,000 directors and members of the directing team who create the feature films, television 
programs, commercials, documentaries, news and other motion pictures that are this country’s 
greatest cultural expon. DGA's mission is to protect the creative and economic rights of its 
members. 

Congress has long recognized that small bu.sinesses are the economic engines of 
America Similarly, smaller and independent directors are important economic engines of the 
motion picture business These entrepreneurs are involved with all aspects of their film, from the 
writing to the financing, from the directing to the markebng. and they take great risks to share 
their creative visions with billions of people around the world on screens both large and small 
They serve as the incubators of the motion picture business, opening doors to the motion picture 
business for new talent and craftspeople of all kinds. In .short, they help make our industry the 
strong economic and creative force it is today. And yet, because these artists are small and 
economically limited, their voices are often forgotten in public policy debates 

When Directors who are copyright owners are confronted with the online theft of their 
work, the burden falls on them to enforce their rights These creators cannot afford to ignore 
online theft To get even a small film made, independent film makers must obtain advance 
financing that is available only if funders believe tliey can re-coup their investment Financiers 
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reasonably consider online theft a significant threat to that recoupment, and independent rights 
holders must show they are ready and willing to protect their work 

To enforce their copyrights in the face of online theft, directors who produce their films 
must utilize the “notice and takedown" procedure.s in Section 512 of Title 1 7 Unfortunately, by 
virtue of their independent status, our members consistently find the “notice and takedowti" 
procedure to be cumbersome, costly, and particularly for rights holders with limited resources, 
largely unworkable and ineffective 

We believe there is a social and economic benefit to protecting the interests of these 
talented independent directors by improving the procedures set forth In Section 512. DGA 
submits this testimony on behalf of these individuals, our members, whose vision and creativity 
we seek to enhance and maintain, and whose economic viability must be protected from the 
social and economic harm of digital theft We believe their situation in today's public policy 
debate on Section 512 of Title 1 7 is a unique one, 

I, The DMCA Notice and Takedown System is Inadequate for Small Rights Holders 

The Digital Millennium Copyright Act (DMCA) was enacted over 15 years ago Section 
512 of Title 17, as created by that Act, provides service providers, as defined in the statute, with 
a limited safe harbor from liability for copyright infringement if their activities satisfy specific 
conditions, including adherence to a codified notice and takedown procedure. These rules apply 
to various types of service providers Initially, the statute clearly protected traditional internet 
services providers (ISPs), such as large telecommunications companies that provide the "on 
ramps" to the Internet or transmit and cache Internet data. It akso protected search engines and 
some service providers engaged in data storage for their users Over time, the types of service 
providers protected by the safe harbor have expanded Courts have now interpreted Section 512 
to encompass companies that arc solely in the business of aggregating, distributing, and 
performing copyrighted works on and through their systems.' 

The breadth of Internet businesses now protected by the Section 512 safe harbor, 
combined with the onerous requirements and impractical realities of the “notice and takedown" 
process, make it extremely dilTicult, if not impossible, for directors who are copyright holders to 
protect their creative works online. The safe harbor now covers so many online entities that 
tracing where a motion picture is being illegally streamed or offered is a herculean task Even 
discovering the theft or illegal distribution of a work requires enormous resources in terms of 




' I iiicnin liuemalmnal Inc. v YauTuhe. Inc. pimidcs but one c.vainpic. Despite llic fact lien YouTube opcrules 
primarib as a coiiiinercial video sireaniiiig seix ice nnlicr itvin a storage sciv icc. ilie Distnci Conn in dial case found 
dial YouTube qualifies as a service prov ider under Scciion 512(c). 
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staff, technological know-how, and finances. While large copyright holders often employ large 
anti-piracy staffs, purchase equipment, and contract with outside vendors to monitor online 
infringement, most independent rights holders do not have the time, knowledge, and resources to 
match those efforts The end result is that small and independent copyright holders, like the 
directors we represent, generally do not discover the theft of their work until long after it has 
been widely distributed throughout the Internet By that time, the harm is already done. 

The challenges for independent directors and rights holders become even more daunting 
after discovery of an online theft While some large studios and producers have made at least 
limited progress in utilizing the “notice and takedown” mechanism, small rights holders simply 
lack the resources and financial ability to navigate the complex system required to identify, 
notify, and pursue service providers that are exploiting their copyrighted works. 

To utilize the OMCA notice and takedown mechanism, a rights holder must first prepare 
notices in exact accordance with the complicated legal requirements of Section 512 Sending 
these notices to a designated agent of the service provider requires a level of legal expertise that 
larger rights holders may possess but which smaller creators do not have at their disposal 

The experience of DGA director member Rick Pamplin is instructive. Rick is the sole 
creator and copyright owner of the feature film h’fike Winslow Live In 2013, he discovered, 
along with his distributor Nemours Marketing, Inc . that his film was being offered for free on 
YouTube At the same time, the film was legally for sale on DVD and via several Video-on- 
Demand platforms. Sales through both of those legal outlets generated revenue for the Pamplin 
Film Company 

Rick soon learned that there had been over earn estimated $300,000 in lost revenue Rick 
and his distributor commenced the DMCA notice and takedown process However, with each 
different notice sent, they received replies seeking more infonnation Perhaps if they had the 
legal resources their request would have followed the DMC A requirements to the letter, but like 
most small businesses, they did not — what they did have was their determination to stop the 
unauthorized postings of Rick’s film To quote Rick: “The bottom line is my film is very popular 
so YouTube is making money, but the filmmakers, investors, and the distributor are not.” 

Unfortunately, Rick's situation is not unique, and even a succes.sful “notice and 
takedown” is only a partial victory Tltis is because Section 5 1 2 imposes no obligation on the 
service provider to prevent further infringements of the same copyrighted work That was the 
experience of DGA Director Member Penelope Spheeris, who owns the copyright to her 
independent documentaries The Decline of Western Civilization 

Penelope's classic project was shot in the early 1 980s and late 1 990s. and over the years 
her documentaries have gained a cult status In recent years, she has found her work all over the 
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Internet, streaming on sites like YouTube and with pirated copies on sites like eBay. Witnessing 
the proliferation of illegal copies of her work, Penelope decided to create a very small, self- 
funded, in-house operation to monitor their use. She began identifying so many infringing 
copies of her work that her assistant would often send out multiple cease and desist notices in a 
single day Some sites would respond and immediately remove infringing content But other 
sites, often larger and well-established sites with the resources to delay, were slow to comply and 
respond Some sites even used threats to keep her from pursuing them Penelope's conclusion, 
though she has maintained her in-house effort, is that for an independent rights holder, trying to 
employ the notice and takedown procedure to stop infringement “is like putting out a forest fire 
with your bare feet " And even though they have been nertified of the fire raging on their 
services, the Internet businesses profiting from that fire have no obligation to put it out 

II. The DMCA Notice and Takedown System In Today's High-Speed Digital 

Rnvironnicnl 

When the DMCA was enacted in 1*198. today's digital world of downloading and 
streaming full-length audiovisual content over the Internet was envisioned by very few 
Understandably, the notice and takedown procedures and statutory protections put in place at that 
time are neither reflective of the high-speed digital environment of today nor responsive to the 
needs and interests of today's rights holders. 

Service providers today also have far greater technological capabilities, including the 
ability to identify works through techniques such as fingerprinting or watermarking. Those 
technologies should be utilized not simply to take down copyrighted motion pictures upon 
receipt of a Section 512 notice, but to ensure that once illegal motion pictures are identified, they 
are kept down It is essential that such protection be ofl'ered to all rights holders equally, and that 
service providers be given an incentive to provide effective protections and tools to independent 
directors w'ho are copyright holders We hope an updated Section 512 will do just that, 

III. Conclusion 

The Directors Guild of America thanks the House .ludiciary Committee for commencing 
tliis and other hearings in its ongoing review of U S. Copyright Law We appreciate the 
opportunity to add the voice and interests of the independent director and rights holder to this 
review 




We believe strongly that there are economic and cultural policy reasons to protect small 
and independent rights holders farm digital theft. We are well aware that with the digital age 
comes a sea change of issues that impact the motion picture business Our members have 
already shown tliemselves to be more than up for that challenge And as the various stakeholders 
continue working together to engage and solve new challenges, the DGA and its members should 
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be at the table to share their concerns and experience as tlie economic engine underlying the 
motion picture industry We believe this Committee, as this hearing underscores, has begun that 
effort and we welcome the role it will play. We look forward to working with you. 


Sincerely. 




Kathy Garnieily / 

Associate Executive Director. Government and International Affairs 
Directors Guild of America 
7920 Sunset Boulevard 
Los Angeles, CA 90046 


cc: Members, House Judiciary Subcommittee on 

Courts, Intellectual Property and the Internet 
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statement for the Record of 
Cary Sherman 

Chairman and CEO, Recording Industry Association of America 
on "Section 512 of Title 17" 

March 13, 2014 


Chairman Coble, Ranking Member Nadler, Chairman Good latte. Ranking Member Conyers, and 
members of the Subcommittee, my name is Cary Sherman and I serve as the Chairman and CEO 
of the Recording Industry Association of America. The RIAA is the trade organization that 
supports and promotes the creative and financial vitality of the major music companies. Its 
members are the music labels that comprise the most vibrant record industry in the world. I 
greatly appreciate the opportunity to submit this written statement for the hearing record 
about the DMCA notice and takedown system. 

To address whether the DMCA is working effectively in the current Internet environment, it is 
necessary to first understand the state of online piracy today. Let me provide a very brief 
overview: 

There used to be a time, when the DMCA was first passed, when infringing copies of our music 
were mostly limited to specific online sites — File Transfer Protocol (FTP) sites, Internet Relay 
Chat (IRC) forums, etc. This was the heyday of AOL, Compuserv, and Netscape - before Napster 
and the peer-to-peer (P2P) revolution, before locker services, before Google was a household 
word. In Internet terms, it was the Stone Age. 

That time is long gone. First came Napster, which provided instant access to music on the 
home computers of everyone on that P2P network. This made the takedown provisions of the 
DMCA largely obsolete just a year after enactment of tbe legislation, because the content was 
no longer hosted on commercial hosting services, as the legislation anticipated, but on the 
personal computers of end-users. And even though the original Napster was ultimately shut 
down by the courts as an illegal service, it spawned a huge number of copycat services, many of 
which persist to this day. 

The second major development was the emergence of locker services focused on storing illegal 
content, so that an unlimited number of users anywhere in the world could download it at will. 
Megaupload is a prime example of such a service; that company actually paid uploaders if the 
content they put on Megaupload's servers was so popularthat it was downloaded frequently. 
Megaupload made enormous profits from this scam until it was indicted by the U.S. 

Department of Justice for massive copyright infringement. But many such locker sites still exist. 

The bottom line is that, instead of static sites with relative handfuls of infringements in 1998, 
there are now billions of infringing copies of our music on sites and servers and individuals’ 
computers spread all around the world. In China, Ukraine, Holland, Sweden, Peru, and Canada, 
to name just a few. They are anywhere and everywhere. 
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And it doesn't matter where the illegal copies happen to be stored, because a new generation 
of pirate sites and services has emerged to provide links directly to these illegal copies. Pirate 
link sites like mpSskull provide instantaneous access to innumerable copies of recordings for 
download. Other pirate sites instantaneously upload the sound recordings to multiple sites, 
check the links to see if they are still live, and regenerate new links to the same content if the 
links are taken down. Still others make illegal copies of the audio contained in a video stream, 
and illegally distribute the audio.^ And of course, there are mobile app versions of these types 
of piratical activity as well,^ 

These pirates do this not as a public service, but because they make money from it.^ They sell 
advertising on their sites, and rake in huge profits from their illicit activity.'' Unlike legitimate 
companies, these sites have no interest in actually removing infringing files or links; their 
incentive is exactly the opposite - to ensure that users can access as much illegal content as 
possible, so that advertising revenues can continue to flow. 

Thus, the pirate sites ensure that their files or links are never actually taken down, or that the 
link taken down is just one of multiple links to the same content, or that the link taken down is 
promptly and automatically repopulated on the site with a slightly different universal resource 
locator (URL). The Pirate Bay website, for example, simply ignores takedown notices (U.S. 
courts do not have jurisdiction to enforce the DMCA on sites located outside of our country - 
and the overwhelming majority are not located in the U.S.); mpSskull, we believe, immediately 
repopulates, with modest changes in the address, all of its links that are contained within our 
takedown notices 

The important takeaway is that these sites are not responsible entities who, when given notice 
of infringement, actually try to do something about it. These pirate sites have an economic 
interest in ensuring that access to pirate copies remains uninterrupted, and they use 
technology to make that happen, regardless of how many takedown notices they get. The 


' For example, we have sent over 300 notices for the sound recording Roar by Katy Perry to both Google and 
Mp3skull.com, and yet that sound recording is still available on mp3skull.com, and still found easily via Google. 

^ For example, we have sent over 2,000,000 notices to Google re: infringements on the site mp3skull.com and 
noticed several apps that claim or suggest some association with mp3skull,com. Nonetheless, when checked on 
March 10, 2014, there were at least 10 apps available on play .google.com that appeared to claim or suggest some 
connection to mp3skull.com. 

^ See e.g.. Digital Citizens Alliance, "Good Money Gone Bad: Digital Thieves and the Hijacking of the Online Ad 
Business; A Report on the profitability of Ad-Supported Content Theft", February 19, 2014, available at 
https://medla.gractions.eom/314A5A5A9ABBBBC5E3BD824CF47C46EF4a9D3A76y4af7cib7f-03e7-49cb aeb8 
ad067l34el c7.p df. ("The web sites MediaLink examined accounted for an estimated $227 million in annual ad 
revenue, which is a huge figure, but nowhere close to the harm done to the creative economy and creative 
workers. The 30 largest sites studied that are supported only by ads average $4.4 million annually, with the largest 
BitTorrent portal sites topping $6 million. Even small sites can make more than $100,000 a year from advertising.) 
See also Jelveh, Zuben et al., "Profiting from Filesharing Services: A measurement Study of Economic Incentives in 
Cyberlockers", P2P '12 IEEE Sept., 2012, available at http://cis.poly.edu/"'ross/papers/Cyberlockers.pdf. 

' Id. 
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underlying assumption of the DMCA takedown process - that responsible entities will do the 
right thing and remove infringing files and do not control nor profit from the infringing activity - 
is simply not accurate with respect to these pirate sites. 

There are thousands of these sites, each offering thousands, if not millions, of illegal copies of 
our music. We harbor no illusion that these sites will stop their infringing activity just because 
we send them a takedown notice. So we must instead look to those service providers who ^ 
represent the responsible parties envisioned by the DMCA and who provide visibility and 
viability to these bad online actors - namely, search engines. 

Users who want to find pirate sites, or specific music they want to download, may go directly to 
a pirate site if they know the web address, but many simply use traditional search engines to do 
so, like Google, Bing and Vahool. These search engines comprehensively index sites like 
mpSskull, conveniently listing every copy of every music file in response to search requests. 
Indeed, depending upon the source, Google is the source of anywhere from 30% to nearly 60% 
of the traffic to mp3skull.^ 

Because search has become such a significant factor in leading users to online piracy, and 
making money from doing so, we began a program of sending notices to Google in 2012, asking 
for the takedown of links to infringing music files. Since then, we and our sister organization in 
the U.K., BPI, have together sent Google notices requesting the takedown of 100 million URLs . 
And, to its credit, Google has taken down virtually every link we have identified, usually within 
hours. But Google places a numerical limit on the number of search queries we can make to 
find the infringing content and, as a result, we can only take down a tiny fraction of the number 
of infringing files on each pirate site, let alone on the Internet generally. A recent Hill flyer by 
Google claims that they "receive notices for far less than 1% of everything hosted and indexed 
by Google." Well, that's largely because their search query limitations provide us with a bucket 
to address an ever-replenishing ocean of infringement. Only Google can see a whole site it 
indexes. Only Google has the tool to allow us to see the whole site as well, and to easily 
transmit notices to them for a quick takedown of infringing files to prevent damage. But 
Google places limitations on the tools we can use and limits us to delivering notices for a 
relatively minor number of infringing files on a site compared with the total number of 
potential infringing files. It then states that since the number of notices it receives is small 
related to the total number of files, there isn't much of a problem. You can imagine the 
frustration. Google has no duty under the DMCA to monitor sites for infringing files. We have 
that responsibility. But they don't allow us the tools to bear that duty, either. 

Moreover, each specific URL containing or linking to a copy of an infringing recording has to be 
separately identified for takedown. That's because all service providers take the position that 


^ See http://www.5!miiarweb.cQmrwebsite/ mplskull.com. last checked March 10, 2014, indicating that 64.89% of 
total Mp3skull.com traffic in the last 3 months came from search, and of that 89.33% came from Google (indicating 
58% came from Google). See also http://www.alexa.com/5iteinfo/mp3skuil.com. Last checked March 10, 2014. 

Per Alexa, Google search properties accounted for at least 30% of the traffic to mp3skull.com (google.com - 16.7%, 
google. CO. in - 9.3%, google. com. pk - 2.8%, google.com.eg- 1% and google. com. bd - 1%). 
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they only need to take down the specific URL or copy identified, ratherthan all copies of the 
same unlicensed recording even though it may be exactly the same recording at an altered 
location on the same site. 

Finally, regardless of what Google takes down today, its search engine will spider the same 
pirate sites tomorrow and index anew all the illegal content on the pirate sites. All those links 
to infringing music files that were automatically repopulated by each pirate site after today's 
takedown will be re-indexed and appear in search results tomorrow. Every day we have to 
send new notices to take down the very same links to illegal content we took down the day 
before. It's like "Groundhog Day” for takedowns. 

And it's worth remembering that these are the problems we have, as an organization with 
some resources. The DMCA has oddly - and unintentionally - become an industry unto itself, 
requiring us (and many other companies and organizations) to employ entire teams of people 
solely dedicated to engaging in notice and takedown. Imagine the difficulty- the impossibility 
- for individual creators as one-person operations to track down and respond to the millions of 
repopulating infringements. The basis of copyright, as established in the Constitution, is to 
incentivize creators. The notice and takedown provisions of the DMCA were intended to further 
this cause in the digital world by providing a practical alternative to protracted and expensive 
litigation, establishing a fair and expedited system for copyright owners to protect their works 
online without improperly disrupting the operations of responsible service providers or unfairly 
implicating users of those services. Instead, the ineffectiveness (and gaming) of the system 
today hinders - and, in the case of individuals, supplants- the productivity of creators - the 
exact opposite of what the law intended.® 

Is it any wonder that the process envisioned by the DMCA is not working? When you think 
about it, how could it? Sites with a vested interest in keeping infringing files up, not taking 
them down, have developed work-arounds to notice and takedown to maintain an abundant 
inventory of popular songs available and in some cases, incentivize uploaders to further exploit 
creators. These sites and services further claim DMCA protection while not complying with its 
conditions. Then search engines compound the problem by continually indexing and 
highlighting these pirate sites in searches for music acquisition. Other intermediaries 
exacerbate this issue by providing services to such sites to help them profit from their illegal 
activities, and in some cases, providing road blocks to their identification. And as we noted, the 
problem has moved to mobile, with thousands of apps published that are dedicated to 
infringing activity. It imposes huge resource burdens on everyone without making much of a 
dent in the problem. 

So what should be done? 


^ See, e.g., Boyden, Bruce, 'The Failure of the DMCA Notice and Takedown System: A Twentieth Century Solution 
to a Twenty-First Century Problem", Center for the Protection of Intellectual Property, George Mason University 
School of Law, December 5, 2013. Available at http://cpip.gmu.edu/wp-content/uploads/2013/08/Bruce-Boyden- 
The-Failure-of-the-DMCA-Notice-and-Takedown-5ysteml.pdf. 
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First, we understand that we need to do our part. That's why the major record companies we 
represent have partnered with Google Play and dozens of other technology companies to offer 
fans millions of digital songs in almost every conceivable model. In fact, the legitimate digital 
marketplace has become so vibrant and competitive that we felt the need to develop a one- 
stop website - whymusicmatters.com - to help consumers understand and navigate the full 
range of legal service options. In fact, in the U.S. today, there are hundreds of sites and digital 
services available for fans to listen and/or download the music they love. 

We also seek and take action directly against these pirate sites and services when we can.^ 
Self-help is a good policy when it is available. But these bad actors reside mostly outside the 
jurisdiction of U.S. courts, placing them safely out of our- or even the government's - reach. 
And that is why we look to our responsible online partners to engage in addressing this 
problem. But to paraphrase Benjamin Franklin, we should never confuse motion with action. 
Saying you're taking action or doing the least bit necessary to show motion is not the same as 
taking effective steps and having meaningful results to show for it. 

We remain champions of voluntary initiatives and agree with the Department of Commerce's 
recommendation that relevant parties should develop and implement voluntary best practices 
to address the problems with the notice and takedown system. Voluntary initiatives are more 
flexible, and less threatening, than legislation, and are therefore more achievable. In fact, to 
date, we have implemented successful initiatives with payment processors, ISPs, and 
advertising intermediaries. The logical next partner is search engines. 

There can be no doubt that search engines play a considerable role in leading users to illicit 
services and can play a key role in addressing infringing activity online. We hope they will join 
with the growing list of intermediary partners who have sat down with stakeholders and 
worked collaboratively to find solutions to the problems outlined above. 

We have some thoughts on voluntary steps that can be taken that will make a real difference, 
that we hope will be discussed by the Members of this Committee and by the Department of 
Commerce in its roundtables: 

1. Let us monitor effectively. Provide tools to allow us to search in a manner 
commensurate with the size of the problem, and then allow the number of takedown 
notices we submit to reflect ALL the infringing files on a site, rather than a tiny fraction 
of them; 

2. Help end "whack-a-mole." Ensure that when links to content are taken down, the same 
content on the same site is not continuously re-indexed when repopulated by the pirate 
site, rendering the takedown process useless; 

3. Push down pirate sites in search results. Demote pirate sites in search rankings, using 
objective criteria such as the number of legitimate takedown notices submitted about 
the site; 


' We believe we use better than "good faith" efforts to identify infringing activity. Whiie no system is buiiet proof, 
we perform significant due diligence and take great care to avoid sending "faise positive” DMCA notices. 
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4, Help the consumer know what's legitimate. Promote authorized sites and services to 
consumers in search rankings, through a "badge” or some other consumer-friendly 
information; 

5, Stop "finishing the sentence" to lead to a pirate site. Modify the "autocompiete" 
function so it does not iead users to sites or apps based on the number of iegitimate 
takedown notices submitted about the site; 

6, Don't give pirate sites a continuous "do-over." Develop a common sense approach to 
implementing a repeat infringer policy. 

We look forward to constructive and productive dialogue to remedy the DMCA's shortcomings. 

Thank you for the opportunity to submit these comments. 
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March 13, 2014 


Introduction 


On behalf of its members, the Association of American Publishers (“AAP”) appreciates 
this opportunity to place its views in the hearing record of the House Judiciary Subcommittee on 
Courts, Intellectual Property, and the Internet (“IP Subcommittee”) regarding the current 
ineffectiveness^ of the “notice-and-takedown system” which, in conjunction with a carefully- 
crafted set of liability “safe harbors,” was established in Section 512 of the Digital Millennium 
Copyright Act (“DMCA”) more than fifteen years ago in Congress’s initial creative and hopeful 
attempt to address the problem of online copyright infringement by incentivizing a collaborative 
response from copyright owners and Internet service providers (“ISPs”). 

In particular, AAP submits this post-hearing statement to support and elaborate upon the 
oral and written testimony presented at the IP SubcomiTiittee’s March 13 hearing by Paul Doda, 
Global Litigation Counsel for Elsevier Inc., regarding the specific nature of the problems that 

' The Association of American Publisliers (AAP) represents over 400 publishers, ranging from major conunercial 
book and journal publishers to small non-profit miiversiri', and scholarly presses. 

^ AAP intends to confine this statement to the issue discussed at the TP Si^coinmittee's Section 512 hearing, Please 
note, however, llial AAP lias provided detailed suggestions for liow lo improve Ihc cfricicncy and cJTccliv cncss of 
tlie daily operation of tire notice-and-takedovvn process within the current temis of Section 5 12 as part of an ongoing 
inquiry' by the Department of Commerce in follow up to its release of its Grxicn Paper in 2013, See Department of 
Commerce, Request for CoimneiU on Green Paper, Copyriglil Policy, Crealivil) , and Timovalion in the liUemel 
Economy, 78 Fed. Reg. 61.337 (Oct. 3. 2013) http://wvw.t;pQ-gov/fdsvs./pkg/T'R-2013-10'03/pdf/2Q 13-24309.pdf 
(Commenis of the Association of American Publishers, suhmitleci (Nov. 13. 2013). 

1 
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have made the integrated system of the notice-and-takedown process and eligibility for “safe 
harbor” protection against copyright infringement liability incapable of achieving its intended 
purpose, and some concrete suggestions for how to improve the workings of that system in a 
continually-evolving online environment. 

In noting our specific concerns and our recommendations for addressing them, AAP 
recognizes that voluntary “best practices” and agreements among the key stakeholders in the 
online ecosystem are likely to be the most practical, effective and achievable ways to improve 
the daily operation of the notice-and-takedown system insofar as such measures can adapt to the 
rapid pace of technological and entrepreneurial change on the Internet more adroitly than can 
federal legislative, judicial and regulatory processes. However, this submission will also touch 
upon Section 512-related enforcement problems which, based upon current legal, market and 
technological realities, will likely require federal government intervention to malce these crucial 
elements of the overall U.S. copyright enforcement system truly effective in the modern online 
environment. 

Current Ineffectiveness of Notice-aiid-Takedowii 


As was noted by several members of the IP Subcommittee and each of the hearing 
witnesses, successful partnerships between copyright owners and technology platforms have led 
today’s consumers to expect and often achieve instant online access to high-quality, copyrighted 
content anytime and anywhere. 

All types of publishers represented within AAP’s membership ~ across the trade, 
academic, and scientific, professional and technical sectors -- are investing and innovating to 
meet this demand through the production, distribution and maldng available of eBooks, online 
journals, audio-books, integrated digital learning solutions, and other new forms of works, along 
with new business models that take advantage of the ubiquity of the Internet to serve local, 
national and global markets.^ 

But with increasing digital adoptions and adaptations by publishers, online piracy of their 
works likewise continues apace, and the costly and frustrating notice-and-takedown experiences 
of Elsevier, as detailed by Mr. Doda in his hearing testimony,'* have become all too common 
among AAP member publishers of all types, whether large or small, for-profit or non-profit. 


■’ See The Rise of Innovative Business Models: Content Delivery Methods in the Digital Age: Hearing Before the 
Subcomm. on Courts, Intellectual Properly, and the Inlemel of (he II. Comm, on the Judiciary, 113lhCoiig. (2013) 
(Post -hearing Statement of the Association of American Publishers available at 

hnp://www.publishcrs.org / ntTac hmc ms/docs/piiblicslalcincnts/aapstatcmcnt-ns co ft nnov ativ cbi isincssinodcls. pdf - 
' Section 512 of Title 1 1: Hearing Before the Subcomm. on Courts, Intelleclual Property, and the Internet of the H. 
Comm, on the Judiciary. 113tli Cong. (2014) (TesUmoi^' of Paul F. Doda providing a number of illustrative 
examples of this “whack-a-inolc" problem al 2-4). 
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established or start-up. Despite sending millions of takedown notices annually' to remove 
infringing copies, or links to such copies, of their published works, AAP member publishers find 
themselves competing against a plethora of different sites on the Internet that persist in offering 
or enabling individuals to find and download illegitimate copies of virtually any popular 
copyrighted work they want at any time because, as the IP Subcommittee heard at the hearing, 
the notice-and-takedown process has become an efficient but highly ineffective “whack-a-mole”^ 
game.”^ 


One challenge copyright owners face is that many kinds of websites and services that 
were never anticipated during the original legislative negotiation and crafting of the key elements 
of Section 512 now enjoy the DMCA’s “safe harbor” protections from infringement liability, 
despite having significantly different postures toward the uploading of infringing copies of 
copyrighted works to their systems than was evident with the original “service providers” for 
whom these protections were intended and designed. Although these new websites and services 
fall within the broad terms of Section 512’s second and far broader definition of “service 
provider,”^ they have developed lucrative new business models that are structured with features 
and operational behavior that attract unauthorized user uploads of copyrighted works^ in order to 


See Transparency Report, GoooLi: http://\vw^\'.^og!e.coia^fransparei)cvrepoit/reino\'ajs/cop\Tighf (last visited 
Mar. 28. 20 14) (showing that (joogic alone receives approximately .30 million DMCA notices per month), 

^ Tlie "w liack-a-mole” problem describes die siuialioii where links to infringements of copyrighted w orks are lalieii 
down subject to a valid takedown request only to reappear, soincliincs through the exact same URL. shortly 
tliereafter, requiring an endless cyxle of takedow^ii requests to provide even die slightest amount of protection for 
creatix'e works. 

' Wliilc AAP coimncnds (jooglc for simplifying the notice sending process on its sites, creating a “trusted 
submitter” program for handling high volumes of automated notices from frequent submitters, and for processing 
notices in an average of less than 6 hours, the fact that in 201.3 Google received “takedow n notices for more items 
every week Ilian |il| received in all of 2010” indicates tliat w liile sending and processing notices may liave become 
quite efficient with respect to the de-hsting of links by Google, tlie current implementation of the notice-and- 
t^edown process is not an effective tool to reduce copyright infringement online. 

^ See 17U.S.C. §5l2(k)(l)(B) (broadly defining “service provider” as “a provider of online services or network 
access, or tlie operator of facilities therefor.” Tliis definition also “includes an entity described in subparagraph 
(A).” w'liich is a reference to service providers that engage in “transiton- digital network communications,"). See 
Capilot Records, LLCv. I'imeo, LI.C, No. 09 Civ. 1()1()1(RA), slip op. at 12(S.D.N.Y. Sept. 18.2013) (explaining 
tliiit ■ ftlhis definition ‘is clearly meant to cover more tliiin mere electronic storage lockers.’ Rather, it is ‘intended to 
encompass abroad set of Internet entities.' Indeed, one court conmiented that the DMCA defines ‘service provider . 

. . so broadly that |il liad| trouble imagining the existence ofaii online service that yvouldnol fall under (he 
definitions.”’) (internal citation omitted, empluisis in tlie origin;il). 

^ Features and operational beliaviors diat attract unauthorized user uploads can include; prox iding users access to 
auloinalcd tools to monitor whether the content Ilic user uploaded has been removed or disabled; without verifying 
permission to distribute the uploaded content, providing technologies tliat proliferate publicly -accessible linl^s to 
content across multiple linle sites; and providing payments or rewards for uploading content or linlcs to content tliat 
is popular (likely commercially produced copyrighted material). To be clear, these are illustrative examples of the 
types of features and beliaviors tliat AAP member publislicrs oficn cncoiinlcr wiili regard to sites tliat persistently 
infringe tlieir copyrights. Howev'er. AAP and its members recognize tliat tliere are legitimate contexts in which 
these features and behaviors can be found as well, such as YouTube, which helps users monetize their original 
content and OneLoad.com wliich allows registered users (Uial agree llial they “will not upload any . . copyrighted 
tliird-party content”) to “easily deploy and track videos across top video sharing, social networking and custom sites 
in a single step.” OncLoad. hii p:/.\v\vw.o ncioad. coiiv'3boul''wha( is (las( visited Mar, 28. 2014). 
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drive traffic to their sites and profit from selling advertising, subscriptions, and service 
enhancements such as increased downloading speeds. Unfortunately, they are able to qualify for 
safe harbor protection and flourish to the detriment of rights holders by merely paying lip service 
to the other side of the DMCA’s Section 512 equation, which is the protection of the rights of 
copyright owners. They may “expeditiously” takedown an infringing work in response to a 
notice from the copyright owner, while nominally implementing a “repeat infringer” policy, in 
order to maintain their eligibility for “safe harbor” protection against liability for such 
infringements; however, they do little else to prevent the same infringement, let alone others, 
from recurring on their sites or systems. 

Under the current operation of the notice-and-takedown system, infringements thus 
remain too widespread, too frequent, and too persistent for any copyright owner, large or small, 
to locate all or even a substantial portion of such occurrences and achieve their effective removal 
without recurrence. 


Recommendations for Effective Implemeiilalioii of Section 512 Notice-aiid-Takedowii 


Develop and Implemen t Voluntarj’ Standard Technical Measures 

AAP agrees with the bipartisan view expressed by IP Subcommittee members Reps. Judy 
Chu (D-CA) and Tom Marino (R-PA) that, with respect to notice-and-takedown, “[d]oing the 
bare minimum is not how the law was intended to function” and ‘“[tjakedown’ should mean 
‘staydown.’”'” While a notice-and-takedown regime will continue to be useful, particularly for 
legitimate service providers with business models that are not structured or connected with 
behavior that attracts unauthorized uploads of copyrighted works, it cannot succeed in isolation 
to address the widespread infringement problem that the copyright community faces, especially 
if it requires repetitive notices from copyright owners and provides little incentive for service 
providers to prevent the re-uploading of the same infringing works that they have previously 
removed pursuant to prior notices from the same copyright owners. ** In order to effectively 
address the massive and persistent infringement occurring online, service providers need to work 
with copyright holders to develop and accommodate the implementation of commercially 
reasonable and effective “standard technical measures” that do not impede the legitimate 
functionality of the service provider and can, at a minimum, be deployed to prevent the recurrent 
uploading of infringing copies of works that have been removed by the service provider pursuant 
to prior notices from the copyright owner. 


^^Rep. Judy Chu and Rep. Tom Marino, I'iclims of IP Theft Need Belter Proleclion , THE HILL (Mar. 12, 2014) 
littp:/7theMi.coiTVopinioiVop-cd,^200630-victiiris-of-ip-theft-need-better-protection#ixz?2wLj650tiz. 

See supra note 4. 
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Of course, it is often loudly proclaimed that the DMCA was never intended to impose 
any obligation on service providers to help copyright owners fight online piracy of copyrighted 
works. Usually this assertion is based on two observations about the conditions of eligibility for 
safe harbor protection under Section 512: first that taking action to remove or block access to 
infringing copies of copyrighted works on their sites or systems, in response to a notice from a 
copyright owner, is an entirely voluntary decision on the part of service providers, which they 
make depending upon whether they wish to be eligible for safe harbor protection from potential 
liability in connection with the posting of such copies; and, second , that Section 5 12(m) makes 
clear that nothing in Section 5 12 conditions safe harbor eligibility on a service provider 
“monitoring” its site, system or service for infringing materials or activities, or “affirmatively 
seeking facts indicating” the presence of such materials or activities. But the actual provisions of 
Section 5 12 and their legislative history evince a different intent of Congress. 

While it is true that removing or blocking access to infringing materials or activity in 
response to a notice from a copyright owner is a voluntary decision made by the service provider 
in order to be eligible for safe harbor protection, the other conditions of eligibility for safe harbor 
protection are unquestionably mandatory These include the requirement that a service provider 
“has adopted and reasonably implemented” a policy for termination (“in appropriate 
circumstances”) of subscribers and account holders of the service provider’s system or network 
who are “repeat infringers,”’^ and the requirement that a service provider “accommodates and 
does not interfere with standard technical measures” that are defined in the statute and used by 
copyright owners to identify or protect copyrighted works. 

The definition of “standard technical measures” qualified only those measures that “(A) have 
been developed pursuant to a broad consensus of copyright owners and services providers in an 
open, fair, voluntary, multi-industry standards process, (B) are available to any person on 
reasonable and nondiscri minatory terms, and (C) do not impose substantial costs on service 
providers or substantial burdens on their systems or networks.”’'' Unfortunately, while a report of 
the House Judiciary Committee confirmed in its analysis of this provision that Congress 
“expected that all of the affected parties will expeditiously commence voluntary, inter-industry 
discussions to agree upon and implement the best technological solutions available to these 
goals” of protecting copyrighted works,’’ the prescribed process for bringing them into existence 
never occurred. 


See infra at 9-10 (discussing tlie repeat infringer requirements of 17 U.S.C. §512 (i)(l)(A)). 

17 U.S.C. §512 (i)(l)(B),(i)(2). A third mandatoiy^ condition of eligibilinv designating an agent to receive 
noliTicalions of claimed infringements from copyright owners and providing pubhely accessible contact infonnation 
for such agent, applies only to the safe liaibor under Section 512(c) for infringement of copyright based on a service 
provider’s storage of infornvation of material on its system or network at the direction of a user of such system or 
network. See 17 U.S.C. §512(c)(2). 

17 U.S.C. §512(i)(2). 

'' H. Commillcc Prim. Serial No fi, 105* Cong.. 2d Scss. (Scpicinbcr 1998) al .I?. 
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Still, the intent of Congress that the Section 512 safe harbors from infringement liability 
would apply to a service provider “only if’ it “accommodates and does not interfere with” such 
“standard technical measures” is clearly stated in that section. Moreover, despite the common 
insistence that Section 5 12(m) absolutely rejects the proposition that the applicability of the safe 
harbors is conditioned on a service provider “monitoring its service or affirmatively seeking facts 
indicating infringing activity,” such references usually fail to note the complete phrasing of that 
provision, which ends with the words “except to the extent consistent with a standard technical 
measure complying with the provisions of subsection (i).” In this context, the requirement for 
accommodalion, rather than merely non-interference, is evidence that Congress intended service 
providers to be obligated to work with copyright owners to combat online piracy of copyrighted 
works. 

Although the “standard technical measures” required to activate that obligation do not yet 
exist, legitimate content sites, such as YouTube and Scribd, have voluntarily developed and 
implemented technical measures to prevent the appearance (and reappearance) of infringing 
content on their sites. These voluntarily-implemented technical measures not only offer an 
effective tool to decrease the prevalence of infringement on their sites, but also improve the 
efficiency and effectiveness of the notice-and-takedown process by ending the “whack-a-mole” 
game, and in turn, substantially eliminate the need for rights holders to send repeated notices for 
repeated processing by the service provider. Moreover, the technical measures adopted by these 
legitimate sites, which vary in size and content, clearly establish that such measures can be 
tailored and implemented in ways that are both economically and technically feasible as part of a 
diverse array of not only sustainable, but growing, business models. 


^^Scribd.com primarily hosts literary content, whereas. YouTube primarily hosts audio and visual copyrighted 
content. 

^ ' YouTube's implementation of Content ID illustrates that commercially reasonable upload filtering can 
coniplcmcTU the growth of legitimate conicnl-drivcn u-cbsilcs. YouTube siarlcd experimenting with its Cxjnicnt TD 
system in 2007 and now uses the sy-stem to scan over 400 years of video every' day. 0\’er tliis same time period, 
YouTube lias experienced exponential growth in its popularity as illustrated by the increase from 
rccciving/proccssing an average of six hours of video uploads pcnninulc in 2007. to 24 hours per minute in 2010, 

72 hours per minute in 2012, and over 100 hours per minute today. Compare, YouTube Uploads Hit 72 Hours A 
Minute: How Can That Ever Be Pre-Screened For 'Objectionable' Material?, TECIIDirt (May 23. 2012) 
ht lps:/Avvv\v. t cchdin . coin/articIcs.TOl 20 321/1 20659 t900.3/voiUubC"i)ploadS"liit-'72-iiouis-miiuitc-h o vv"C an-ih 3i -cvcr~ 
be-pre-scrcened -objecti ona ble-material, shtinl (noting tliat “some governments [are calling for] Google and otliers 
[to] pre-screen user-generated material. Just Iiow do they tliiiik anyone can do tliat w'hen e\ ery second tliere's one or 
more hours of new malcrial flooding in? The challenge is particularly acute for video, which docs not lend itself to 
automatic screening, luilike text, say.”); How Google Fights Piracy, GocXjLE 9-10 (Sept. 2013) 
htt ps:.// docs-goonle.cQm'’fil e /d/’0Bwx\ RPF dnT N2d'VTqYml5UE Kt j clJE/ edit? ph ^l (describing Content ID as a win- 
win solution for YouTube and rights holders); Statistics - YouTube, httpi/./www.youtu be.c o m/v t / 'press/ste tist ics.html 
(last visited Mar, 28, 2014) (giving updated statistics on liow much video content is filtered by Content TD each 
day). Scribd.com. wliich implemented its upload filter in 2009 (See FAQs, How Does Scribd Help Protect the 
Rights of Authors?, SCRiBD (Feb. 26, 2009) http://s uDPO rt.se ribd.co m /ciTtri c&^25057-Ho w-docs-Scribd-hclp-protcct- 
llie-riglits-ol-aulliors-) lias also grown its business, launching one of the first and most coiiiprelieiisive eBook 
subscription serv'ices in late 2013. partnering with a number of AAP member pubhshers. See Press Release. The 
.Vfu' Scribd, SCRTBD (Ocl. I, 2013) hU p:/’/blog.scribd.co m/ 2Q13/10/01dhc - ncw-sc ribd'^. 
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With technologies that provide reasonable measures to prevent the reappearance of infringing 
content growing increasingly effective and affordable, * there is no reason not to work toward 
development of the standard technical measures that Congress factored into its crafting of the 
DMCA fifteen years ago. 


Increasingly, rights holders and certain service providers have realized that the most effective 
way to protect copyrighted works, meet consumer demands, and facilitate the growth of 
legitimate user-generated content sites is through a partnership between copyright holders and 
service providers. Specifically, this partnership involves cataloguing hash identifiers for 
infringing files as well as investment in creating metadata and fingerprint files for each 
copyrighted work to include in databases that service providers can automatically compare 
against potential uploads to their sites. When an exact match to the fingerprint of a copyrighted 
work is identified, the service provider and the rights holder can implement a pre-negotiated 
response, /.<?., allow the upload and monetize the content or block the upload. As Google has 
said, its Content ID technology (which implements the partnership just described) is “not just an 
ami-piracy solulion, but also a new business model for copyright owners and YouTube alike . . 
[that] is good for users as well.” When service providers accommodate this new mode of online 
copyright protection, everybody wins. 

Currently, however, there are few incentives for service providers to voluntarily 
implement such measures, despite the fact that Section 512(i) of the DMCA makes clear that 
Congress fully expected that the content and service provider industries would develop and adopt 
“standard technical measures” by which copyright owners would be permitted to identify and 
protect copyrighted works with the cooperation of service providers. A AP believes that the IP 


^*^Tliere are a number of companies offering technological measures to protect sites against imauthorized posting of 
copyrighted content, with a variew of pricing and implementation models. See e.g., Audible Magic 
hltp://aiidi.blcm aai c,c onv'solu tioiis-coitq.iiiancc.php (last visited Nov. 13. 2013) (providing "Uiniltcy compliance and 
filtering solutions powered by sopliisticated and patented digital fingerprinting teclmolog}'"); Gracenote, 
http://w w w.gracc notc.com/cnscj;nidics/imncs/ (last visited Nov. 13, 20 1 3) (being used for more than “filtering ’ as 
it underlies iTuiies Match as well); Vobile, httpj//yoMdiiccQin/ (last visited Nov. 13, 2013); Sandvine 
httT)s:/Avww.sandviiic,coiii/downloadS/'’ueneral/succe.ss-stories/siicccs.s-s{orv-40-s\iccess.ful-value-added-seivices- 
depl ovmc nts.pdf (last v'isited No\'. 13. 2013) (explaining liow its service allows broadband networks to efficiently 
and cosl-cffcctivcly filler coulcnt). 

As noted above. 17 U.S.C. §5 12(i) entitled “Conditions for Eligibilin-T makes clear tliat to be eligible for 
DMCA safe liarbor. a service provider must “accommodatel] and [] not interfere with 'standard teclinical 
measiires[.]”' wliichare “used by copjTiglrf holders to identify- or protect copyrighted works and...liave been 
developed pursuant to a broad consensus of copyright owners and service providers in an open, fair, voluntary, 
multi-industry standards process'' Fiutliermore, Section 5 12(m) was originally included in the DMCA to protect 
tlie priv'acy of Internet users' and it express^ limits its “no duty to monitor" provision by referencing the standard 
technical measures Congress intended ISPs and content companies to dev-elop through the multi-industry process 
described in 512(i). Despile lliis clear limitation to Section 512 (m) and Congress’ inlcnlionincnacling 512(i), 
work to develop and implement such standard technical measures lias not materialized. In fact, as Professor 
O’Connor’s testimony argues, web companies todays arc dis-incciitivi/cd from taking steps they would othcnvisc 
volunlarily lake to ensure llial copyright infringements do not appear on llieir website. See Secikm 512 of Tide 17: 
Hearing Before the Subcomm. on Courts, Intellectual Property, and the Internet of the H. Comm, on the Judiciary. 

1 13lh Cong. (2014) (Teslimony orProfessor ScaiiM. O’Connor al 2-3). This silualionhas been cxaccrbalcd by 
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Subcommittee and Congress should encourage and provide incentives for all stakeholders to 
engage in a public discussion about practical and effective upload filtering tools. A multi- 
industry body representing the various stakeholders involved in online copyright protection 
should be brought together under the guidance and supervision of the National Institute of 
Standards and Technologies (“NIST”) (or another government agency with the requisite 
technological expertise) to identify or devise a wide range of generic technical measures that 
service providers could voluntarily implement to reduce infringement without materially 
impeding the legitimate functionality of their sites. 


While there have been private agreements and white papers developed in the past few 
years on this topic, AAP is encouraged to see that a broader and more positive public discussion 
of automated filtering to screen out unauthorized uploads of copyrighted works that match 
content previously removed in response to a valid takedown notice is now starting to happen. 
For example, although several years old and limited to audio and visual content, Xht Principles 
for User Generated CoiUenl Services (“UGC Principles”) that were developed by content and 
service providers in 2007 demonstrate the feasibility of reaching mutually acceptable solutions 
for content and service providers in the online environment The UGC Principles demonstrate a 
shared commitment to: (1) eliminating infringing content; (2) encouraging dissemination of 
“wholly original and authorized user-generated” content; (3) protecting user privacy; and (4) 
accommodating fair uses of copyrighted content."’ Additionally, the Fair Use Principles for 
User Generated Video Content (“Fair Use Principles”), endorsed by the Electronic Frontier 
Foundation and other public interest organizations,"^ help to identify a threshold for applying 
automated upload filtering to clear instances of infringement. 

To be clear, AAP rejects the notion that any automated system can effectuate a valid fair 
use analysis or that rights holders have an obligation under the DMC-A or Section 107 of the 


additional case law adopting a 'volitional acf requirement in order to prove infringement, wliich lias suggested tliat 
ihc opcralOT of an auioinaicd infritigcincnl tnacihiic would nol be licid liable. See, e.^., Cartoon Network, LP v. CSC 
Holdings, Inc., 536 F.3d 121 (2d Cir. 2008). 

In response to tlie Internet Poliq- Task Force’s Green Paper inqiiirv'. AAP has reconunended tlie "creation of a 
inulti-indusm body po be) led by ihc National Insiiliilc of Standards and Technology' (NIST) lo devise a wide range 
of generic teclmical measures tliat ISPs can implement to reduce infringement without materiiilly liiimiiiig tlie 
legitimate functionality' of the sites. Different types of tecluiical measures can be de\oloped for different types of 
ISPs. High volume ISPs llial upload and download all types of coiUcni would obviously need a dirrerent type of 
technictil measure than a small ISP tluit posts modest numbers of Uiiks to content stored at other locations. Tlie goal 
of the multi-industry process w ould be for NIST to provide ISPs with a menu of potential tecluiical measures tliey 
can adopt depending on their si/e and funciionalily.” See Department of Commerce, Rcqucsl for Comment on 
Green Paper. Copyriglit Policy. Creativity', and Innovation in the Internet Economy. 78 Fed. Reg. 61.337 (Oct. 3. 
2013) http:/7www.gpo.uov/fdsvs /' pkg/FR-2 01 3-10 - 03>pdf/20l3-243 09. pdf (Conmients of the Association of 
American Publishers, submitted (So\. 13. 2013)). 

hup://wvvw. iitia.doc. ftov/nics/iUia/associalioii of amcrican miblishcrs coniincnls.pdf . 

Principles for User Generated Content Senices, littp://ugcpriiK:iples-coin/in de x-hti Til (last visited Mar. 28. 2014). 

The following groups liavc endorsed these Principles: Electronic Frontier Foundation; Center for Social Media. 
School of Conmiuiiicalioiis, American University; Program on Infomialion Juslice and InleUeclual Properly, 
Washington College of Law, American University; Public Knowledge; Berkman Center for Internet and Society at 
Harvard Law School; and ACLU of Northern Oilifomia. 
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Copyright Act to conduct such an analysis before sending a takedown notice.*^ However, 
publishers believe that Section 2(a), i.e., the “Three Strikes Before Blocking” test, articulated in 
the Fair Use Principles, is a useful starting place for discussing how to apply automated filtering 
to all types of copyrighted content upon upload in a reasonable manner that provides 
technological safeguards against blocking fair uses.^'* 

Although these existing principles each contain useful guidelines for reasonable 
automated upload filtering, AAP’s recommendation to create a range of appropriate standard 
technical measures for different types of content and service providers requires a neutral third- 
party with technical expertise, such as NIST, to ensure that commercially reasonable and 
effective technical measures are created in a manner that accommodates the needs of various 
stakeholders (i.e., a reasonable and effective technical measure for a high volume ISP that 
facilitates uploads and downloads of all types of content may differ from a reasonable and 
effective filter for a small ISP that posts modest numbers of links to content stored at other 
locations). 

Develop and Implement Repeat Infringer Policy Rest Practices 

In addition to the current lack of incentives to voluntarily implement efficient upload 
filtering systems to decrease the prevalence of identified infringements on content hosting sites, 
the general failure of service providers to adequately or consistently adopt and implement an 
effective “repeat infringer” policy has also contributed significantly to the persistence and 
reappearance of copyright infringements. 

The DMCA, in section 5 12(i)(l )(A), conditions an ISP’s receipt of safe harbor protection 
on the adoption and reasonable implementation of a “repeat infringer” policy that provides for 
the “termination” of an ISP’s subscribers or account holders in “appropriate circumstances.”^"'’ 
Congress, however, did not define reasonable implementation or “appropriate circumstances,” 
which has enabled ISPs to adopt varying policies without providing transparency to document 
the regular and reasonable implementation of such policies. Transparency is critical in 
evaluating the efficacy of such policies. A recent case, Disney v. Hotfik, illustrates just how 
important the reasonable implementation of a “repeat infringer” policy can be to successfully 
rooting out a substantial portion of the copyright infringements available online. 


"^AAP members believe tire district court" s contrary ruling in the Lenz case , now on appeal, is without precedent 
and clearly erroneous as a matter of law. See Lenz v. Universal Music, 201.1 WL (N.D. Cal Jan. 24, 2011). 

See Fair Use Principles for User Generated Video Content, httt>:/Avww.ctT.Qra/Daacs/fair-itsc-omicipics-yscr- 
trenerated-video-coiitent (last visited Mar. 28, 2014) (suggesting that, for filtering purposes, only matching copies 
where “nearly the cirtircty' (c.g., 90% or more)" oftlic challenged content is comprised of a single copyrighted work 
should be presented or removed,” AAP nrerirber publishers agree with the goal of carerully ensuring dial reasonable 
teclurical nreasirres orrlv preverrt or reirrove clear irrfringernents. 

”'l7U.S.C. §5l2(i)(l)(A). 
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Specifically, in the Holfile case, there was no dispute as to the fact that “24,790 [Hotfile] 
users had accumulated more than three [DMCA] notices [identifying copyrighted works that 
such users had uploaded without rights holder permission]; half of those had more than len 
notices; half again had 25 notices; 1,217 had 100 notices; and 61 had more than 300 notices.”* 
Furthennore, the court found that, “while those who were the subject of more than three 
infringement notices made up less than one percent of all of Hotfile’ s users, they were 
responsible for posting 50 million files. .. representing 44 percent of all files ever uploaded to 
Hotfile” and “those same files were downloaded nearly 1.5 billion times, representing roughly 
half of all downloads ever from Hottile.”^^ 

These facts show that a reasonable “repeat infringer” policy that revokes user access after 
accumulating multiple DMCA notices is a focused measure to address “a discreet [sic] group of 
problematic users” that contribute a disproportionate share of online infringements.^* AAP 
therefore urges that Congress’s original intent should be effectuated, so that “those who 
repeatedly or flagrantly abuse their access to the Internet through disrespect for the intellectual 
property rights of others should know that there is a realistic threat of losing that access.”^'’ 

Clear, transparent, and effective “repeat infringer” policies are in the best interest of legitimate 
service providers, consumers and rights holders. AAP believes that these stakeholders can, with 
the encouragement of Congress, work together to develop best practices for implementing 
effective “repeat infringer” policies, which would, at a minimum, include: 

- a baseline for what actions characterize a user as a repeat infringer; 

- criteria for appropriately tracking repeated infringing activity^”, including parameters for 
user identification tools on sites that allow users to upload and distribute content; and 
protocols for notifying copyright owners about repeat infringer activity.*' 

Also, as these policies affect users, the best practices should require each service provider to 
make its specific “repeat infringer” policy publicly available in simple terms on its site. 


Disney Enterprises, Inc. v. Hotfile Corp., Case No. 1 1-20427, slip op. at 19 (S.D. Fla Sept. 20, 2013). 

^’/rf.al 20-21. 

Id. at 20. 

H.R. Rep. No. 105-551(11) atGl (1998) (emphasis added). 

The sendee provider would need to be able to establish a connection between an infringement notice; the 
infringii^ file; and the up loader of die infringing file and also to prevent Icrimnalcd users front continuing to 
infringe with new usernames. 

"^See Comments from AAP in response to U.S. Patent & Trademark Office. Notice of Inquiry- - Voluntary- Best 
Practices Study. 78 Fed. Reg, 37,210 (Jim. 20, 2013), subniiUed Aug. 21, 2013, 

http :;7www,iispT().tmv/ip/offi.cecliiefecori/PT()-C-201 3-0036. pdf (suggesting information that would be useful to 
provide to rights holders, including: titles, aclions lakcnby the ISP. idcniily of infringers). 
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Promote Legitimate Content through Search Engines 

As noted in A AP's statement submitted after the IP Subcommittee's hearing on “The 
Role of Voluntary Agreements in theU.S. Intellectual Property System," our members believe 
that “search engines are the main gateway through which a consumer, wittingly or unwittingly, is 
directed to the sources of infringing content online. However, search engines have yet to commit 
to meaningful discussions with content creators on how to better refine search protocols to avoid 
serving up infringing links or sites to consumers.”'^^ 

To be sure, Google “believe[s]” that its efforts to incorporate the “number of valid 
copyright removal notices [it] receive[s] for any given site as a signal in [its] ranl-dng algorithm” 
should “help users find legitimate, quality sources of content more easily” given that “sites with 
high numbers of removal notices may appear lower in search results.”^^ However, as Rep. Chu’s 
search for 12 Years A Slave and Frozen during the Section 512 hearing illustrated, links to sites 
offering infringing content and receiving substantial numbers of takedown notices still appear in 
the top of Google’s search results.'^'* The Recording Industry Association of America has 
similarly found that sites making available infringing music downloads, which have received 
millions of takedown notices, are still showing up in the top 5 search results on Google despite 
its current methodologies for adjusting its algorithm. Moreover, Google Search’s autocomplete 
feature often helps users find infringing material by suggesting, after the user types the title of a 
commercial copyrighted work, the addition of search terms such as “free,” despite the fact that 
the user did not include that term in their search query. 


The Role ofVoiunlaryAgreetnenfs in ihe U.S. Jniellecfiiol Rroperly System: Hearing Before the Suhcornm. on 
Courts. Intellectual Property, and the Internet of the H. Cornm. on the Judiciary. 1 1 3th Cong. (2013) (Post-hearing 
statement of the Association of American Publishers available at 

hUn://wvv\v.pnbiishcrs.org/ niiachnicnis/docs/piiblicstaicnicius/aapsiatcmc m-ro lcofvoiuniarvaarccincnls.pdr), 

^^How Google Fights Piracy, G(.x.)GLE 14. 18 (Sept. 2013) 
https://docs.gO QE le.co ni/ fi le/d/0 Bu^'vRPFduTN2d\'TqYml5UEKl.TelJE/e ditV pli^]. 

See Seciion 512 of Title 17; Hearing Before the Suhcornm. on Courts, Intellectual Property, ami the Internet of the 
H. Comm, on the Judiciary. liStliCong. (2014) (Statenient of Rep. Judy Chu (D-CA) conducting a live search for 
Twelve Years a Slave and Frozen using Google Search diuing the hearing and noting tliat, in both cases. Google 
Search displayed silcs offering lo lei her waleli (Ire coiiicnl “online free” in the lop Ihrcc search rcsulls.). 

See The Role of Voluntary Agreements in the U.S. Intellectual Proper^- System: Hearing Before the Suhcornm. on 
Courts, Intellectual Property, and the Internet of theH. Comm, on the Judiciary. 11 3th Cong. (2014) (Testimony of 
C^^ry Shcmian staling llial ”oii a search conduclcd August 29, 201.3 for mp3s or downloads of Ihc rcccnl lop 50 
billboard tracks. ww'vv.mp3skull.coni a site for w^hich Google lias receh'ed o^'er 1.25 million copyright remov al 
notices, showed up in the top 5 search results 42 times."); see also RIAA. “SLx Montlis Later - A Report Card on 
Google’s Demotion of Pirate Sites' (Feb. 21. 2013) ht tp://76 .74.24. 142/3C.'F95E 0 l -38 .36-E6CD-A470- 
lC2B89J3E9723.Ddf . 

See Seciion 512 of Title 1 7: Hearing Before the Subcomm. on Courts. Intellectual Property, and the Internet of the 
H. Comm, on the .Judiciary, 1 1 3th Cong. (20 1 4) (Stalcnxint of Rep. Judy Chu (D-CA) conducting a live search for 
Frozen using (joogle Search during the liearii^ and clarifying for llie record dial allliougli she did not include the 
term “free” in her queiys Google autocomplete suggested die term and Google Search displayed a site offering to let 
her “vvalch Frozen online free” as llic lop search result.). 
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Before the 

llnited Slates House of Representatives Committee on the Judiciary 
Subcommittee on Courts, Intellectual Property, and the Internet 

Kefion/inf' 

“Section 512 of Title 17“ 

March 13. 2014 
Statement of the 

Computer & Communications Industry Association 


The Computer & Communications Industry Association (CCIA) represents large, 
medium-sized, and small companies in the high technology products and services sectors, 
including computer hardware and software, electronic commerce, telecommunications and 
Internet products and services CCIA companies collectively generate more than $250 billion in 
annual revenues, most of whom benefit directly or indirectly from the benefits ofliabilily 
certainty regarding third party content online CCIA requests that this statement be included in 
the record of this hearing 

I. Introduction 

In 1 998, Congress recognized that Internet investment would not occur if service 
pioviders faced copyright infringement liability for third parly content that they handled "in the 
ordinary course of their operations" .See S Rep 105-100, at 8 (1998) TheDigital Millennium 
Copyright Act addressed this problem through a delicate compromise whereby lawful services 
which respond expeditiously to allegations of infringement receive the benefit of liability 
limitations ' This compromise at the heart of the DMCA imposes upon service providers the 
costs of responding to millions of complaints in exchange for safe harbors from liability, while 
guaranteeing rights-holders a rapid response to claims in exchange for the responsibility to 
aO'irmatively report infringement 

II. Significance of the DMCA 

The Section 512 safe harbor provides online intermediaries a measure of certainty in the 
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face of extraordinary liability risks. Although DMCA compliance can be expensive for private 
sector Internet services, it is widely regarded as the cost of market entry for an Internet-based 
service that handles third-party content: a regulatory obligation undertaken by responsible 
corporate citizens. 

By guaranteeing that service providers who respond expeditiously to infringement 
complaints will benefit from liability limitations, safe harbor protections enable the Internet 
industry to provide great economic benefits to the economy without the risk of being exposed to 
penalties based on misconduct by third parties using their service. 

A large number of U.S. and even foreign sites invest considerable resources in DMCA 
compliance. Today, this successful framework regulates how numerous online services, 
including search engines, broadband providers, caching services, and webhosts address third 
party infringement. A pillar of modern Internet policy, the DMCA is so crucial to Internet and 
telecommunications sectors that it has been incorporated as a binding bilateral obligation in 
nearly a dozen U.S, Free Trade and Trade Promotion Agreements, Recognizing that liability 
risks “weaken private sector confidence” and impede market entry, numerous countries around 
the world have followed the U.S. lead in providing liability limitations to online 
services.^ According to Copyright Office records, over 60,000 online services have complied 
with the formalities necessary to receive protection under the DMCA,^ An even larger number 
of individuals and businesses rely upon those DMCA-protected service providers to 
communicate, find goods, services, and information, and compete in the global marketplace at 
lower costs. The industries that rely upon these protections contribute enormously to economic 
growth, representing an online economy with a GDP larger than the entire nation of Canada. 
Since the millennium, they have accounted for 10% of growth in highly developed nations,^ and 
estimates suggest the Internet contribution to the economy will reach $4.2 trillion across all G-20 


" See OIiCD, The Role of Jniernei Jmennediuries in Advancing Public Policy Objectives, at 1 5 (201 1 ) available at 
http://dx.doi.org/10. 1787/97892641 15644-en. Continued U.S. dominance in the Tntemet sector may result in part 
from the fact that these protections are often inadequately secured in foreign countries, causing greater liabihtv rtsks. 
See Martin II. Thelle & Svend T. Jespersen, “O nlin e Intermediaries: Assessing the Economic Impact of the EU's 
Online Liability Regimety at 7 (2012), available arhttp://w^w.europeandigitalmedia.org/uploads/Press/document3/ 
Copenhagen%20Economics-Online%20intermediaries-201201.pdf 
■ See U.S. Copyright Office, Directory of Online Service ProMder Designated Agents, ai 
http://\\”vvw. copyright.gov/onlinesp/lis1/a_agents.html. 

Matthieu Pelissie du Rausas el al., Internet matters: The Net ’s sweeping impact on growth, jobs, and prosperity 
(McKinsey Global Institute, May 201 1), at I, available at 
http ://\\avw. mckinsey.com/insights/liigh_tech_telecoms_intemet/internet_matters. 
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economies by 2016. “ In 201 1 alone, search technology provided an estimated $780 billion in 
value worldwide.'’ These platfonns are not just commercial actors themselves, but platforms and 
enablers of third-party commerce, and thus bring powerful technology and cost savings to small 
enterprises who could not necessarily afford it. Internet-enabled trade can also increase export 
opportunities by removing cost barriers.^ 

Just as DMCA-compliant platforms have revolutionized commerce, they have also 
transformed modern discourse and political activity. Online platforms such as YouTube have 
radically altered civic participation, disintermediating historical gatekeepers, and giving voice to 
those who otherwise could not reach a global audience. This is clearly evident in politics: 
although it is difficult today to envision national elections without online campaign videos, this 
development has occurred almost entirely within the last 10 years. 

III. How, When, and Why the DMCA Works 

Online services do not receive the DMCA’s safe harbor protections for free. In order to 
qualify, a service provider must: 

• adopt and implement a policy to terminate access to repeat infringers, 17 U.S.C. 
§512(i). 

• accommodate “standard technical measures,” should a consensus standard be in 
use, I7U.S.C. § 512(iXB), 

• designate on its service, on its website, and to the Copyright Office, contact 
information of “an agent to receive notifications of claimed infringement,” 17 
U.S.C. § 512(c)(2); and 

• most importantly, develop a compliance program that “expeditiously” facilitates 
the takedown of allegedly infringing content upon actionable notice by 
rightsholders or their authorized representatives. 

The DMCA enforcement process begins when rights-holders notify Internet services of 
allegedly infringing content online. The process begins with the rights-holder because only 
rights-holders can reliably be certain of what the rights-holder owns, or has licensed. One 

■ David Dean, et al., BCG, The Internet Economy in the G-20: The $4.2 Trillion Growth Opportunity (2012), 
available at hllp://vv\vvv. beg.com/dociimcnls/ filcl00409.pdf. 

^ Jacques Bughin et al.. The impact of Internet technologies: Search (McKinscy Global Inslilulc 2011), al 1, 
available at hllp://vv\vvv.mckmsey.eoin/insiglils/markelmg_sales/measiiring_lhe_value_or_search. 

' World Economic Forum, Enabling Trade. Valuing Growth Opp>ortunities (2013) al 19-20. 
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established principle of the DMCA, however, is that it is not required (or economically feasible) 
for a site or service to preemptively monitor or filter data that crosses a given network. 17 U.S.C. 
§ 512(m)(l). Nevertheless, many online services exceed their legal obligations in protecting the 
content and brands of others, investing millions in additional voluntary efforts, going above and 
beyond the DMCA. 

Unfortunately, the protections of the DMCA are not so extensive as to protect lawful 
services from being litigated into bankruptcy. In UMG Recordings, Jnc. v. Shelter Capital 
Partners LLC, 718 F.3d 1006 (9th Cir. 2013), the “promising start-up” Veoh and its investors 
were ultimately exonerated, but not before the plaintiffs’ extended litigation bankrupted the 
DMCA-compliant online video site.* Viacom has arguably subjected YouTube to a similar 
strategy; the difference being that Veoh lacked the resources to survive years of marathon 
litigation. See Viacom hit 'I Inc. v. YouTube, Inc., No. 13-1720 (2d Cir. 2013) (pending). 

If liability risks for DMCA-compliant services increase, this will have the effect of 
discouraging DMCA compliance, since companies will see no value in expensive compliance 
that yields no benefit. This unhappy result would injure both service providers and rights- 
holders, and it is thus best to consider “the DMCA’s safe harbor for ISPs to be a floor, not a 
ceiling, of protection.”® Were the DMCA allowed to become nothing more than an invitation to 
interminable litigation, the online services depending upon it will have merely exchanged 
ruinous liability for ruinous legal fees. 

IV. DMCA Abuse Results From Inadequate Deterrence. 

One shortcoming of the DMCA is that its injunctive-like remedy, combined with a lack 
of due process, encourages abuse by individuals and entities interested in suppressing content. 

The absence of due process in the DMCA was not a mistake, however; it was designed into the 
statute to ensure rights-holders could gain expedient relief without judicially-related delay or cost. 
As the Center for Democracy & Technology noted in a 2010 white paper, the incentives of the 
DMCA system are such that 

“Content hosts have a strong incentive to comply promptly with any facially 


® Pilot Van Ruskirk, Pt'o/t Fih’.s for Hanhuptcy .After Fending Off Itifringemen! Charges, WIRED, Feb. 12, 2010, 
al http://w\vw.'\vired.coTn/business/20l0/02/veoh-files-for-bankniptc}’’-after-fending-off-infringenient-charces/ 
("Histor}’ will add online video site Veoh to the long list of promising stait-ups driven into bankinptcy hv copyright 
latvsuits — despite the fact tltat unlike the others, it actually prevailed in court.'"). 

CoStar Grp., Inc. v. LoopNel. Inc., 373 F.3d 544, 555 (4th Cir. 2004). 
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proper takedown notice they receive, because doing otherwise could jeopardize 
their crucial safe harbor protection. Even when a takedown notice targets non- 
infringing content, therefore, it is highly likely to result in the removal of that 
content - and hence the undue muzzling of legitimate speech. 

The substantial costs of forfeiting the safe harbor enables self-identified rights-holders to 
exploit the statute’s incentive structure to effectively censor non-infringing content. 

Because intermediaries bear large and measurable costs for failing to retain the safe 
harbor, but less quantifiable costs (in the form of potentially irate users and social losses to free 
expression and competition) from wrongful takedowns, many services naturally default to 
removing content without question - as Congress intended. Although most rights-holders make 
good faith use of the DMCA, there are numerous well-documented cases of misuse of the 
DMCA’s extraordinary remedy of disappearing content.^^ Preventing such abuses would be an 
appropriate subject of further inquiry. 


Center for Dcmocracv & Technology. Campaign Takedown Troubles: How X-ferilless Copyright Claims 
Threaten Online Political Speech, Sept. 2010, at 3, available at 
http://Havw.cdt org/files/pdfs/copyright_1akedow'ns.pdf. 

' ' See, e.g., http://w\vw.proiect-disco.org/intellectual-propert>'/0205 14-this-post-is-no-longer-available-due-to- 
\vliy-dmca-abuse-occtirs-part-ii/ 
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House Subcommittee on the Courts, 

Intellectual Property and the Internet 
2138 Rayburn Office Building 
Washington, DC 20515 

March 13, 2014 

Dear Chairman Goodlatte, subcommittee Chairmen Coble and Marino and members of 
the committee: 

We are pleased to submit the following testimony for the record in this hearing on 
Section 5 12 of Title 17. 

Future of Music Coalition (FMC) is a national nonprofit education, research and 
advocacy organization for musicians. Our work over the past thirteen years centers on the 
ability for musicians and composers to reach potential audiences and be compensated for 
their work. As artist advocates, musicians, composers, label owners and technologists, we 
understand the delicate balance Congress stnick with this portion of the Digital 
Millennium Copyright Act. Musicians and other creators directly benefit from the many 
innovations made possible by the safe harbors outlined in Section 512. The statute has 
also created some frustrations for smaller artists and rightsholders who may not have the 
resources to keep up with the scale and scope of potential infringements under the notice- 
and-takedown provisions enumerated in this part of the Act. We do feel, however, that 
the balance struck by Congress between innovation and expression and the protections 
afforded to authors and rightsholders was necessary and astute. We likewise believe that 
the courts, in their interpretation of this statute, have by and large made the right calls 
with regard to Congress’ intent. 

Our testimony will focus on the independent community, which includes individual 
performing artists, composers, labels and publishers. We will also address the importance 
of safe harbors to startup technology companies, who are often the ones to develop the 
next powerful platforms for creative expression and commerce. 
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I. Online services and the DMCA 

Future of Music Coalition is familiar with a range of stakeholder perspectives on the 
notice-and-takedown and safe harbor provisions of section 512. As is not uncommon for 
our organization, we find ourselves occupying a middle-ground position. On one hand, 
we see clearly the benefits of safe harbors that allow Internet companies to deliver useful 
online services to millions of people, including musicians and other creators. On the 
other, we understand the frustration expressed by many rightsholders — including 
individual artists and independent labels and publishers — that the scale and scope of 
potential infringement can be an impediment to exercising their rights under law. 

Major rightsholders and large-scale Internet companies have an obvious stake in how the 
provisions within Section 5 12 are applied, but their experiences aren’t the only ones to be 
considered. The independent creator community and technology startups — whose 
interests often converge but are not always perfectly aligned — are also cmcial 
contributors. Innovation benefits artists and smaller rightsholders who otherwise would 
have limited means to compete alongside the bigger companies. Tech startups are often 
the source of these innovations, which could be stymied without safe harbors that limit 
liability contingent upon certain statutory obligations. Of course, independent artists and 
rightsholders must be able to protect their copyrights and exploit them in the way that 
makes the most sense for their business models, which are as varied as the works they 
create and administer. As we see it, the intent of the statute is to encourage innovation 
while offering copyright owners a means to protect their interests. This is an incredibly 
valuable dynamic, and one that should be preserved even as new efficiencies and 
practices within the existing notice-and-takedown system are explored. 

Some would assert that the system is “broken,” but the data used to make such a case can 
also be used to illustrate Section 512’s functionality in practice. Google’s most recent 
Transparency Report from September 2013 claims 21.5 million takedown requests, the 
majority of which are fulfilled.' This can be taken as evidence of one company’s 


Copyright Removal Requests - Google Transparency Report. N.p., n.d. Web. 13 Nov. 2013. 
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compliance in the face of an immense number of notices. On the other hand, it is 
illustrative of the scale of potential infringement. For its part, trade industry groups like 
the RIAA point to such numbers as evidence that the underlying premise of the DMCA is 
flawed. “We are using a bucket to deal with an ocean of illegal downloading,” 
says RIAA Executive Vice President, Anti-Piracy Brad Buckles.^ RJAA often points to 
the fact that, while their organization and its major label members utilize automated 
systems to sniff out potential instances of infringement and send notices to the 
appropriate service providers, smaller operators — such as independent labels — may not 
have the necessary resources at their disposal to take a similar tack. 

Putting aside for a moment the authenticity of the RIAA’s concern for independent 
sector, the underlying point is valid. Many independent labels or artists may feel that they 
are better served directing their limited resources towards promoting and marketing their 
music rather than looking for instances of infringement and firing off takedown notices. 
The law makes no distinction between large and small rightsholders; neither does it 
distinguish between superstars and developing artists. This is as it should be. However, it 
is important that the systems that assist copyright owners and creators in protecting their 
rights not disadvantage actors operating at a smaller scale. This argument can be 
extended to the startup community who may not be able to bring a new breakthrough to 
the marketplace if they are liable for the alleged infringements of their users, or if they 
must retain specialized legal counsel that might act as a disincentive to innovation 
and investment. We are not currently in a position to describe how to improve conditions 
for smaller operators, but we do believe strongly that any solutions should include the 
perspectives of parties whose businesses operate at a more modest scope. 

Creative entrepreneurs and innovators aren’t mutually exclusive: some of the most 
exciting music and media is being created and disseminated by rightsholders with an 
abiding interest in and understanding of technology, many technologists are music fans as 


Buckles, Brad. ‘'Music Notes Blog.’’ llttp://www.riaa.com. Recording Industry Association of America, n.d. Web. 1.3 
Nov. 2013. 
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well as creators. Encouraging innovation — creative and technological — at an incipient 
stage is perhaps as important, if not more so, than preserving the business models of 
established players at the expense of new ideas and expression. 

II. Automated systems and content identification technologies 

Uniform technology standards, interoperable rights ownership databases and novel 
systems to identify music and other content can help alleviate some of the tensions 
experienced by parties subject to Section 512. YouTube’s Content ID, for example, is an 
efficient and broadly utilized system that affords flexibility to rightsholders with regard to 
whether a potentially infringing use is blocked, monetized or harnessed for demographic 
and other useful data. Content ID, however, is proprietary, and only applies to the 
YouTube ecosystem. Still, it represents a powerful tool for those in a position to benefit 
from its ability to recognize content, whether for the purposes of remuneration or refusal 
of use. It is important to note, however, that some uses are resistant to automated 
interpretation. For example, judges employ a flexible and sometimes idiosyncratic test to 
determine the “fairness” of an infringing use; there is not yet a machine on the planet 
earth that can reliably make such calls. It may be that expanded systems for content 
identification will serve as a useful tool for rightsholders and services, but it is unlikely 
that these technologies will solve every stakeholder concern with regard to Section 512. 
Other parts of statute — as well as court rulings — do and must play a part in informing the 
purpose and scope of Section 512. 

III. Pitfalls of overbroad approaches 

One clear takeaway from recent legislative attempts to address infringement is that an 
“obligation to monitor” is not in the interests of innovation and expression — creative or 
otherwise. The Stop Online Piracy Act (SOP A), for example, had the stated goal of 
expanding the ability of the United States to respond to large-scale, commercial 
infringement of American intellectual property abroad. This is a worthwhile objective, 
and certainly something within the authority of Congress to address, even in the wake of 
public protests against SOPA. A clear concern with that bill, however, was that the initial 
draft appeared to include language that may have compelled Internet service providers to 
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police their networks for potential infringement committed by their users. Given the 
difficulty courts sometimes have in issuing rulings based on evidence presented under 
highly specific circumstances, it seems unwise to leave decisions about what is and isn’t 
an infringement up to technology companies who may lack the requisite expertise to 
make such calls. It is hardly a matter of consensus that the DMCA’s safe harbors and 
notice-and-takedown requirements require amendment. Even if they did, such an update 
must be narrowly focused and not a part of legislation with so many moving pieces that 
even the best-trained lawyers have difficulty comprehending how these provisions square 
with a bill’ s stated goal. A better approach would be for stakeholders to work together to 
minimize the instances of an infringing link being reposted, or coming up with 
collaborative ways to utilize data to discourage repeat infringement. 

Given the complexities of addressing the needs of a broad array of 
stakeholders, EMC acknowledges that the DMCA does a fair job of establishing a 
balance between the interests of the technology and rightsholder communities. We also 
feel that the courts have, thus far, made the correct determinations with regard to their 
interpretation of section 512, which is to say that Congress established safe harbors for 
the very reasons brought to light in the many cases upholding them. There are, of course, 
some riddles within the subsections of this part of the Act, including the infamous 512(c). 
We have no unique insight as to whether the contemporary construal of these provisions 
is aligned with the intent of Congress at the time of the statute’s drafting. We will say, 
however, that any effort to assemble stakeholders in dialog around these issues may go 
some way towards mitigating tension and distrust among the various parties, and perhaps 
illuminate a way forward on shared concerns. We look forward to ongoing stakeholder 
dialog around these and other matters, such as the upcoming DMCA forum hosted by the 
United States Patent and Trademark Office. 

IV. Conclusion 

It has been said that Congress is not always best arbiter of technology issues, and that 
top-down mandates in the form of federal statute can place caps on innovation and hinder 
the growth of new markets. However, in the case of Section 512, Title 1 7, it appears that 
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lawmakers got a lot right. Without the safe harbors established for Internet service 
providers, there is a strong likelihood that today’s engines of creativity and commerce 
simply would not exist. It is also important to view these provisions through a broader 
lens than just the marketplace; speech and civic participation are also beneficiaries of 
Section 512’s allowances and restrictions. What is currently being debated is the 
scrupulousness of the statute as corresponds to the needs and desires of various 
stakeholders with sometimes competing agendas. While it is true that the law sets the 
parameters for all players in a marketplace, it also establishes the space for breakthroughs 
to occur. On balance, the Section 512 achieves its aims in limiting liability for those who 
would create platforms for expression and commerce in the networked realm while 
affording rightsholders with a means to address infringement. No system is perfect, and it 
is well within Congress’ right to reexamine the effectiveness of frameworks enacted two 
decades ago. But legislators should also be commended for having the foresight to devise 
statute that has served numerous productive ends since the time of its drafting — were that 
we could say that for every bill passed in Congress. As the subcommittee considers how 
(or whether) to optimize existing copyright law to reflect contemporary realities, it would 
do well to consider what Congress got right with the enactment of Section 5 12 of Title 
17. 

Casey Rae 

Interim Executive Director 
Future of Music Coalition 
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